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B Exploiting The Growing Encrypted Blind Spot

Other Traffic

6 ':51/3

94% of all internet traffic is

encrypted

Source: Google Transparency Report | Dark Reading Confidential | Do Not Distribute 2 ‘ A10



B NG Firewall Report

BHARNERARER -FHEM

6/9 ~ 6/16 WL E FW

Browser-based
(0)
Encrypted traffic is over QOA

¥ #2606
Risk  Application Category Sub Category Technology Bytes Sessions
H collaboration email client-server 24.03GB 133220
| 4 | pop3 collaboration email client-server 2.49GB 14431
N gmail-base collaboration email browser-based 1.87GB 20934
¥  hotmail collaboration email browser-based 341.44MB 4895
outlook-weh-online collaboration email browser-based  33.84MB 373
hinet-webmail collaboration email browser-based 7.99MB 105
Y  outlook-web collaboration email browser-based 122.03KB 49
yahoo-mail collaboration email browser-based 99.4KB 22
KN [ss networking encrypted-tunnel browser-based  131.94GB  2205/55
Y |ssh networking encrypted-tunnel client-server 1.23GB 2240 ‘?fm EaH
3 |ipsec-esp-udp networking encrypted-tunnel client-server 862Bytes 1 A 135
| 2 I networking encrypted-tunnel client-server 212Bytes 2
EH fp general-internet  file-sharing client-server 1.6GB 185086
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—> Encrypted Internet Traffic
—> Decrypted Internet Traffic
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—> Encrypted Internet Traffic
—> Decrypted Internet Traffic
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Z AR TT 2 — AL0 SSL Insight

—> Encrypted Internet Traffic
—> Decrypted Internet Traffic
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B A10SSLi Solution

Public Root CA
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B A10SSL
[ ]

Encrypted Zone
TCP Handshake

Client Hello

Server Hello

SSL Handshake

SSL Handshake Finished

| ZHBEAE

75

Secure Decrypt Zone

Proxied Server Cert
+ Local Private Key,

TCP Handshake

Cleartext Request

Cleartext Response

___________________________

Connection Rese

Encrypted Traffic
—> Decrypted Traffic
—> TCP Connections
—> SSL Connections

Server Cert + Private Key,
Signed by wellknown CA

B —
it

TCP Handshake

Client Hello

SSL Handshake

SSL Handshake Finished
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4 AR SN & - Certificate Pinning

Problem
* Certificate Pinning validates against a key embedded in the certificate chain for a domain name

* Some Apps (ex. Twitter, Skype, Windows update ....) contain a predefined list of ‘pinned certificates’, specifically
designed to defeat SSLi type solutions

Solution
o Apply SSLi-Bypass for Pinned-Cert Apps. There is no standard technique to decrypt such apps
o Bypass by SNIin client SSL hello or SAN/Issuer/subject in server certificate (server hello).

Internal Clients SSL Decryption SSL Encryption

Confidential | Do Not Distribute 10 ‘ A10



W iR R0 &= - CAC Authentication (&#s Bz s )

Problem

* SSLiis not supported for applications requiring client authentication, ex. using a Common Access Card
(CAC) or a Smart Card

Solution
« SSliis bypassed for a specified remote server(SNI) only if it requests CAC.

il
95— Co———iT— L2 G

SSL Encryption

Internal Clients SSL Decryption
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Selective bypass option to
= Preserve privacy and compliance
= Meet data privacy regulations (HIPAA, PHI, PCI/DSS etc..) by keeping sensitive data encrypted

Traffic can be bypass based on
= A10 Web Classification

= Server Name Indication (SNI)/ Certificate Issuer/ Certificate Subject

= Source & Destination IP Addresses

WEB CLASSIFICATION SERVICE

82 site categories

27+ billion URLs

600+ milliondomains

45+ languages

12 million Dynamic URL correlations

AN NN NN

Option for ssli exception list to intercept traffic for bypass category
= Allow to intercept a domain under a category even if that category is set to bypass

Confidential | Do Not Distribute 12 ‘ A10
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Z AR TT 2 — AL0 SSL Insight

—> Encrypted Internet Traffic
—> Decrypted Internet Traffic
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