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With the Secure Access Service Edge (SASE)
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“ Customer demands for simplicity,
scalability, flexibility, low latency and
pervasive security force convergence of
the WAN edge and network security
markets”.

Gartner

Market Trends: How to Win as WAN Edge and Security
Converge Into the Secure Access Service Edge, 2019
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SASE Convergence

Network as a Service Network Security as a Service

Connect it

3

Sensitive Data Threat
Awareness Detection

\i¢

Secure it

Market Convergence

+ SD-WAN + Network Security
« Carriers « CASB
« CDN + Cloud SWG
+ WAN Optimization + ZTNA/VPN
* Network as a Service + WAAPaa$S
» Bandwidth Aggregators * FWaa$S
+ Networking Vendors + DNS
* RBI

Secure Access Service Edge

CDN: content delivery network; RBI: remote browser isolation; WAAPaaS: web application and AP protection as a service.

Source: Gartner
ID: 441737



/‘{),;

P s

ARIARHILIFEN;

Impact Radar for Communications

o ()
P Extended i
nposable@ Berkeley Packet Cloud '
Filter (eBPF) "e"“"""’
So(twa!e

L, NaaS
. NVMe-oF’\ |
/ ,/r @® sase \
/ ' Open LEO Sateilite
' Networking @ Mega \l
! Constellations
]o Wi-Fi 7 I’ :
i
bpen All Wi-Fi Netviork @ SGSQN"W
O Photonics Assurance /
Notwok v anns
! ® 5G-Advanced
\ Kubernetes
N\ Networking @ Wi-Fi 6E /
)
. Fuﬂﬂbﬂ

Digital Twin Tools Aooeleraof Cards

e s

Published by:

CATO

N ET W O0ORK S

Rangeo

M 6108 Yous
3106 Yous
110 3 Years
Now (O to 1 Years)

Mass

® Llow
Modium

@® wgh

. Very High




SASEELFECIO [ g &=

al

State of Deployment for
Emerging Technologies

Percentage of Respondents Who Have Already Deployed
or Plan to Deploy a Technology in Next 12 Months

Artificial Intelligence/
Machine Learning

48%

Distributed Cloud 44%

B —
B —

Edge Computing

Multiexperience
Development Platform

Responsible Al

MLOps

Composable
Enterprise

5G

Digital Twin

0% 30% 60%
gartner.com
63, ClOs and technology executive vering, excluding don't know
2. What are your enterprise’s plans in terms of the following digital technologies and trends?
Note: MLOps = machine learning operationalization; ¢ [ ecure acce ervice edg
ur 022 Gartner CIO and Technology Executive Survey
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From Security in Location to Security Everywhere
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Security in Location
Applications in On-premises Datacenter
Most Users in the Office
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Office 365
88 J

SAD4
salesforce tx)x RingCentral @

SSE:
SWG + CASB + ZTNA

Security Everywhere
Applications Everywhere
Users Everywhere
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Blind spots and complexity

WAN
(Physical/Cloud DC) Web, SaaS
Different Traffic, Different Security
* Fragmented @ @ @ m

multiple security architectures

* Inconsistent
multiple policy engines

* Limited Visibility " Non-SSE: NGFW/UTM SSE ZTNA SSE SWG/CASB

fo r W A N secu r-lty \\ All network traffic ," User-to-Internal App User-to-Web/SaaS App

~
_____________________________

* Unoptimized
public internet for global access

Network
Architecture

Per-App Connector Proxy
Architecture Architecture

Malware

All ports, protocols

&0o6 @60

Beyond Users Users, Offices p
loT, Apps, Devices [

CATO \
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Cato Networks
SASE Solution
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T
Protect all traffic with built-in
security as a service

End-to-end optimized connectivity for all
locations, clouds, and users

EaEH
Flexible management including self-

service, co-managed, or a fully
s managed service

\ salesforce

_ = ] office 365
© @ © ~w

HQ/DC Branch Cloud Mobile

NNNNNNNN



Cato SASE Cloud

The Power of Networking and Security Convergence

Networking Security
L 4B, TR LR, IR, BASEZTNA (SSE) E o ;I
Wan#g L KA AR KA (Fwaas) LR
ABREE(LEH B (H ISR TIPS, NGAM) LA £
— DI SRR SRR IR (S MR
J Office 365 3 * Full visibility and control
! 8}3 * Policy configuration
SaaS N . « Analytics and events
oowww N Saas-aware Cloud DC Integration * Self-service AND managed service
ISR w‘ Egress (IPsec, Cato vSocket)
RingCentral ™~ guiuy’
salesforce -~ Cato SASE
POP
¢y kbone
& Global Private Bac!
\C\\' Self Healing | predictable
MPLS/Internet
Q ::3:3: IPsec
Policy based routing
Cato ZTNA —_
Cato Socket Client & Clientless
Edge SD-WAN Device A JEFHRLS [ BT

FramE SIE=Pal FrEBRIR P e R
All Ports/Protocols East/West, South/North User-Apps, 10T, Apps-to-Apps, Machine-Machine, Physical DC, Cloud DC, Saa$S
Service-to-Service

CATO BEFTH TR (B LR AERs

NETWORKS Any source/destination Last mile, Middle Mile, Global



Security-as-a-Service Overview

Security Research & SOC

Managed Detection and Response (MDR)

AR 8x8

U)X RingCentral
wWwWwW

Cloud-scale Big Data / Machine Learning

External Feeds Internal Feeds

q salesforce

] Office 365
A

Real Time Protection

NG Firewall l SWG/URLF CASB DLP NG Anti- .
Malware
Full/Selective TLS Decryption

Architecture Intelligence
Scalable and elastic Service-wide traffic visibility
Single-point decryption and DPI Rich context for every network flow
Globally distributed, centrally managed Automated and verified threat hunting

CATO
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THREAT HUNTING — APACHE LOG4J) VULNERABILITIES
Dec 10t - SEC team noticed Blocking signature is

CVE-2021-44228 “Silent” signature is released — All Cato IPS

Friday, 07:00 am ILT released; KB is ready customers are protected
first attack observed in Cato Dec 11th - 03:00 (Tivtime)  Dec 11th - 13:00 (TLV time)

Time Line
: o

Dec 10th Dec 11th Dec 11th Dec 18th

CATO
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Security Update

CVE-2021-44228: Apache Log4j 2 Vulnerability Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE Nw

Dear Customer,

As of the 9th December 2021, the Security community became aware of active
exploitation attempts of a vulnerability in Apache Log4j. This vulnerability has
been classified as CRITICAL, with a base CVSS scare of 10.0 We are
contacting you to make you aware of the Cato mitigation strategy.

VULNERABILITIES

What is Cato doing to keep me protected?

« Cato Networks identified the traffic signature associated with this exploit
on the 10th December 2021, and was actively monitoring our customer

ACVE-2021-45105 Detail

base
s As of 11th December 2021, we have implemented a global blocking rule o 2o QUICK INFO
within our IPS for all Cato Custemers to mitigate this vulnerability. Curl’ent Descnptlon
Apache Logdj2 versions 2.0-alphal through 2.16.0 (excluding 2.12.3 and 2.3.1) did not protect from uncontrolled CVE Dictionary Entry:
What do | need to do? recursion from self-referential lookups. This allows an attacker with control over Thread Context Map data to cause a CVE-2021-45105
denial of service when a crafted string is interpreted. This issue was fixed in Logdj 2.17.0,2.12.3,and 23.1. NVD Published Date:
« If you have the Cato IPS enabled, we will be actively blocking the traffic 12/18/2021
signature of this vulnerability automatically. No patching or updates to the NVD Last Modified:
Cato platform is required. View Analysis Description 12/30/2021
= We recommend that you follow continued vendor advisories to also S(;url;e'
mitigate the problem at the source. H VS: UKREN  CVSS Version 2.0 ¥
Seve"ty Apache Software Foundation
CVSS 3.x Severity and Metrics:

Where can | find more information?

« More information regarding this exploit and Cato Networks' response can
‘ A I O be found in this Knowledge Base article
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o Calgary, Canada Toronto, Canada
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Detroit, MI Q.
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Cato SSE 360: fefitimiE ARV E L EHE
Beyond user-to-application access @ : @ m

All Traffic, Same Security I

e Converged
one architecture for all edges

e Simple ALL

one policy engine and rule base

V=

. i 1 {J L) [ L]
HOI'St'c_ . Traffic Optimizations
all traffic, all edges, all directions
Ports, Protocols, IPs, Global routing,
° Optimized sources, destinations Protocol acceleration
w/ global private backbone
Applications Security Directions
Private, FWaas, IPS, NGAM, WAN, Internet,
Public Cloud, Web SWG, ZTNA, CASB, DLP Cloud

I
600600060600

CATO Users, loT, Apps, Devices N R
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The average company has

975 un known cloud services?

%

97% of cloud apps

™ |
% / used in the enterprise are shadow IT*
w
/////////// Shadow IT is

50% or more

of IT spending at large enterprises®

-
g,
(%)

o)
80% of workers 67.%’ of teams |
have introduced their own collaboration

A |
Rl
=

40% of organizations

o
¥
O

3

o‘:‘\\
=

have experienced a cloud-based data breach in
the past 12 months®
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Predefined Data Sets for Profiling of Sensitive Data

| wxxx 5328 |
]92_***_*1:*
| <path d=" | /\\d
M10.4

350 8 Compliance 30
Data Types Categories Countries

* Social security numbers * Pl e Germany

[USA] . PCIDSS . ltaly
* Credit cards [Global] . HIPAA . UK
* Bank account details «  Financial Data . US

[Germany]

e . * Japan

* National identification
numbers [Japan]

A profile consists of a combination of data types
For example, the profile “PCl Germany” consists of:

* International Bank Account Numbers [Germany]

* Bank account details [Germany]

CATO * Credit card numbers [Universal]

N ET W O0ORK S

i

40
File types

Java

PDF

Excel
Executable

Microsoft Word



DLP Dashboard

DLP Dashboard \( £ LostMonth |5 |
Top Violating Rules Events Violations Over Time
Policy Name # Events | Al Rules v | | AlApps M

08 Jun 10 Jun 12 Jun 14 Jun 16 Jun 18 Jun 20 Jun 22 Jun 24 Jun 26 Jun 28 Jun 30 Jun 02 Jul 04 Jul 06 Jul

Events by Actions Events by Severity Events Violations by Sites

Country/Region # Events

. . : Israel 168

Singapore 27.5M
. | China 16.7M
Australia 432K

@ Allow (50%) @ Block (50%) © Medium (50%) @ High (49%) @ Low (1%)
Top Hosts Top Violation by Data Profile Top Violation by File Properties
Credit Cards

886 M
458M

[ i) 253M [ 582M il 223M

- .- Profiles php

o 4OM 6K 132K

CATO
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Network Optimization
Optimized WAN and Cloud Connectivity

Last-mile optimization
Multiple transports
Active / Active
QoS
Identity-Aware Routing
Packet Loss Mitigation

A

Cloud Data Center (laaS)

RingCentral

box sand

[ Office 365

Cloud optimization
Optimal egress
Shared network / datacenter
footprint

f \

Cloud Applications (SaaS)

Branch
=0, &)
Sales Marketing R&D

2 "\ 1 '\
(U ) ()
\&/ N
Middle-mile optimization
Global private backbone (o)

Optimal routing on multiple carriers

*  Throughput maximization (TCP Proxy)

Multi-Segment optimization

CATO

N ET W O0ORK S
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Datacenter
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Taoyuan_Longtan | Network Analytics w ‘ £ Last 2 Days

Status: Connected HA Status: N/A Socket: Socket X1500 PoP: Taipei Distance: 2 ms #Hosts: 6

Overview I S Pﬁ E& Hk Bucket Granularity: 12 minutes X
II_'\

Monitoring  Network  Access  Security ~ Assets  Administration Old Interface Q @ A AMbBW W 4MbBW  Asia Pacific Telecom Co. Ltd. Taiwan (Province of China) More
® WAN D1
A 444 kbps Throughput & 0% Lost A (0%Discarded A Jitter
Accounts / Topology W 183 bps Throughput ¥ 1.7%Lost ¥ 0% Discarded ¥ Jitter
& 3 A 25MbBW ¥ 25MbBW  Chunghwa Telecom Co. Ltd. Taiwan (Province of China) More [
Topology 3 Ssites 3 Connected 0 Disconnected e 1 Vgr,:‘nle]?:rs 2 Pops Q ® WAN 02

&
Y P ﬁ 42 ==
Throughput - Upstream "‘7 n ! > % Throughput - Downstream

16 kbps

80 bps

)%P/ 12 kbps 64 bps
® 0 | GE—

48 bps

8 kbps

32 bps

4 kbps

16 bps

0 bps
18:00 12 Jan 06:00 12:00 18:00 13 Jan 06:00 12:00 18:00 12 Jan 06:00 12:00 18:00 13 Jan 06:00 12:00

g ® WANO1 @ WAN 02 ® WANO1 @ WAN 02
wE

EEI . S'Z ﬁ a EE 7_R % £ soo,,o% ® F-e::et Loss - Upstream I S P '%7? Eﬁ E-n E Pic(:jl Lose  Dowmetrenm
™ [

PR EARBVASRATRRR

0 bps

5% 5%

e ne it 4 Ml o s M\MIMMA NW . N A

‘ A I O 18:00 12 Jan 06:00 13 Jan 18:00 12 Jan 06:00 12:00 18:00 13 Jan 06:.00 12:00
@ WAN 01 Provider Loss @ WAN 02 Provider Loss @ WAN 01 Cato Discarded @ WAN 02 Cato Discarded @ WAN 01 Provider Loss @ WAN 02 Provider Loss @ WAN 01 Cato Discarded @ WAN 02 Cato Discarded

N ETWORIKS
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Application Analytics

T®
186 GB
OB
05 Dec
Top Users
1 104
0 1 4
1 105.162
1 1.3
Site
+ Taipei_HQ
+ Taoyuan_Longtan

+ China_Shanghai

+ Remote Users

368 GB

19.7GB

9.1GB

4.39GB

244 GB

% Dec 01 1542-Jan13 1542

Date: Dec 22, 2021 08:00:00 AM ‘
_——————————————————— Custom Recents Longer
@ Upstream: 90.7 GB Last H Last Week
Downstream: 91.3 GB From astrour astiiee
2022/01/12 £5 09:57
Last 2 Hours Last 2 Weeks
To
2022/01/14 4 09:57 Last Day Last Month
12 Dec 19 Dec 26 Dec Last 2 Days
Top Applications Top Sites
@® UuDP 306 GB 75.75% ®
SMBV3 846GB 20.92%
et @® Business apps 7.66GB 1.89%
® Windows Update 3.03GB 0.75%
®  http_server 2.8GB 0.69% @
Country Users Flows Download Upload Usage J
W 54 1.22 M 83 GB 114GB 197 GB
W 33 1.32M 88.5GB 82.1 GB 171 GB
CN 44 1.24 M 41.4GB 1.77 GB 43.2GB
7 450 k 696 MB 141 MB 837 MB
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SoC Him#éHFl-Events Fields

- 20211 2,#’2915:4?:35.035| internalld: c96Goow1AF account id: 4620 srcip: @ 192.168.105.162 destis site or vpn: Site device name: TEST001 pop name: Shanghai_DC3
src country: China event count: 1 ISP name: ChinaMet Shanghai Province Met... time: 19 days ago, 2021/12/29 event sub type: WAMN Firewall

3  Destination IP 4 srocisp ip: 9 222.72.148.230 ip protocol: TCP rule id: 58565 src is site or vpn: Site os type: OS_WINDOWS destip: @ 192.168.0.141

event type: Security configured host name: Shanghai_PoC_PC dest port: 3200 submet name: global_range application: SAP_DIAG action: Monitor

rule name: Deafult Deny rule: Deafult Deny src site: = China_shanghai dest site: = Taipei_HQ

» Category 3

>  Sub-Type 4

» Event Type

» Source Site

» SDP User Email

Available Fields

> Action
Active Directory Name
Application Activity

> Application
Application Class
Application Risk
Authentication Type
BGF Cato ASN
BGF Cato IP
BGP Disconnect Error Code
BGP Peer ASN
BGP Peer Description
BGF Peer IP
BGF Router CIDR
BGP Disconnect Sub-error Code

> Category

internalld co9eGoow1AF

account id 4620

lrc ip @ 192.168.105.162 1E_|'A
dest is site or vpn Site

device name TESTOO1

pop name

Shanghai_DC3

src country

China | 1E_|' i-H_‘!

event count
ISP name
time

event sub type

1
ChinaMet Shanghai Province Metwork
19 days ago , 2021/12/29

WAN Firewall

srcisp ip Q 222.72.148.230

ip protocol TCP

rule id 58565

src is site or vpn Site

os type 0S_WINDOWS

dest ip Q '|92_153.0_14-|| 1EJ!|:7J
avent type Security

configured host name

Shanghai_PoC_PC

dest port

subnet name

application

3200

global_range 1@%

SAP_DIAG

oo

Mo oator




Cloud Apps Security Risk Score- &l & 73
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- o Zoom Zoom is a software company that offers a communications platform that connects people through video, voice, chat, and

200

content sharing.

General

Zoom is a software company that offers a communications platform that connects people through video,
voice, chat, and content sharing. It has an easy, reliable cloud platform for video and audio conferencing,
collaboration, chat, and webinars across mobile devices, desktops, telephones, and room systems. Zoom
unifies cloud video conferencing, simple online meetings, and group messaging into one easy-to-use
platform. The companys mission is to create a people-centric cloud service that transforms the real-time
collaboration experience and improves the quality and effectiveness of communications.Zoom was
founded in 2011 and is headquartered in San Jose, California, United States.

@ San Jose, California, United States
&

http://zoom.us

2 1001-5000

b
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Compliance
(X) ISAE 3402
© PCIDSS

@ 15027001

() sox
@ HIPAA

() soc1
() soc2
() soc3

Internet Conferencing, Voip Video

Security

© MrA

@ Encryption At Rest

@ Audit Trail

® RBAC

@ Remember Passwords

) sso

@ Trusted Certificates
@ HTTP Security Hea

@ TLS Enforcement



Single Pass Cloud Engine (SPACE): Just-in-time Contextual Policy Enforcement
The building block of the Cato SASE backbone architecture

Policy e
* Bandwidth Management
* Quality of Service

* Risk-based Access Control
* Application Acceleration

* Threat Prevention

* Data Protection*

Context

* Account

* Device

* Authentication

* |dentity

| fetwork Access Network Security

* Application

. Data * Zero Trust Network Access * Traffic shaping * Next Generation Firewall
* Single Sign-On * Global Route Optimization * Secure Web Gateway

F | OWS * Multi Factor Authentication * WAN & SaaS Acceleration * Next Generation Anti Malware
* Risk-Based Application Access *  Multi-Cloud Networking * Intrusion Prevention System

* Branches * Cloud Access Security Broker*

* Users * Data Loss Prevention*

* Applications * Remote Browser Isolation*

* Clouds High Performance

* Systems * Up to 2 Gbps from a single edge

ot * W/ Full decryption

CATO * W/ All security engines on

N ETWOREKS



The Problem

Unpredictable Routing and Unreliable Performance

Transit

Core

Aggregation

Access

Tier 3 ISP network

6 ISP

You are here

CATO

N ETWORIKS

Jitter & Packet loss

Transit

Aggregation

Performance

Access

Tier 2 ISP network

Resource is here



The Solution

Private Backbone

e 1
1 1
1 1
| Controlled routing and guaranteed :
1 1
: performance beyond the local ISP :
1 1
1 . 1
i fransit Transit |
1 1
1 1
1 1
1 1
1 1
| |
[ Core Core i
1 1
1 1
1 1
1 1
1 1
' |
i Aggregation Aggregation |
1 1
1 1
1 1
1 1
| |
I Access Access |
....... ; |
ISP network ! : ISP network
1 v
You are here Resource is here

CATO
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Real world example: Public Internet (3x Playback)
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The Woodlands,
Texas



Real world example: Public Internet
Trace Route to 103.44.68.1

\ Private Bacy
6\0‘03 bO’)@

With CATO @

The Woodlands,
Texas

Q

Singapore
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Demo: Global
File Transfer

SMB Transfer: 3.18GB

Primary Transport: CATO () Active TCP
Interfaces: Automatic Acceleration
Secondary .

Automatic
Transport:
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Demo: Global

File Transfer
(90x Playback Speed)

CATO

NE T W OBRK S

A1\ Public
/ Internet

Macintosh HD

evinsafdia

eeeeeee

" Applications
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OneDrive - Cato Net...
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Files
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Company Facts

\g Shlomo Kramer, CEO

-

(Check Point, Imperva)

$532M

$2.5B Valuation

"

1,100+

Customers

17,000+

Branches and clouds

Gur Shatz, President & COO

(Imperva, Incapsula)

&
70+

PoPs

A
L&

300,000+

Remote Users

@ 246% ROI & Payback <6 months according to FORRESTER
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&
150+

Countries

| 31



Selected Customers by

Employees

@) Comdata
50,000

Communications

swissport
45,000

Transportation

nga
43,000

Food & Beverage

NNNNNNNN

Sites

SiXT
1,001

Retail

Qeark
547

Flugger

254

Manufacturing

Countries

¢z soLenis

33

Chemicals

VAN LEEUWEN 7%

28

Manufacturing

komax
23

Manufacturing

Bandwidth

CLUBCORP
THE WORLD LEADER IN PRIVATE CLUBS®*

25 Gbps

Hospitality

RoKuU
20 Gbps

Manufacturing

250N

TOTAL HOME

18 Gbps

Construction

Remote Users

vilesco

TECHNOL OGIE

21,000

Automotive

¢ Halma
5,400

Holding

life.love

LION
5,100

Manufacturing
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E=wd CatoElm

Mobile #&VPN/SDP

VPN/SDP ~ 4 720195 8H30H 817
: E_ﬁ; I]L I%_u Z 72\ S K %Zlgl L
o ocsleration \ g BIE R 2 MR RE R
WANR 1 |
Network & Security SASE-HGartnerf 73 47 E
. / e Neil McDonald FlJoe
e B RS Skorupa FREEZRIFER A
s0-wan MERlEZx | |
._ MPLS
ﬁlesjﬂrsmaﬁs

fE\ ffk E ﬂﬁl SAS E zz % Branch Mobile
Secure Access Service Edge (SASE)
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CATO
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Cato SASE. Ready for Whatever’s Next.

O ©® O


https://www.facebook.com/CatoNetworks/
https://www.linkedin.com/company/cato-networks/
https://twitter.com/CatoNetworks

