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Open source is everywhere



IRIE Tidelift team 1% 2018 FRIAE

open source libraries

703 respondents

92% HEEAREINE S & RREI.
FEL, BR=02Z2_HNXFHERTMFANEARREIN 100% A T RIFEZEI.
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Credit: https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1
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Credit: 5G and Challenges with Software Supply Chain Security (2021-10-11)
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Developer —>—

SOURCE INTEGRITY

BUILD INTEGRITY

A & 4 &4 & 4 A&

Source

—> Build —

A b E R AR

9F5EhR

Package

——>— Consumer

Credit: https://slsa.dev/spec/v0.1/threats

A Submit unauthorized change

B Compromise source repo

Dependencies

C Build from modified source
D Compromise build process

E Use compromised dependency

F Upload modified package
G Compromise package repo

H Use compromised package
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SOURCE INTEGRITY BUILD INTEGRITY

A & 4 &4 & 4 A&

Developer ——— Source —— Build )——>——| Package |—>— Consumer

Dependencies
A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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SOURCE INTEGRITY BUILD INTEGRITY

A & 4 &4 & 4 A&

Developer ——— Source —— Build )——>——| Package |—>— Consumer

2021-06
Google £ OpenSSF &1, IRHEETHHEEEL (Levels for Software Artifacts, SLSA)

HEREEZNE

A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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Each image depends on
multiple app packages
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Each helm chart depends on
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Cloud Infrastructure Provisioning Kubernetes Application Deployment Container Image Instantiation
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Credit: https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/
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The AR Register

{* DEVOPS 7}

Python Package Index nukes 3,653 malicious

highlighted

2021-03-02

Python EZA EEEﬁE’J 7'5 ﬁz‘tFﬁ PyPI ?)S‘ZP% = 5 e

malicious packages uploaded days after a secunty weakness in the use of
private and public registries was highlighted.

Python developers use PyPI to add software libraries written by other
developers in their own projects. Other programming languages implement
similar package management systems, all of which demand some level of
trust. Developers are often advised to review any code they import from an
external library though that advice isn't always followed.

Credit: https://www.theregister.com/2021/03/02/python_pypi_purges/

libraries uploaded soon after security shortcoming
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TheA Register

{* DEVOPS 7}

Python Package Index nukes 3,653 malicious

libraries uploaded soon after security shortcoming
highlighted

Unauthorized versions of CuPy and other projects flood PyPI
Thomas Claburn Tue 2 Mar 2021 // 20:09 UTC

102 The Python Package Index, also known as PyPI, has removed 3,653
malicious packages uploaded days after a security weakness in the use of
private and public registries was highlighted.

Python developers use PyPI to add software libraries written by other
developers in their own projects. Other programming languages implement
similar package management systems, all of which demand some level of
trust. Developers are often advised to review any code they import from an
external library though that advice isn't always followed.
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Credit: https://www.theregister.com/2021/03/02/python_pypi_purges/
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C p < r > PUBLICATIONS TOOLS ABOUT US CONTACT US SUBSCRIBE UNDER ATTACK?

CHECK POINT RESEARCH

CloudGuard Spectral detects several malicious packages on PyPI -
the official software repository for Python developers

August 8, 2022

Highlights:

2022-08-08 ( A{EA%E )

BLR/NFE CheckPoint 7£ PyPI 218 /D 10 AR EiENE

4. CPR urges users to be alerted and aware of these packages

Background
PyPlis the leading Python repository, the most commonly in use by Python users. Every python developer is familiar with the

‘pip install’ daily routine to bring the Python software they need.

Pypi helps developers find and install software developed and shared by other developers of this community. The platform and
its use is currently free and developers use the repository daily. According to their own website, Pypi has over 612,240 active

users, working on 391,325 projects, with 3,664,724 releases.

Credit: https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/
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C p < r > PUBLICATIONS TOOLS ABOUT US CONTACT US SUBSCRIBE UNDER ATTACK?

CHECK POINT RESEARCH

CloudGuard Spectral detects several malicious packages on PyPI -
the official software repository for Python developers

August 8, 2022

Highlights:
1. CloudGuard Spectral detects 10 malicious packages on PyPlI, the leading Python package index used by developers for the Python
programming language
2. Malicious packages install info-stealers that enable attackers to steal developer’s private data and personal credentials
3. Once detected, CPR disclosed the information and alerted PyPI on these packages. Later to be removed by PyPI

4. CPR urges users to be alerted and aware of these packages

Background

PyPlis the leading Python repository, the most commonly in use by Python users. Every python developer is familiar with the

‘pip install’ daily routine to bring the Python software they need.

Pypi helps developers find and install software developed and shared by other developers of this community. The platform and
its use is currently free and developers use the repository daily. According to their own website, Pypi has over 612,240 active

users, working on 391,325 projects, with 3,664,724 releases.

Credit: https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/
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tomorrow
belongs to those who embrace it
today

Home / Innovation s Security

Hundreds more packages found in
malicious npm ‘factory’

/ innovation

2022-03-28
JFrog EZMR A E18E Node Package Manager (npm) /i 600 AEERER

on March 28, 2022

Researchers continue to investigate a wave of malicious npm packages, with

the published tally now reaching over 700.

Last week, JFrog researchers disclosed the scheme in which an unknown

threat actor had published at least 200 malicious Node Package Manager
(npm) packages. The team said that the repositories were first detected on
March 21 and grew rapidly, with each npm package deliberately named to
mimic legitimate software.

41/115

Credit: https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/



https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/

tomorrow
belongs to those who embrace it
today

/ innovation

Home / Innovation s Security

Hundreds more packages found in
malicious npm ‘factory’

Over 600 malicious packages were published in only five
days.

" Written by Charlie Osborne, Contributing Writer
on March 28, 2022

Researchers continue to investigate a wave of malicious npm packages, with

the published tally now reaching over 700.

Last week, JFrog researchers disclosed the scheme in which an unknown

threat actor had published at least 200 malicious Node Package Manager
(npm) packages. The team said that the repositories were first detected on
March 21 and grew rapidly, with each npm package deliberately named to
mimic legitimate software.

Credit: https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/
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Ant Yi-Feng Tzeng e
8H3Q-Q

KIREEENWEIETE #GitHub £t » TF2ET Stephen Lacy IR E /1 35,000 BXEZE
&, Ei[Ea4$E Crypto, Go, Python, JavaScript, Docker 2 °
EE1TARINN Dockerfile, npm postinstall B 2252 F 0 -

» hitps:/ftwitter.com/stephenlacy/status/1554697077430505473

FISNE@mFER » package.json BY postinstall B A EBIHNSMEEZEIEE# -
ForEEERNEHEBENUERAZEZENTFE > BFEFIA postinstall » BHFITIIEHETE gist
J: o

» hitps:/fgithub.com/....../ste....../blob/master/package.json

35,613 code results

2022-08-03

"e452d6ab", "1"
owzl. j19544519. prd6m. vps.myjino. ru

cpdclient”, “app ation/json

@ Emest Deng-Wei Chiang ~ HFAFEFE i 291 A 28|BE 138 NDE

Credit: https://www.facebook.com/yftzeng.tw/posts/pfbid02q9PDSV13PPrudDiIWUKVHakPpDfghjwBaJnodjazFgx9xMUEx2mKAqk3LCftbdvFDI

= 4
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ZEEITATNN Dockerfile, npm postinstall Bz L2832 -
» hitps:/ftwitter.com/stephenlacy/status/1554697077430505473
FISNE@mTERT » package.json B postinstall B IS BIFN SRR EZEFRIET# -

F—TEHEENREELBERAEEEMNTE > [T A postinstall » B#HITHRBERETE gist
t o

» hitps:/fgithub.com/....../ste....../blob/master/package.json

35,613 code results

2d6ab", "1")
//owzl. j19544519. prd46m. vps.myji
=dhcpdclient®

@ Emest Deng-Wei Chiang ~ HFAFEFE i 291 A 28|EE 138 D E
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Log4Shell: RCE 0-day exploit
found in log4j, a popular Java
logging package

December 9, 2021 - 11 min read
. Free Wortley Chris Thompson
CEO at LunaSec Developer at LunaSec
“a . Forrest Allison
.# Developer at LunaSec

2021-12-09

MATHY log4dj IR AR 0-day RCE jEA A

Originally Posted @ December 9th & Last Updated @ August 1st, 3:30pm PDT
45/115

Credit: https://www.lunasec.io/docs/blog/log4j-zero-day/
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SolarWinds #tEE KN ESHHEIEEAE - SEZREREESHEMNE (CK) HH—ERESHRAREREERE -
EAXHSBHRAEER !

2020 £ 12 H9H | FireEye £ BxiBIEE T ELIMAR

202012 H 13 H | CISA ## SolarwWinds Orion &% Z215< - FireEye 18838 Sunburst E2E
2020 £12 A 13-14 H | BEH BEEREH RN E=E M B m a0 EH EEm e

2020 f£12 H 15-18 H | # =2 E# =\ Supernova tKi55E

2020 F 12 H 17 H | 8K - FireEye ¥ GoDaddy K F ] &2 B9 R

2020 12 H17H |HMRBEEEREE

iwin= - — WiTaTa

SolarWinds EEKEEM, FEEMEBERBNERIEZREBT

20211813 H | CISA e B R in RIS S E R BB E RS

2021 1H19H | FireEye Bt #1 ¥ Microsoft 365 #f g

2021 1H19H | Malwarebytes RREC T EE

20211 822H | MBS E B EESE SRR ENAY I BB 1T &)

2021 ¥ 2H 18 H | MR A B R E R EENIEE

2021 £3 H4H | FireEye ~ MEAIEEMFIRAEE RS Sunshuttle &F5

e AfZF¥a%I SolarWinds #IEEZ 1 & 3 EAHE

Credit: https://www.ithome.com.tw/news/143240
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THE WHITE HOUSE

BRIEFING ROOM

Executive Order on Improving the
Nation’s Cybersecurity

2021-05-12

FRRERHEEREENRIBERAR, EBEFEEEGREENTT

By the autho Open Source EF£XHIR="X

Constitution and the laws of the United States of America,

it is hereby ordered as follows:

Credit: https://www.ithome.com.tw/news/143240

MENU
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THE WHITE HOUSE

Credit: https://www.ithome.com.tw/news/143240

Executive Order on Improving the
Nation’s Cybersecurity

MAY 12, 2021 - PRESIDENTIAL ACTIONS

By the authority vested in me as President by the
Constitution and the laws of the United States of America,

it is hereby ordered as follows:

MENU
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SOURCE INTEGRITY BUILD INTEGRITY

A & 4 &4 & 4 A&

Developer ——— Source —— Build )——>——| Package |—>— Consumer

2021-06

Google £ OpenSSF &1, IRHEETHHEEEL (Levels for Software Artifacts, SLSA)

Dependencies

A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package

53/115

Credit: https://slsa.dev/spec/v0.1/threats
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SOURCE INTEGRITY BUILD INTEGRITY

A & 4 &4 & 4 A&

Developer ——— Source —— Build )——>——| Package |—>— Consumer

Dependencies
A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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Credit: https://slsa.dev/spec/v0.1/threats



https://slsa.dev/spec/v0.1/threats

Credit: https://slsa.dev/spec/v0.1/threats

Requirement

Source - Version controlled
Source - Verified history

Source - Retained indefinitely
Source - Two-person reviewed
Build - Scripted build

Build - Build service

Build - Build as code

Build - Ephemeral environment
Build - Isolated

Build - Parameterless

Build - Hermetic

Build - Reproducible
Provenance - Available
Provenance - Authenticated
Provenance - Service generated
Provenance - Non-falsifiable
Provenance - Dependencies complete
Common - Security

Common - Access

Common - Superusers

o = required unless there is a justification

SLSA1

SLSA 2

SLSA 3

18 mo.

SLsA 4
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SOURCE INTEGRITY

BUILD INTEGRITY

Developer —>— Source

& &4 &4 & 4

—_— @ —_— Package ——— Consumer

Credit: https://slsa.dev/spec/v0.1/threats

A Submit unauthorized change

B Compromise source repo

. Dependencies | -
C Build from modified source F Upload modified package
D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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SOURCE INTEGRITY BUILD INTEGRITY

4 & & & 4 & A&

Developer —>— Source ——>—( Build ,——>——| Package |—>— Consumer

A +

Dependencies

A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package

Credit: https://slsa.dev/spec/v0.1/threats
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SOURCE INTEGRITY BUILD INTEGRITY

r A

A & & A& &

a a
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Dependencies

Developer ——>— Source

A Submit unauthorized change C Build from modified source F Upload modified packag

B Compromise source repo D Compromise build process G Compromise package re

E Use compromised dependency H Use compromised pack

Credit: https://slsa.dev/spec/v0.1/threats
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

—— Consumer

Linux Foundation’s Security Community

Developer

= ———— -

[ ] Dependencies
\

1. OpenSSF: find, inform, automate, fix, and educate
2. SPDX (ISO 5962): interational standard for Software Bill of Materials

3. CNCF: guide for supporting software supply chain best practices

4. Best Practices badge: Core Infrastructure Initiative (CII) Best Practices badge_signifies code quality and
security

5. SSDF: Secure Software Development Fundamentals set courses

6. Let's Encrypt: the world's largest certficate authority for the hitps:/ protocol

7. CCC: Confidential Computing Consortium protects data in use in memory

8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that
define health and identify risk

9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report
Vulnerabilities in the Core,’ a Preliminary Report and Census Il of Open Source Software

10. in-toto: a framework designed to secure the integrity of software supply chains.

| 2 B

Package

Consumer

1. TUF: The Update Framework maintains the security of software update systems
12. Uptane: protects software updates delivered over-the-air to automobiles.

13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and
container images) backed by tamper-resistant public logs

14. Git: Extending git to enable pluggable support for signatures

15. patatt tool: end-to-end cryptographic attestation to patches sent via email

16. OpenChain (ISO 5230): intemational standard for open source component tracking through supply chain
17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket

18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
within a container image

19. SBOM Generator: automatically generate a SBOM from your CI/CD system

20. CalchiT: CI/CD plugrin identifying confidential or sensitive information in code, and catch security violations

21. osquery: performant endpoint visibility
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ﬂ l Dependencies

\———-——

1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems

2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.

3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and

4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs

security 14. Git: Extending git to enable pluggable support for signatures

5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email

6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket

8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image

9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system

Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility

Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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“1. OpenSSF” %3

1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems
2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.
3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and
4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs
security 14. Git: Extending git to enable pluggable support for signatures
5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email
6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket
8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image
9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system
Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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OpenSSF is commiitted to collaboration and working both upstream and with
existing communities to advance open source security for all.
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Does vulnerability in component affect
software product?
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Al ZeBE v1.1 kR R BRI
Identifying Security Threats v1.1 : Identifying Vulnerabilities on the Attack Surface

It was vulnerable. It wasn't vulnerg (e FR Y B B2 IR SRl B tis vulnerable. It isn't vulnerable.

Good investment! Wasted time/money. Uh oh. Lucky! Upgrade Wasted time/money.
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1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems
2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.
3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and
4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs
security 14. Git: Extending git to enable pluggable support for signatures
5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email
6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket
8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image
9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system
Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Co in-toto

Credit: https://in-toto.io/
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A framework to secure the integrity of software supply chains
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A framework to secure the integrity of software supply chains

78/115



https://in-toto.io/

Co in-toto +

Attestation
A
r ™\
Statement Envelope
Bundle
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Predicate Predicate
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.
"_ Link Signature T
Storage/Lookup
Example in English:
Subject Predicate Link Signature
A A / A
4 i [ A4 iy

Artifact "sha256:11be5" was built by GitHub Actions from github.com/foo/foo.git@7ffd2. Signed, GitHub.

J

~
Statement

Credit: Project Trebuchet Mitigating SUNBURST-style attacks with open-source tech (2021-10-11)

&
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GitHub App

& Aistarpp

Mext: Confirm your installation location.

Allstar allows you to specify and enforce security policies for your GitHub organization. See the repo Developer
documentation for usage. J. ossf

[4 Website

Instance of Allstar run by OpenSSF

Allstar App is provided by a third-party and is

governed by separate terms of service, privacy policy,

Allstar : GitHub App

O © 2022 GitHub, Inc. Terms Privacy Security Status Docs Contact GitHub Pricing API Training Blog About
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GitHub App

ﬁ Allstar App

Allstar allows you to specify and enforce security policies for your GitHub organization. See the repo
documentation for usage.

Instance of Allstar run by OpenSSF
O © 2022 GitHub, Inc. Terms Privacy

Security Status Docs

Credit: https://github.com/apps/allstar-app

Contact GitHub Pricing

Install

Mext: Confirm your installation location.

Developer

& ossf

[4 Website

Allstar App is provided by a third-party and is
governed by separate terms of service, privacy policy,
and support documentation.

[ Report abuse

API Training Blog About
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Software Bill of Materials = SBOM

1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems
2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.
3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and
4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs
security 14. Git: Extending git to enable pluggable support for signatures
5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email
6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket
8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image
9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system
Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)
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SBOM Document

¢ Software Manifest

o App itself

o App, OS, Deps.
e Checksums/hashes

o Executables

o Configuration

SBOM Document

e Software Manifest

o App itself

o App, OS, Deps.
e Checksums/hashes

o Executables

o Configuration

Source Code Application Builds

Container Images

Running
Containers

Types of artifacts from which SBOMs can be generated

Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)
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THE WHITE HOUSE

MENU

BRIEFING ROOM

Executive Order on Improving the
Nation’s Cybersecurity

2021-05-12
7. EREFEERAEZENITHSGS EO 14028

By the autho SBOM T2 X HH 11 /]

Constitution and the laws of the United States of America,
it is hereby ordered as follows:
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Development Test / 0A Staging i Production

PLAN & DEVELOP TEST BUILD ARTIFACT SCAN ARTIFACT PUBLISH ARTIFACT DEPLOY TO TEST SYSTEM TESTING DEPLOY TO STAGING SYSTEM TESTING DEPLOYTOFRODLETION MONITOR

e e 8 8 9858 €

Select Story for | nit Test || Download Build Scan Image@ Tag Image Validate Image | | Functional Validate Image | Load Validate Image | EIUII:II;:;IiIrJrT:S
Development Dependencies with Git SHA Signature Testing Signature Testing Signature ;
CVEs Security -
®
Pull source code | | | Scan Build Security Profile : Validate | | Regression Validate || Soak Validate || -
from SCM repo Code Coverage Dependencies Compliance Publish Image Runtime Configs Testing Runtime Configs Testing Runtime Configs Log Aggregation
®
| Static Code || L Sign | | Integration || o | | Resource
Analysis Generate BOM Image Testing Fuzzing Utilization
® —®
|| Build Container L] A;:nﬁ:::ét: | | Penetration | | ACAS & HBSS
Image Szan Testing Scan
G —® —®
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Development Test / 0A Staging i Production

PLAN & DEVELOP TEST BUILD ARTIFACT SCAN ARTIFACT PUBLISH ARTIFACT DEPLOY TO TEST SYSTEM TESTING DEPLOY TO STAGING SYSTEM TESTING DEPLOYTOFRODLETION MONITOR
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| Pull source code Scan Build Security Profile | | | ) | | Validate | | Regression | Validate | | | | Validate ] .

from SCM repo Code Coverage Dependencies Compliance Publish Image Runtime Configs Testing Runtime Configs Testing Runtime Configs Log Aggregation
®
Static Code || Sign | | Integration || o | | Resource
Analysis Generate BOM Image Testing Fuzzing Utilization
® —®
|| Build Container L] A;:nﬁ:::ét: | | Penetration | | ACAS & HBSS
Image Szan Testing Scan
=@ —® —®
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Credit: A DevOps State of Mind Continuous Security for Containers with Kubernetes - Chris van Tuin (2017-06-20)
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GitHub Moves to Guard Open Source Against Supply Chain Attacks

The popular Microsoft-owned code repository plans to roll out code signing, which will help beef up the security of open source projects.

2022-08-08

GitHub BV TENRER R R T HEERE, 15 Sigstore 2 npm Bz 8% 7
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GitHub Moves to Guard Open Source Against Supply Chain Attacks

The popular Microsoft-owned code repository plans to roll out code signing, which will help beef up the security of open source projects.
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Linux Foundation’s Security Community

Developer Consumer

Package

O ——

“13. sigstore”

1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems
2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.
3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and
4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs
security 14. Git: Extending git to enable pluggable support for signatures
5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email
6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket
8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image
9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system
Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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osvVv Vulnerability Database About

A distributed vulnerability
database for Open Source

An open, precise, and distributed approach to producing and consuming vulnerability information for open
source.

Search Vulnerability Database Use the API

2021-02-05

Google BERARRERAERE

o @ e 2406 1011

Android crates.io Debian Go GSD Linux Maven npm NuGet 055-Fuzz Packagist PyPI RubyGems
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Vulnerability Database About

Ecosystems

A distributed vulnerability
database for Open Source

An open, precise, and distributed approach to producing and consuming vulnerability information for open
source.

Search Vulnerability Database Use the API

e 2406 1011

Android crates.io

Credit: https://osv.dev/

Debian 055-Fuzz Packagist

RubyGems
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https://osv.dev/

pip-audit 2.4.4 v | Latestversion

pip install pip-audit IK Released: Sep 1, 2022

pip-audit : ¥ Python IBIEFERREAN IR

Project description

pip-audit

"D Release history

Cl |passing | pypi package ' 2.4.4

pip-audit is atool for scanning Python environments for packages with known vulnerabilities. It uses the Python
Packaging Advisory Database (https://github.com/pypa/advisory-database) via the PyPI JSON API as a source of

X Download files

vulnerability reports.

Project links
This project is maintained in part by Trail of Bits with support from Google. This is not an official Google or Trail of Bits

A Homepage product.

102/115

Credit: https://pypi.org/project/pip-audit/
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pip-audit 2.4.4 v | Latestversion

pip install pip-audit IK Released: Sep 1, 2022

A tool for scanning Python environments for known vulnerabilities

Navigation Project description

= Project description i .
_ pip-audit

"D Release history

Cl |passing | pypi package ' 2.4.4

3 :
Sk Downlcadfies pip-audit is atool for scanning Python environments for packages with known vulnerabilities. It uses the Python

Packaging Advisory Database (https://github.com/pypa/advisory-database) via the PyPI JSON API as a source of

vulnerability reports.

Project links
This project is maintained in part by Trail of Bits with support from Google. This is not an official Google or Trail of Bits

A Homepage product.
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$ pip-audit

Found
Name

Flask
Flask

known vulnerabilities 1in
Version ID

PYSEC-
PYSEC-

package
Fix Versions Description

The Pallets Project Flask before is affected by:
The Pallets Project flask version Before contains ..
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npm-audit

Run a security audit

Version 8.x (Current release)

Synopsis

npm-audit : ### Node IREBFEARENIA

The audit command submits a description of the dependencies configured in your
project to your default registry and asks for a report of known vulnerabilities. If
any vulnerabilities are found, then the impact and appropriate remediation will be
calculated. If the fix argument is provided, then remediations will be applied to
the package tree.

The command will exit with a 0 exit code if no vulnerabilities were found.
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Credit: https://docs.npmjs.com/cli/v8/commands/npm-audit
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Credit: https://docs.npmjs.com/cli/'v8/commands/npm-audit

npm-audit

Run a security audit

Version 8.x (Current release)

Synopsis

(o

npm audit [fix|signatures]

Description

The audit command submits a description of the dependencies configured in your
project to your default registry and asks for a report of known vulnerabilities. If
any vulnerabilities are found, then the impact and appropriate remediation will be
calculated. If the fix argument is provided, then remediations will be applied to
the package tree.

The command will exit with a 0 exit code if no vulnerabilities were found.

106/115



https://docs.npmjs.com/cli/v8/commands/npm-audit

$ npm audit report

minimist =
Depends on vulnerable versions of minimist
node_modules/optimist

vulnerabilities (1 moderate, high)

To address all issues (including breaking changes), run:
npm audit fix
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—Tm Search packages or symbols Q Why Go Get Started Docs Packages Play Blog

Discover Packages > golang.org/xivuln > cmd > govulncheck 1O

govulncheck = command

Version: v0.0.0-..-5537ad2 | Published: Sep 8,2022 | License: BSD-3-Clause | Imports:19 | Imported by: 0
Details @ Valid go.mod file @ @ Redistributable license @ ® Tagged version @ ® Stable version @ Learn more

Repository github.com/golang/vuln

Links @ Report a Vulnerability

govulncheck : ### Go IRIEFEXRAMN TR

Documentation

Overview
Overview Usage
Flags
Source Files Limitations
. _ Feedback
Directories

Govulncheck reports known vulnerabilities that affect Go code. It uses static analysis of source code or a binary's symbol table to narrow down reports to only
those that could affect the application.
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Credit: https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
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—Tm Search packages or symbols Q Why Go Get Started Docs Packages Play Blog

Discover Packages > golang.org/xivuln > cmd > govulncheck 1O

govulncheck = command

Version: v0.0.0-..-5537ad2 | Published: Sep 8,2022 | License: BSD-3-Clause | Imports:19 | Imported by: 0
Details @ Valid go.mod file @ @ Redistributable license @ ® Tagged version @ ® Stable version @ Learn more

Repository github.com/golang/vuln

Links @ Report a Vulnerability

Jumpto ...

Documentation
Overview

Source Files

Directories

Credit: https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck

<> Documentation

Overview

Usage
Flags
Limitations
Feedback

Govulncheck reports known vulnerabilities that affect Go code. It uses static analysis of source code or a binary's symbol table to narrow down reports to only
those that could affect the application.

109/115



https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck

govulncheck Z21&

Go Vulnerability
Database

Data Sources
( Existing data )
sources
\_ (NVD, GHSA) )
s N
Go package
maintainers
N J
\
Security fixes for
the Go project
(once public) )

vuin.go.dev

Reviewed and curated by the

Go Security Team

Tools & Integrations

Credit: https://go.dev/security/vuln/

vulncheck II |

e ™
pkg.go.dev

\ J

s N\
VS Code Go
extension

- J

e N
govulncheck

- _J
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https://go.dev/security/vuln/

$govulncheck ./...
govulncheck is an experimental tool. Share feedback at https://go.dev/s/govulncheck-feedback.

Scanning for dependencies with known vulnerabilities...
Found 9 known vulnerabilities.

Vulnerability

Calling Reader.Read on an archive containing a large number of
concatenated 0-length compressed files can cause a panic due to
stack exhaustion.

Call stacks in your code:

raft/fsm.go:193:29: example.com/go/mynamespace/demol/raft.updOnlyLinearizableSM.RecoverFromSnapshot calls
io/iloutil.ReadAll, which eventually calls compress/gzip.Reader.Read

Found in: compress/gzip@gol.18
Fixed in: compress/gzip@gol.18.4
More info: https://pkg.go.dev/vuln/G0-2022-0524

Vulnerability
An attacker can correlate a resumed TLS session with a previous
connection. Session tickets generated by crypto/tls do not
contain a randomly generated ticket_age_add, which allows an
attacker that can observe TLS handshakes to correlate successive
connections by comparing ticket ages during session resumption.

Call stacks in your code:

raft/raft.go:68:35: example.com/go/mynamespace/demol/raft.NewRaftNode calls
github.com/lni/dragonboat/v3.NewNodeHost, which eventually calls crypto/tls.Conn.Handshake

Found in: crypto/tls@gol.1l
Fixed in: crypto/tls@gol.18.3
More info: https://pkg.go.dev/vuln/G0-2022-0531
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Linux Foundation’s Security Community
oo

0 10 1 14 2 3|
Build Package
o o ] B 2l ool sl 2]

Developer Consumer
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ﬂ l Dependencies

\———-——

1. OpenSSF: find, inform, automate, fix, and educate 11. TUF: The Update Framework maintains the security of software update systems

2. SPDX (SO 5962): international standard for Software Bill of Materials 12. Uptane: protects software updates delivered over-the-air to automobiles.

3. CNCF: guide for supporting software supply chain best practices 13. sigstore: eases the adoption of cryptographic software signing (of artifacts such as release files and

4. Best Practices badge: Core Infrastructure Initiative (Cll) Best Practices badge signifies code quality and container images) backed by tamper-resistant public logs

security 14. Git: Extending git to enable pluggable support for signatures

5. SSDF: Secure Software Development Fundamentals set courses 15. patatt tool: end-to-end cryptographic attestation to patches sent via email

6. Let’s Encrypt: the world's largest certificate authority for the https:// protocol 16. OpenChain (ISO 5230): international standard for open source component tracking through supply chain
7. CCC: Confidential Computing Consortium protects data in use in memory 17. LFX: identify OSS vulnerabilities and code secrets, powered by Snyk and BluBracket

8. CHAOSS: Community Health Analytics Open Source Software creates analytics and metrics for OSS that 18. Tern: software composition analysis tool and library to generates a layer-by-layer view of what's included
define health and identify risk within a container image

9. Harvard Research Partnership: Laboratory for Innovation Science at Harvard co-developed the report 19. SBOM Generator: automatically generate a SBOM from your CI/CD system

Vulnerabilities in the Core,” a Preliminary Report and Census Il of Open Source Software 20. CatchlT: CI/CD plug-in identifying confidential or sensitive information in code, and catch security violations
10. in-toto: a framework designed to secure the integrity of software supply chains. 21. osquery: performant endpoint visibility

Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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