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曾義峰 (aka Ant)
➔ 臺灣資安社群 CHROOT 成員

➔ TGO (Top Geeks' Organization) Networks

創始委員及現任學習委員

➔ 曾任資安顧問及電子票證公司顧問

➔ 開源人年會 (COSCUP) 2009 / 2012 / 2020 講師

➔ 台灣資安大會 2018 講師

➔ 臺灣駭客年會 (HITCON) 2008 及 2009 講師

➔ 臺灣 Modern Web 2015 ~ 2020 講師



為什麼
軟體供應鏈安全
要談開源軟體？



Open source is everywhere



5/115
Credit: https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1

92% 的應用程式都包含開源程式。
事實上，超過三分之二的受訪者表示他們的應用程式 100% 使用了開源程式。

根據 Tidelift team 於 2018 年的調查

https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1
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Credit: https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1

92% 的應用程式都包含開源程式。
事實上，超過三分之二的受訪者表示他們的應用程式 100% 使用了開源程式。

https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1
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Credit: https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1

這種對開源的依賴並不限特定區域的開發者，而是在全球範圍。

https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1
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Credit: https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1

開源也成功進入到了各種規模的公司，從小型開發團隊到大型公司。

https://blog.tidelift.com/open-source-is-everywhere-survey-results-part-1
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Credit: https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/

97% 的應用程式都包含開源程式。

根據 Open Source Security and Risk (OSSRA) 於 2022 年的調查

https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/
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Credit: https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/

97% 的應用程式都包含開源程式。

https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/
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Credit: https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/

其中 81% 包含至少一個漏洞。

https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report/


成千上萬的開源軟體遍地開花



開源軟體
安全嗎？



你可能從新聞或傳聞中聽過開源軟體的資安事件。
因而對使用開源軟體存疑。

現實情況是，目前有各式各樣的開源軟體被應用，
而且能夠正常良好的運作，已證明是足夠安全的。



沒有軟體是 100% 安全的。



沒有軟體是 100% 安全的。
商業軟體也是一樣。



軟體安全，取決於我們如何使用，
以及應對的威脅模型是什麼。



開源軟體
安全嗎？



開源軟體
安全嗎？更好的說法



開源軟體
如何更安全
地使用？



開源軟體
如何更安全
地使用？

更對的說法



( 開源 ) 軟體
如何更安全
地使用？



軟體
供應鏈
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Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)
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Credit: 5G and Challenges with Software Supply Chain Security (2021-10-11)

另個視角



26/115
Credit: 5G and Challenges with Software Supply Chain Security (2021-10-11)



27/115
Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)

未經批准的來源 內部攻擊者 搶註 已知嚴重漏洞 惡意程式注入

依賴劫持 依賴注入 機敏資料外洩 軟體工具攻擊 有問題的交付

工作流程視角
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Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)

未經批准的來源 內部攻擊者 搶註 已知嚴重漏洞 惡意程式注入

依賴劫持 依賴注入 機敏資料外洩 軟體工具攻擊 有問題的交付
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Credit: https://slsa.dev/spec/v0.1/threats

流程階段拆解
好讀版

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

2021-06
Google 與 OpenSSF 合作，提出軟體工件供應鏈層級 (Levels for Software Artifacts, SLSA)

稍後有更多介紹

https://slsa.dev/spec/v0.1/threats
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Credit: https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/

( 雲 ) 架構層

實例層

容器層

雲端視角 / 雲原生視角

https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/
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Credit: https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/

( 雲 ) 架構層

實例層

容器層

https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/
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Credit: https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/

( 雲 ) 架構層

實例層

容器層

9 項錯誤配置

5 項錯誤配置
+

(9 項錯誤配置 )

40 個程式弱點
+

(5 項錯誤配置 )
+

(9 項錯誤配置 )

https://thenewstack.io/the-challenges-of-securing-the-open-source-supply-chain/


安全
就像洋蔥
一片一片剝開
總有一片讓人流淚



為何近年軟體供應鏈安全如此受到重視？
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Credit: https://www.theregister.com/2021/03/02/python_pypi_purges/

2021-03-02
Python 官方認證的第三方程式庫 PyPI 被揭露有問題後，被上傳了三千多個惡意程式庫

https://www.theregister.com/2021/03/02/python_pypi_purges/
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Credit: https://www.theregister.com/2021/03/02/python_pypi_purges/

https://www.theregister.com/2021/03/02/python_pypi_purges/
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Credit: https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/

2022-08-08 ( 五個月後 )資安公司 CheckPoint 在 PyPI 中發現至少 10 個惡意程式庫

https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/
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Credit: https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/

https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-pypi-the-official-software-repository-for-python-developers/
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Credit: https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/

2022-03-28
JFrog 資安研究人員揭露 Node Package Manager (npm) 至少超過 600 個惡意程式

https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/
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Credit: https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/

https://www.zdnet.com/article/hundreds-more-malicious-packages-found-in-npm-factory/
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Credit: https://www.facebook.com/yftzeng.tw/posts/pfbid02q9PDSV13PPrudDiWUKVHakPpDfghjWBaJnodjazFgx9xMUEx2mKAqk3LCftbdvFDl

2022-08-03大規模惡意攻擊正在 GitHub 出現， Stephen Lacy 發現至少有 35,000 程式庫受影響

https://www.facebook.com/yftzeng.tw/posts/pfbid02q9PDSV13PPrudDiWUKVHakPpDfghjWBaJnodjazFgx9xMUEx2mKAqk3LCftbdvFDl
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Credit: https://www.facebook.com/yftzeng.tw/posts/pfbid02q9PDSV13PPrudDiWUKVHakPpDfghjWBaJnodjazFgx9xMUEx2mKAqk3LCftbdvFDl

https://www.facebook.com/yftzeng.tw/posts/pfbid02q9PDSV13PPrudDiWUKVHakPpDfghjWBaJnodjazFgx9xMUEx2mKAqk3LCftbdvFDl
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Credit: https://www.lunasec.io/docs/blog/log4j-zero-day/

2021-12-09流行的 log4j 出現大規模 0-day RCE 漏洞利用

https://www.lunasec.io/docs/blog/log4j-zero-day/
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Credit: https://www.lunasec.io/docs/blog/log4j-zero-day/

https://www.lunasec.io/docs/blog/log4j-zero-day/
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Credit: https://www.ithome.com.tw/news/143240

2021-03-16
SolarWinds 供應鏈攻擊事件，非常複雜且直接攻擊到美國政府

https://www.ithome.com.tw/news/143240
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Credit: https://www.ithome.com.tw/news/143240

https://www.ithome.com.tw/news/143240


這些是
開源軟體供應鏈
開始受重視的主因？
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Credit: https://www.ithome.com.tw/news/143240

2021-05-12開源軟體供應鏈被重要的最主要原因是，美國拜登總統簽署的行政命令 EO 14028
Open Source 在全文出現三次

https://www.ithome.com.tw/news/143240
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Credit: https://www.ithome.com.tw/news/143240

https://www.ithome.com.tw/news/143240


我們可以
做什麼？
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Credit: https://slsa.dev/spec/v0.1/threats

2021-06
Google 與 OpenSSF 合作，提出軟體工件供應鏈層級 (Levels for Software Artifacts, SLSA)

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

好讀版 → 實用版 (?)

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats

https://slsa.dev/spec/v0.1/threats
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Credit: https://slsa.dev/spec/v0.1/threats
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

https://slsa.dev/spec/v0.1/threats
https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/


60/115
Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

以 “ 1. OpenSSF” 為例

https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Credit: https://openssf.org/

2020-08
Linux 基金會成立 OpenSSF(Open Software Security Foundation ，開源軟體安全基金會 )

宗旨： Securing the open source ecosystem

https://openssf.org/
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Credit: https://openssf.org/

https://openssf.org/
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Credit: https://openssf.org/about/members/

宗旨： Securing the open source ecosystem

OpenSSF 的成員們

https://openssf.org/about/members/
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Credit: https://openssf.org/about/members/

宗旨： Securing the open source ecosystem

https://openssf.org/about/members/
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Credit: https://openssf.org/about/members/

宗旨： Securing the open source ecosystem

當然還有很多未列出

https://openssf.org/about/members/
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

宗旨： Securing the open source ecosystem

識別安全威脅 v1.1 版：威脅與風險
Identifying Security Threats v1.1 : Threats & Risks

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

宗旨： Securing the open source ecosystem

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md


軟體安全，取決於我們如何使用，
以及應對的威脅模型是什麼。

Recap回顧



軟體安全，取決於我們如何使用，
以及應對的威脅模型是什麼。
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

宗旨： Securing the open source ecosystem

識別安全威脅 v1.1 版：識別攻擊面漏洞
Identifying Security Threats v1.1 : Identifying Vulnerabilities on the Attack Surface

當使用的軟體出現漏洞時

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

宗旨： Securing the open source ecosystem

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

使用了有漏洞的軟體≠使用了有漏洞的功能
致使修補策略有了幾個情形

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

假設使用了有漏洞的功能並升級

使用了有漏洞的軟體≠使用了有漏洞的功能
致使修補策略有了幾個情形

假設未使用有漏洞的功能並不升級 先確認是否使用漏洞功能，再決定升級

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

宗旨： Securing the open source ecosystem

假設使用了有漏洞的功能並升級

使用了有漏洞的軟體≠使用了有漏洞的功能
致使修補策略有了幾個情形

假設未使用有漏洞的功能並不升級 先確認是否使用漏洞功能，再決定升級

真的使用漏洞功能
↓做對了！

並未使用漏洞功能
↓浪費了！

並未使用漏洞功能
↓真幸運！

真的使用漏洞功能
↓來升級！

並未使用漏洞功能
↓浪費了！

真的使用漏洞功能
↓我慘了！

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md

例如：當 zlib 出 CVE時，我受影響了嗎？

https://github.com/ossf/wg-identifying-security-threats/blob/main/publications/threats-risks-mitigations/v1.1/Threats%2C%20Risks%2C%20and%20Mitigations%20in%20the%20Open%20Source%20Ecosystem.md
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Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

以 “ 10. in-toto” 為例

https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Credit: https://in-toto.io/

確保軟體供應鏈完整性的框架：讓建構的每個步驟，透明、公開以及可驗證

https://in-toto.io/
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Credit: https://in-toto.io/

https://in-toto.io/
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Credit: Project Trebuchet Mitigating SUNBURST-style attacks with open-source tech (2021-10-11)
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Credit: https://openssf.org/blog/2021/08/11/introducing-the-allstar-github-app/

Allstar :強制全組織套用最佳安全政策

https://openssf.org/blog/2021/08/11/introducing-the-allstar-github-app/
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Credit: https://openssf.org/blog/2021/08/11/introducing-the-allstar-github-app/

https://openssf.org/blog/2021/08/11/introducing-the-allstar-github-app/
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Credit: https://github.com/apps/allstar-app

Allstar : GitHub App

https://github.com/apps/allstar-app
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Credit: https://github.com/apps/allstar-app

https://github.com/apps/allstar-app
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Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

以 “ 19. SBOM Generator” 為例
Software Bill of Materials = SBOM

https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/
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Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)
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Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)



87/115
Credit: Approaching the SBOM Best Practices for Improving Supply Chain Security (2021-10-11)

SBOM 有一些現成工具可使用或參考修改為合適己用，時間有限，另有機會再行分享
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Credit: https://www.ithome.com.tw/news/143240

2021-05-12補充：美國拜登總統簽署的行政命令 EO 14028
SBOM 在全文出現 11 次

https://www.ithome.com.tw/news/143240


借鏡
DevSecOps
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Credit: Building Reusable DevSecOps Pipelines on a Secure Kubernetes Platform (2019-11-19)
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Credit: Building Reusable DevSecOps Pipelines on a Secure Kubernetes Platform (2019-11-19)

DevSecOps 運動推廣多年，至今實際反應不溫不火的原因？



借鏡
Red Hat



93/115
Credit: A DevOps State of Mind Continuous Security for Containers with Kubernetes - Chris van Tuin (2017-06-20)



GitHub
出手



GitHub
出手

為什麼這有意義？
全球最大軟體工程師社交平台
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Credit: https://www.wired.com/story/github-code-signing-sigstore/

2022-08-08
GitHub採取行動保護開源免受供應鏈攻擊，支持 Sigstore 為 npm 軟體包簽名

https://www.wired.com/story/github-code-signing-sigstore/
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Credit: https://www.wired.com/story/github-code-signing-sigstore/

https://www.wired.com/story/github-code-signing-sigstore/
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Credit: https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/

“13. sigstore”

https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/


快速
起手式
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2021-02-05
Google釋出開源軟體漏洞資料庫

https://osv.dev/


101/115
Credit: https://osv.dev/

https://osv.dev/
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pip-audit :掃描 Python環境中已知漏洞的工具

https://pypi.org/project/pip-audit/
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https://pypi.org/project/pip-audit/
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npm-audit :掃描 Node環境中已知漏洞的工具

https://docs.npmjs.com/cli/v8/commands/npm-audit
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govulncheck :掃描 Go環境中已知漏洞的工具

https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
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https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
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govulncheck 架構

https://go.dev/security/vuln/
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開源軟體
近年已為資安投入許多努力。

除提供我們使用時更為安全，
也讓我們得以借鏡規範、框架及工具。
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https://www.linuxfoundation.org/blog/10m-to-improve-the-security-of-software-supply-chains/


Talk inspired by Dustin Ingram

yftzeng@gmail.com

https://www.facebook.com/yftzeng.tw

https://twitter.com/yftzeng

曾義峰 (Ant)




