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In computer security, a side-channel attack is any attack based on
extra information that can be gathered because of the fundamental
way a computer protocol or algorithm is implemented, rather than
flaws in the design of the protocol or algorithm itself. (From Wikipedia)
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M. Tehranipoor and C. Wang (eds.), Introduction to Hardware Security and Trust,
DOI 10.1007/978-1-4419-8080-9 8, © Springer Science+Business Media, LLC 2012
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https://www.setn.com/News.aspx?NewsID=293554
https://www.nassiben.com/lamphone
https://www.netadmin.com.tw/netadmin/zh-tw/technology/1F5C581FAE13437DACFEB430F2CD68F7
https://zh.wikihow.com/%E7%A0%B4%E8%A7%A3%E4%BF%9D%E9%99%A9%E7%AE%B1
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— Advanced Encryption Standard (AES) #EBEINZRIZ £
— Data Encryption Standard (DES) BERHnzEiZ 4
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General

ZE fmSecurity Level L F3l&
7 Level & Emsecurity
level

2  Cryptographic Module Specification — ZiEE4H MRS

3  Cryptographic Module Interfaces BEEEA A

4 Roles, Services, and Authentication  #ERMEE - RiE - G585

5 Software/Firmware Security WERFELE

6 Operational Environment EIFIRIE

7  Physical Security Bfe%T

8 Non-invasive Security FERARZLZE

9  Sensitive Security Parameter PH2YEE
Management

10  Self-Tests B O

11 Life-cycle Assurance S anEHICRE

12  Mitigation of Other Attacks EEM B

CHANGE

Security Level

Leveld
tamper-active and that the contents of the device be able
to be erased’if certain environmental attacks are detected.

Level3
tamper-fesistant devices, a separation of the logical and
physical interfaces that have “critical security parameters”
enter c;"ar leave the system, and identity-based authentication.

Level 2
role-based authenticationand tamper
evident physical devices to be used

Level 1
It requires production-grade equipment, and
atleast one tested encryption algorithm.

ﬁi MEEAENTEEES

INSTITUTE FOR INFORMATION INDUSTRY



CYBERSEC 2022 | 920..-922.. *I‘Is ,ﬂu }% iﬁ » ( CHANGE

ERETA e EItRERWNE

Controller
Traces Q Plaintext
(USB3.0) (mini USB)
Oscilloscope DUT
=sa 00 Trigger
= (Dupont Line) /3
Probe
EM éignal
(RF cable)

I MEE A SR IR RES

\NSTITUTE FOR INFORMATIO



CHANGE

CYBERSEC 2022 920:..-9.22..
ERETAE EIRERWN_E

o ) th*n
yy U TR = 5

9 8

N2 (& Ex

Data Data Statistics
_ . & L. —* Report
Measurement selection processing Alignment Analysis Crypto P
Trim ' Moving Static TVLA First order
samples | eSaMPle |l age | alignment Average analysis
Mix Pattern - Standard
Scope Abs Dynamic fLbs NICV AES chosen
e resample alignment deviation input FOA
Windowed Statistics DES partl
Transpose resample | LOW Pass Round ShR consﬁanty
Compress , alignment Correlation HIRIEE _
Split i Binary Elastic RSA high order
Average Cross
Chain 9 correlation ECC byte-
Analysis multiply
Filter fg 22

I MEEASRTER

INSTITUTE FOR INFORN

i



CYBERSEC 2022 | 920..-9,22.. ‘ CHANGE

ERETAE EIRERWN_E

o IBRRSERSE

SIRIER vs B R raw trace

Downsampling * Resampling vs Raw @

trace of samples

N resample
o ERKzEA @

ERBEE 2 RKeEDUBEH i

. lter

o [N gy

ﬂ%@@@ﬁﬁﬁ%ﬁ%?%%%%@

B Trace # 0
e ¥ (Alignment)

RIBEESE @ #—ZIEBEZWHENEER Tr?lgee]ﬁ)l
o NMZEE A

N EEBZNEEI(AES:9ERound Trace # 2

Des:161ERound)

ﬁi 1 YNGR §

INSTITUTE FOR IR



CYBERSEC 2022 | 920+.- 9,22~ . CHANGE

ERETA e EItRERWN_E

Q2 : BIEW#EB AEROUND

~lll_mbed_traceset_samples + Split + Absolute value + LowPass + Average.trs o | B | &R

£y *100 pv Average

ﬁi MEEAGATERES

INSTITUTE FOR INFORMATION INDUSTRY



CYBERSEC 2022

9,20+.- 922,

ERETA R EItRERWN_E

0O N OO U1 B W N P

Activity

Talk to the chip

Mount your probe, trigg r, oscilloscope
Find the crypto signal

Create the most efficient measurement setup
Perform measurements (e.g. 1k — 20m)

Post processing, e.g. alignment

Differential analysis of crypto (DPA)

Key leakage interpretation & reporting

Indicative time:
easy — high end

4 hrs - 5 days

| day — 15 days

ParaLink cscure

https.//www.paralink.com.tw/
https://www.riscure.com/
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® 15 o KEUE 45T (Differential Power Analysis)

01001101001 Many (typ. few thousands) traces

Plain Text
Input B

Group "0” In case incorrect
key is assumed

Differential waveform

I" L
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AyissepD

Power or

Oulputu EM traces Group "1”
IO The value or state In case correct
it ‘ (transition or static) key is assumed
of internal node in the
Cipher Text cryptographic circuit

Key Assumption

Ref:Tamper-resistant cryptographic hardware - Scientific Figure on ResearchGate. Available from: https://www.researchgate.net/figure/DPA-Differential-power-

analysis-attack-exploiting-a-lot-of-power-traces-on-the_fig3_312873398 [accessed 10 Aug, 2022]
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Deep learning task

DNN architecture
r I S C U re Issue 55 | September 7, 2022 cat
9 o | biees Model identification

. . . : dog

Security Highlight: Post : Al deviee Classfication esul
Quantum Crypto - are we l-&!
done yet‘? Side-channel attack
The US standards insfitute recently completed the third round of the Post : r - it ‘oo g | Model | AlexNet |

Ty P -

Quantum Crypto (PQC) standardization process. This milestone was long-
awaited, and even though we are one step closer to a PQC standard, the race
is not over yet.

Param | 0.8

PQC is a new generation of cryptographic algorithms that can withstand brute-
forcing attacks executed with future quantum computers. While these machines
do not yet exist, it is very relevant to prepare for their advent. Many experts
expect quantum computing to be practical before the current decade is out = . .
Some cryptographic applications do require a long time of secrecy, and therefore it is not a luxury to be preparedio Fig. 3. The framework of our SCA on DNN models. We collect voltage and current data while the Al device is running a model, get the power features,
and then establish the classifier to identify the DNN structure and sparsity, so as to realize the attack

! Data acquisition circuit Power data Power feature Machine learning Classifier Result

But, there is another reason to be working on PQC standardization. Read about the other reasons to consider PQC in
the full Security Highlight.

Contributed by Marc Witfeman, Riscure CEQ. If you have any questions, contact us at inforequesi@riscure.com Ref Xlang, Yun, et al “Open dnn bOX by pOWGI’ Slde-Channel attaCk" IEEE

Read the full Security highlight now Transactions on Circuits and Systems Il: Express Briefs 67.11 (2020): 2717-
2721.
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