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« Metaverse 2fTE?

Attack surface on metaverse
— Blockchain &
— Al Deepfake
— VR/AR
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Metaverse = {1 EE?

Matthew Ball

« Real-time render

- 3D EmR

o KNIRE - o] BIERAR

- HIRMERZ

. ESLRSEEL RS w* |
. BER f TA-

. BEERMEAEEN Eﬂ
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FhltRers:

https://youtu.be/4S-4mTvK4cl
The metaverse explained in 14 minutes | Matthew Ball

7 | © 2022 Trend Micro Inc.
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Over $100 million worth
of NFTs are reportedly
stolen through scams

~. ) OKHotshot
S9!

Over $100 million worth of NFTs are reportedly stolen
through scams

Here are 13 nft scams you should know to protect
yourself:

© 2022 Trend Micro Inc.

SRt 7S

Reported cryptocurrency
fraud losses by year

January 2018 - March 2022

$680M

$33M

$12M

2018 2019 2020 2021 Q12022

igures are based on fraud reports to the FTC's Consumer
| indicating cryptocurrency as the payment method
inel data contributors are excluded
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> Ellen 2— B NFTH/NEEXR - tHEEHEE NFT

EREE RS Fh

ZiciE el - EERIER (private key) (1)
MRS PhE

EIREIEER (1)

2|8 NFT #3it/NFT marketplace (!)
HiFEeERER ()

EEFEERRE

Mint NFT - 505F#E R « $¥1BR gas fee (1)
FEEHER

0. B&I NFT
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Y w1216

Allow MPermission to
access this device's
location?

[ Never ask again

DENY  ALLOW

m Allow App Name to

access your calendar?

DENY  ALLOW

3 Allow App Name to

access your contacts?

DENY  ALLOW

l Allow App Name to
record audio?

DENY  ALLOW

Allow App Name to
send and view SMS
messages?

DENY  ALLOW

[2) Allow App Name to
take pictures and
record video?

DENY  ALLOW

Allow App Name to
access this device's
location?

DENY  ALLOW

Allow App Name to
make and manage
phone calls?

DENY  ALLOW

Allow App Name to

access photos, media,

and files on your
device?

Allow App Name to
access this device's
location?
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@ rocountt @ coowalet:

Z B REHY

T PR S R
FRAZENIR
HAZEN R

il

R IN& & B
Y NFT (ERC721,1155)

'e yearn.finance

X

@ Newgas experience

We've updated how gas fee estimation and
customization works.

Turn on Enhanced Gas Fee Ul in Settings

https://opensea.io

0x7Da...A057 : SAFI

@

#undefined

B DATA HEX

E-L

Estimated gas fee @ $2.38 0.001495 ETH

Site suggested

Max fee: 0.00298682 ETH

16 Very likely in <15 seconds

Give permission to
access your USDC?

By granting permission, you are allowing
the following contract to access your
funds

@ 0x0354..cade 0

Edit Permission

8 Market >
SI.75

0.00335355 ETH
Likelyin <30 seconds Max fee: 0.0042931 ETH

Gas (estimated)

View full transaction details w

(ERC20)

©® LUK i85

@ rccounty @ ovse.0at0

TURIBIRALL | BRI ARAS HATIEBIRAO AL -

x

@ Newagas experience
We've updated how gas fee estimation and
customization works.

Turn on Enhanced Gas Fee Ul in Settings

https://opensea.io

0x7B6...0a40

We cannot verify this
$0.00 contract. Make sure you trust

this address.

Bl DATA HEX

Ei)
Estimated gas fee @ $3.31 0.001853 ETH
Site suggested

Max fee: 0.00425827 ETH
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« EZ A Discord server
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Pednaq

%

0N

ER5 @Pednaq Fh AT

FIFAEE -
B Eek: - JEE

2022 6[8H
, Pednaq #x19:27

GoblinTownWTF - FREE MINT (EXCLUDING GAS FEES)! )
’ AAAAAAAUUUUUGGGHHHHH gobblins goblinns GOBLINNNNNNNNns wekm ta goblintown, @samku! ’

T We are reserving 1,000 goblins. Because we want to.
L Hurry up ugly goblin, first come, first served!
Goblin Town Announcement | Raffle ID: G-BlYIg2H
B GoblinTown Free Mint Is Now Live! S
https://goblintown.wtf/

I We are reserving 1,000 goblins. Because we want to. flj

. 1free + gas mint per wallet.
Don't be fucking greedy.
That's how we got ourselves here.

@ No roadmap. No Discord. No utility. CCO. Contract wasn't
actually written by goblins.
#GOBLINFOLLOWGOBLIN

First come, first served.
Good luck to all participants!

Q GoblinTown Team




FLoker! /9,999 Left 3 o

URKI

- 1free +gas mink per wallet. Dont Le fuckin.g

GARF greeJy. That's howwe gol’ ourselves here.

) 1free + int per wallet. Dont Le fuckin
Clormmel Bty @

iy We are reservh-? 1,000 gol)}im.
We are reserving 1,000 goufms. Because we want to.
ﬂ Gouhelling?

Because we want to.

No maJma?. Yo Discord. No um‘l{'y. €CO. Contract
No rom{ma?. Yo Discord. No u‘i]i*y. CCO. Contract wasr/k acl'vauy written ]33 goums‘

wasr/t ac('\mﬂg writhen ]33 go]:}m.s.
Talsoa ting! #GOBLINFOLLOWGOBLIN
#GOBLINFOLLOWGOBLIN

2022 Trend Micro Inc.
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C RN A FZ%| collablnad.cc

Collab.

&! MetaMask

26 © 2022 Trend Micro Inc.

v WalletConnect

Show All

Rinkeby Ethereum Mainnet

sec wallet
]

O Not connected
4

OETH

® 0

Welcome Back!

% 1Password

]

Import using Secret Recovery Phrase

Talismar &

Don't see your token?

Import tokens MetaMask Support
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Beeple#t &% - 33{R LV NFT #i8 | BA=FFE 438 8 %
i% - SMAYC - Otherdeeds... beeple @

@beeple

'& e >0 BEEPLE X VUITTON COLLECTION_1: BEEPLES
Official Raffle Below.

& beeple-vuitton.com Joined April 2009

675 Following 672.2K Followers
. Followed by OnChainMonkey (., . ),
;3 dontkwon.eth | hamer.eth, Dre Dogue, and 27...

Tweets Tweets & replies Media Likes

X Pinned Tweet

beeple @ @beeple - 31m
@ Been working on this with LV for a long time

behind the scenes. 1000 total unique
pieces.

BEEPLE x VUITTON COLLECTION_1:
BEEPLES

Official Raffle Below.

1 ETH = 1 Raffle Entry.

All non-winning entries are refunded post
raffle.

38 o
El #=Z=Facebook Q Good luck :) 2




Home > BIREFZEER > nft

Azuki IsEEZ P | FEERIFRZATwitterEE A ANRSE - (R
EE A ZE BEANZ NFT £J8

@ by Joe — 2022-04-10 in nft, Web3.0, ENES#i, 1 & 547, LT 0

° b
Shh Secret Avdrop

For the next 24 hours we are ardrapping Besns to al
sctive NFT traders in the commurity’

The Boara wit no longer be clamabie after they have
# been airdropped. Good Luck!

_ Claim A Bean

progpem— Wecome To The Garaen 7

SsNRRe

SHARES

mber 2009

3,081 Followers.

Emily Buder &
@ @elbuder
Shh Secret Airdrop.. %"

For the next 24 hours we are airdropping Beanz to all
active NFT traders in the community!

The Beanz will no longer be claimable after they have
all been airdropped. Good Luck! #Azuki

Claim A Bean
57 azuki.team

Welcome To The Garden TF

BEHNERAE

&) TREND



1-Aug-22
1-Aug-22
1-Aug-22
1-Aug-22
1-Aug-22
1-Aug-22
2-Aug-22
2-Aug-22
2-Aug-22
4-Aug-22
4-Aug-22
4-Aug-22
5-Aug-22
5-Aug-22
5-Aug-22
5-Aug-22
6-Aug-22
6-Aug-22
7-Aug-22
9-Aug-22
10-Aug-22
10-Aug-22
11-Aug-22
11-Aug-22
13-Aug-22
13-Aug-22

29

13 NFT DISCORDS COMPROMISED |

Miningverse

Degen Goat Coinflip
LittleMaMi Label Club
Gas Guzzlers NFT
Vibe Kingdom
UghaBugha
BotBuddyz

CYBER CREW NFT
dTweenies
Shinsekai

Fuk Bois

Fearless Bulls
Famous Fox Federation
The Doge Capital

Al Roulette
ChainMyth

GOLD SQUAD
ETHIETS

Mooncatz
Thelost4444
TipsyTikiDao

Otaku Club

Mogul Productions
Heroes Of Astron
Aptos Labs

Martian Wallet

© 2022 Trend Micro Inc.

13-Aug-22
13-Aug-22
13-Aug-22
13-Aug-22
13-Aug-22
13-Aug-22
13-Aug-22
13-Aug-22
14-Aug-22
14-Aug-22
15-Aug-22
15-Aug-22
16-Aug-22
17-Aug-22
17-Aug-22
17-Aug-22
17-Aug-22
17-Aug-22
17-Aug-22
18-Aug-22
20-Aug-22
21-Aug-22
21-Aug-22
21-Aug-22
21-Aug-22

Alpha Blocks
SaphireNFT

Sushi Cats Fam
DAISUKI (2nd time)
Gotterhavn

D.A.LLF

Alpha Gorillas
Alpha Mutants
DigiKong

Pirate Apes

Rebel Racoons
Pixel Guild
Mutariuum Universe
BigFoot Town
Degenerate Gods
RuggPullFinder
456 Collectors Club
Azra Games
Legendary Owls
The Humanoids
Hameer's Hideout
Llamaverse
PGodjira

CETS ON KREK
SMS Solana.FM

22-Aug-22
23-Aug-22
23-Aug-22
23-Aug-22
23-Aug-22
24-Aug-22
24-Aug-22
24-Aug-22
25-Aug-22
25-Aug-22
26-Aug-22
26-Aug-22
26-Aug-22
26-Aug-22
27-Aug-22
27-Aug-22
27-Aug-22
28-Aug-22
29-Aug-22
30-Aug-22
31-Aug-22
31-Aug-22

Solana Warriors
Lucid NFT
Chubbyland
Secret Project
Dininho NFT
Aotuverse
Hameer's Hideout (2nd time)
Duckish

Hello Moon

Space Punks Club
OVR NFT

Kaitu

Meta Legends
DigiKong (2nd time)
Splinterlands

Sui by Mysten Labs
Cosmic Clones
Flippin Rabbits
Floaties

Decentral Games
TheTrollsNFT

Jelly eSports NFT

* dated 1 sep 2022, data & source: @ NFTherder

(1) OKHotshot (@NFTherder) / Twitter

OKHotshot
@NFTherder

73 #NFT discords have been
exploited in August through
social engineering including

big projects like Llamaverse,
PGodjira and Humanoids

Millions continue to be
stolen. These are REAL
crimes with real victims. Stay
vigilant

EEi: 3%

T49:05 - 2022 F981H - Twitter Web
App
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https://twitter.com/NFTherder/status/1565325049787293700/photo/1

T BEARB A B E RIS
Lo ~ — B = T D
M/ a0 —1—
$iE - mEE
. Search any protocol to go straight into their
D efl Ll a m a E/\] %ﬁ- Ij] ot =3 website, avoiding scam results from google.
/1 H & AE Bookmark this page for better access and security

Hdiz2k O.0

[ £

j Defi Llama Q & =

i\ Uniswap

Q\/ AAVE V2

30 © 2022 Trend Micro Inc.
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« Whois 2/RRIEFRBK
— BRI FEMIAILENI RS B E
— R B HARS B KR

. ZERHFEERAY Browser extension
- HANBEIRNRS

« HUBIRFIB AN ERYIERE

— https://etherscan.io/tokenapprovalchecker



https://etherscan.io/tokenapprovalchecker
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Invisible Friends

- & WELCOME! @

1t get-verified

© 2022 Trend Micro Inc.

w1t get-verified

B T43:56 IAKH 22 AU

e
“w
L&t
“
&
“
®
W
®
“
&
W

w»

Jeddymanjeddy =7 2113
ljoin

RN F 213

@Jeddymanjeddy Please check dm.

! Yunekawaii37
ljoin

BN =5 2113

@! Yunekawaii37 Please check dm.

Taiyo =% 2114
ljoin

=214

@Taiyo Please check dm.

rockshassa = 2114
ljoin

-

@rockshassa Please check dm.

2114

sjic X214
ljoin

N <= 2115
@sjc Please check dm.

Mickeydubz =7 2115
ljoin

SR215
@Mickeydubz Please check dm.
bladeZERO =% 2115

ljoin

SE 215
@bladeZERO Please check dm.

@ E —194an

@

&

DNPIPIODININNH

Lightyear
Liguratic
Lihpete
Liil_Adan
Liinis

Liiphe

Like a PRO
like ur cut g
Like2KillUDead
LikelyFox
LikeOzz
LikeWhyTho
Liki

Lil

Lil BeeHive
lil cel

Lil Chief

W

HREA

® E7E3T Marketcap Rank: 2

EZE #1915 w15 thelp

|
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Wallet Guard @wallet_guard - 8 421H
1 Web3 Extension Malware

There is a new scam going around that leverages a chrome extension to
intercept and modify your exchange deposit address & withdrawal requests.
This means that even if you double check your addresses, you can still
become a victim 1/[

Co-Auth: @0xQuit

Deposit Crypto Deposit Fiat >

Selecta Coin O v

Selecta Network ETH v

| 0x11a2cDBcaB651553C406c5a8364FD63A030Bf2D3

I

| Hacker swaps the original address with theirs above |

B What are the common deposit networks?

Main Account

Deposit History

34 © 2022 Trend Micro Inc. ,’
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C ()} @& binance.com & OV E V¥ v » = e

Wallet +  Orders~ (©) Q’—g Downloads English (Australia) | AUD

: BINANCE Buy Crypto v Markets Trade v NFT

e Flat and Spot Deposit Withdraw Pay Transfer @ Wallet Direct

Fiat and Spot

Marg

0.00110502sc 0.00110502sc 0.00000000sc +A$0.74

Earr

azir @  ooooo0000 000000000  0.00000000
Bina
Tokocrypto
Transaction History
H . = = LH:Lﬂ@c:
0.00833293 0.00833293 0.00000000
BNB . 0.00051620
e .. 0.06003712 0.06003712 0.00000000 s
BTC
O e 0.00000000 0.00000000 0.00000000 0.00000000

paste different MetaMagsk wallet address bug, >

httos://www.voutube.com/watch?v=8B1FlaZ64ns
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- John 2— B2 EEEE NFT

1. 2817—1E NFT 2L S1ENE?
2. WAEEREI - IR 7 —FXMEETE NFT
— ¥EE smart contract (1)
— EH NFT marketplace (E.g. OpenSea)
— BEERERHIL (1)
3. HRE(TH - UMK T — REE BT NFT T8 e
— NFT 1THHFEZ
 Discord t18% (1)
— Discord bot
« Twitter #18% (1)
- Telegram #1&% (1)

37 © 2022 Trend Micro Inc. ’ TREND,
J MICRO
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Home > B5RHEIENE,

Nomadi5i#Et5ER1.9E=TTVLERS | BimaZEA
BoEENE
& Joe AR

https://www.blocktempo.com/nomad-bridge-hack-drains-190-million-mag ﬁﬁ

https: //a

https.//www.

ﬂ

medla i0/20220330-ash-2-refund-to-all-out-of-gas-users
© 2022 Trend Micro Inc.

NFT

Out of GasZ ! PakPi BRASH 284 &8
Jmig, emZ2EEFH497ETH

3 Elponcho
$ 2022/3/30 )

fut

ASH CHAPTER I

METAMORPHOSIS

Home > BIREGHHER

NBA NFT &4 8 ! IEEREFIRRREREE - o
HERFRE Mint

blocktempo.com/nba-nft-spotted-exploit-causing-non-allowist-users-to-mint-and-allowist-users-mint-failed/
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”Ce‘rtification & Report

-~

Contents

Executive Summary

According to the assessment, the Customer's smart contracts are secured.

Insecure Poor secured Secured IOE

You are here [

01 Our team performed an analysis of code functionality, manual audit, and
automated checks with Mythril and Slither. All issues found during

Techniques and Methods 02 automated analysis were manually reviewed, and important vulnerabilities
are presented in the Audit overview section. All found issues can be found

in the Audit overview section.

Scope of Audit

Issue Categories 03
As a result of the audit, security engineers found 1 medium and 2 low
severity issues.
Issues Found - Code Review/Manual Testing 04 4
After the second review, security engineers found 1 medium severity issue.
Automated Testing 12
Disclaimer 18 waw.h 0.1
Summary 19

https://hacken.io/wp-content/uploads/2022/06/Summoners-Arena-_14122021SCAudit_Report_2_.pdf

» | ht@o;éé itlt}ub.com/QuiIIhash/QuiIIAudit_Reports/bIob/master/Nord%ZOFinan " IBEEEW

2084, 1 reRIPASIR NG 20AUdits20Report%20-%20QuillAudits. pdf
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HEEG AT oI LIE B S i
P& B 223R AYIRIE -

BEER

W

FBEESNEE T RBER T2
EHEDMEAZEHAERE -

FEABTLIERZEFREEPOME
R R ARSI -

ARV AEGEHEEA AT ERIEER:

a4

BeeafARC LIRS RInAFPNZE
1 BE&REDDUIREEE -

RINBETT AR AR R EBE S AR 1 3 —
BEMIE - WIBM ¢ EEMRERYTIRES

BRI REREEAESHZERNR
a1 ER A EIRVINEE - W HEE T ERIERS L
#dapp -

THRERES AR E s RBIFE %A
EFERMEHIAE - MEFERZEEER
ETERBREE -
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- 2ABEE deep HY Fake

| CZ ¢ Binance @ . 4
9 @cz_binance - RES

LinkedIn has 7000 profiles of "Binance employees”, of
which only 50 or so are real. | wished LinkedIn has a
feature to let the company verify people. So, many "hey |

am responsible for listing" scammers on LinkedIn. Be
careful.

© vitalik.eth & @VitalikButerin

Regular reminder: all 5000+ of my instagram accounts are fake profiles
and have nothing to do with me. Anything you see "Vitalik Buterin” {or
"Blteirn” or whatever) posting on instagram is a scam.

53111 2022585158 ®

Q4070 QO @EE O 42=

B8 36 RIEIE

46 © 2022 Trend Micro Inc.
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E Y Deepfake — a

S T - 9:52 PM

Hi Patrick this is #sss, | had a conversation with Mark

{2 A Deepfake 2R/ LR
5 ML/ B &K Patrick @I :

AUG 3

A e . 4:58 AM

they impersonated your hologram

A e - 5:58 AM

https:/fwww.linkedin.com/in/j-m-b43103133

J M. - Stock broker/ICO advisor - Binance |

LinkedIn
uk.linkedin.com « 1 min read

View J M.'s profile on LinkedIn, the world's largest prof...

This person sent me a zoom link then your hologram
was in the zoom , please report the scam

i TREND
47 © 2022 Trend Micro Inc. @ M1CRO



DogeDesigner @cb _doge - 5525H
Elon Musk's deep fake video promoting a new cryptocurrency scam going
viral.

The video claims that the trading platform is owned by Elon Musk, and
offers 30% returns on crypto deposits. @elonmusk

Q aa7 1 766 ¥ 2766 &

Elon Musk &
: @elonmusk

[51Z& @cb_doge

Yikes. Def not me.

48 © 2022 Trend Micro Inc. T11:28 - 2022585250 - Twitter for iPhone



- BEMLESENEE - BLEDpeepfake

DETECT THE
DEEPFAKES

49 © 2022 Trend Micro Inc.




- WN{aIEha?

« DF-Captcha: A Deepfake Captcha for Preventing Fake Calls (2022)

Figure 3: Still frames taken from a real-time deepfake reenactment video of a CEO. The right of
each image is the driver (attacker) and the left is the resulting frame. The deepfake was generated
using [5] with a single image of the CEO.

Figure 5: Preliminary results demonstrating the weaknesses of real-time deepfakes to various chal-
50 © 2022 Trend Micro Inc. '

e 2208.08524.pdf (arxiv.org)
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https://arxiv.org/pdf/2208.08524.pdf

51

© 2022 Trend Micro Inc.

To Uncover a Deepfake Video Call, Ask the

Caller to Turn Sideways - Metaphysic.ai



https://metaphysic.ai/to-uncover-a-deepfake-video-call-ask-the-caller-to-turn-sideways/
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L NP \ SN\ / /.A At 1
) 35 E 1 kt H Data commonly captured
/ \ ( 7/ b by eye trackers geog:%;i):ical / chronic pain
N 2 — H = E i Avision
y y / | \ —AL — ? eye opening and closure ' R oo
y D 3 § / E 3 (e.g., blink duration and frequency, )
~ n I l\ ° avg. distance between eyelids) : age

disease

health obesity
eye movements

Parkinson's
depression
(e.g., gaze fixations, saccades,

smooth pursuit, ocular tremor) ‘-‘ PTSD
autism
possible eatin
gy%d inference disordgrs
(e.g., reddened, of personal
watery, dry)
m K n

chemistry
pupil properties chess
(e.g., pupil size,
pupil reactivity)

sports

math

iris characteristics

(e.g., eye color,

iris texture) alcohol

expectations

tobacco

cognitive
processes

memories .
cocaine

facial attributes
(e.g., wrinkles, eye shape,
skin color, facial expressions)

internal
reasoning

MDMA
cannabis

mental computation

: Kroger et al. (2020) ,What Does Your Gaze Reveal About You? On the Privacy Implications of Eye Tracking”
: Privacy and Identity Management. Springer Nature - https://doi.org/10.1007/978-3-030-42504-3 15

55 © 2022 Trend Micro Inc.
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Fig. 13: Virtual office building hosting the puzzle rooms.

| Geospatial Telemetry |

Wealth

[Network| | Device Specifications |

Proximity }—»{

Behavioral Observations

A
EEEE

Handedness

[l

Voice

g
&

Fitness

Locality

Fig. 2: Taxonomy of VR-derived data attributes.

[2207.13176] Exploring the Unprecedented Privacy Risks of the Metaverse (arxiv.org)

&y Rene


https://arxiv.org/abs/2207.13176

57

4\

. Eﬂ: o %B E "‘:é ne HE

Exploring the Unprecedented Privacy Risks of the
Metaverse (2022)

Face-Mic: inferring live speech and speaker identity via
subtle facial dynamics captured by AR/VR motion sensors
(2021)

Personal identifiability of user tracking data during
observation of 360-degree VR video (2020)
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¥ MetaGuard

"Going Incognito in the Metaverse”

2022 | Vivek Nair - Gonzalo Munilla Garrido - Dawn Song |
https://doi.org/10.48550/arXiv.2208.05604

Virtual reality (VR) telepresence applications and the so-called "metaverse" promise to be the next
major medium of interaction with the internet. However, with numerous recent studies showing the
ease at which VR users can be profiled, deanonymized, and data harvested, metaverse platforms
carry all the privacy risks of the current internet and more while at present having none of the
defensive privacy tools we are accustomed to using on the web. To remedy this, we present the first
known method of implementing an “incognito mode" for VR. Our technique leverages local e-
differential privacy to quantifiably obscure sensitive user data attributes, with a focus on
intelligently adding noise when and where it is needed most to maximize privacy while minimizing
usability impact. Moreover, our system is capable of flexibly adapting to the unique needs of each
metaverse application to further optimize this trade-off. We implement our solution as a universal
Unity (C#) plugin that we then evaluate using several popular VR applications. Upon faithfully
replicating the most well known VR privacy attack studies, we show a significant degradation of
attacker capabilities when using our proposed solution.

https://rdi.berkeley.edu/metaguard/
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