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FAIR Risk ($) = Frequency (#%) x Magnitude ($)

. Mo Factor Analysis of Information Risk™
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e Ildentify the asset
at risk

e Identify Threat
Actor

e Evaluate the
probable Threat
Event Frequency
(TEF)

e Estimate the Threat
Capability (TCap)

e Derive Vulnerability
(Vuln)

e Derive Loss Event
Frequency (LEF)

e Estimate worst- e Derive and

case loss articulate the
e Estimate probable risk
loss
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The thing or The thing of
group of people value
that may take We are
action against concerned
the asset about protecting
6 types of losses

1. Productivity loss

2. Response loss

3. Replacement loss

4. Fines and judgements loss
5. Competitive Advantage loss
6. Reputation loss

The event if Direct
happened, consequence to
guarantees customer

(primary
stakeholder)

monetary loss

and
potentially
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Reaction from
3rd parties
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Threat event
prevention /

Contact

\_Action Visibility
Threat detection / Recognition
- Vulnerability \Reporting

Contact

Visibility Threat response

\Action
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Authority

Decision Maker

\Accountability

Visibility
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Reporting

R Mhom™ Decision Control }8IER5R/IOEE




CYBERSEC 2022 920..-922..
ERETXE EiIRERR_E

vmrﬂnr'

Anthony Lee

@anthony3000

CHANGE



