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願景：期待資安所成為資安研發的前導角色、政府資安政策的先鋒，
帶動國家資安產業量能

• 榮譽
• 2020 建構全國第一個資安國際交互認證體系(ISASecure)

• 2019 資策會資安所績優人員技術菁英獎

• 2019 卓越計畫貢獻獎

• 2017~present 影像監控系列、智慧巴士系列、智慧路燈系列資安標準制定

• 2017 IEEE 論文審查委員



Source: Siemens

資安是技術、程序、人
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產品安全開發流程V model

Source: J3061
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IEC 62443 縱深測試
Security Functional Testing

(含 IEC 62443-3-
3/4-2)

Threat Mitigation Testing

Vulnerability Testing

Penetration Testing

IEC 
62443-4-1 SVV

測試你有防護罩嗎?

測試你的防護罩夠罩
嗎?

測試你是否存在弱點?

測試你是否存在不為人
知的dark side?
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Independence of SVV testers from 
developers

Test Type Reference Level of independence

Fundamental requirements testing 3-3, 4-2 Qualify Lab

Security requirements testing SVV-1 Independent department

Threat mitigation testing SVV-2 Independent department

Abuse case testing SVV-3 Independent person

Static code analysis SI-1 None

Attack surface analysis SVV-3 Independent person

Known vulnerability scanning SVV-3 Independent person

Software composition analysis SVV-3 None

Penetration testing SVV-4 Independent department
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IEC 62443 - 3-3/4-2
• 標準合規測試

– FR 1~FR 7

• 搭配全系統資安要求(3-3)配置合適的組件要件(4-2)
– 例: CR 1.1認證功能是實做在Local?整合至System?

• 對開發團隊
– 4-1安全開發紀錄(security context, design document, 

security guideline)、自我宣告、技術功能規格

• 對測試團隊
– 測試SOP、測試環境、預檢測
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SVV-1 Security Functional Testing

• IEC 62443 part 3-3/4-2 安全功能基本要求(FR)

– 定義7個安全構面: IAC, UC, SI, DC, RDF, TRE, RA

– 4種IACS組件: Software application, Embedded device, Host device, Network device

– 4個安全等級: SL-C 1, SL-C 2, SL-C 3, SL-C 4

• IEC 62443 part 3-2 風險評估產出之網絡安全要求規範 (CSRS)

– 4-2以外的安全功能

– 例: 安全功能要求1:存取IACS功能之認證，須採用一次性憑證

備註: SVV-1還包括會影響可用性的常見穩定性測試，包括: Performance testing, 
Scalability testing, Boundary/edge condition testing, Stress testing, 
Malformed or unexpected input tests not specifically targeted at security

Security Function Requirement = CSRSRisk + FR4-2
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SVV-2 Threat Mitigation Testing

Threat: Modbus無需認證
功能，即可控制IACS

身分鑑別

無法控制
IACS

Replay, Man-in-the-

middle, Cmd injection, etc. 無法bypass

Mitigation Testing

Mitigation Thwarting Testing
身分鑑別
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SVV-3 Vulnerability Testing
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SVV-4 Penetration testing



Thank you


