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CYBERSECURITY NEWS - 4 MIN READ

Honda Ransomware Attack a LessSon in

Segmentation

& BYRON MUHLBERG - JUNE 22, 2020
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Maersk’s less-than-perfect software patching, outdated operating
systems, and above all insufficient network segmentation. That last
vulnerability in particular, they warned, could allow malware with
access to one part of the network to spread wildly beyond its initial

foothold, exactly as NotPetya would the next year.
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"Highly homogeneous networks and systems, and iCKIONSEEINCRIGNION i/ cr

network-wise or by business units—seem to have led from what could have been

a limited incident to one with a far more catastrophic impact.”
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B&N cyberattack calls into
question the retailer’s network
segmentation practices
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The New Way
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£ Process Information

Script Name check-new-release

Application  python3

Process python3.5

Name

Path /usr/bin/python3.5

Process 19015

Group

Hash 520f99cd5c51a1661d8140e710b23f21191dbea
(sha256) b533cf903b543e46b34aced26
Username root

Command Show

Line

(J Asset Information

Asset Name Ecomm-web-2

IP
Addresses

172.16.2.112

fe80::250:56ff:fe84:86¢3

—
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REST API (Orchestration, CMDB)
Dynamic Labeling

Manual Label Creation
Agent-Based Label Discovery

Al based Label Discovery
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App: Billing

Environment: Production

EREIE

@ Labels

Key

Label key can be used for

Environment: Production

Add new label (to 1 asset)

Value Add

grouping the graph (more)

, Owner: Garrett Weber ,

App: Billing , Cloud: AWS

, Role: LB

More Automation + Greater Flexibility
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Patient Zero

Customer noticed a machine
was trying to infect other
machines in the network...

Threat actor was attempting
lateral movement from the
initially infected machine.

loC’s indicated DarkSide.
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Faess % (label, IP, port, process/service, AD User, domain)
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ev # Discard I

& Csv @ More

. IEE. RHAE=R. Template(app, ransomeware: - )

Section Source Destination Ports/Protocols Hits f
App: Accounting
@ Production Ecomm @ Production Ecomm %
Allow Any TCP|UDP 0 + Cr d \
& Ay & Any o0 e
, B
Common ¢ A":\‘ ——— N =
Allow ‘mm & Prachction Ecomy 80 TCP 0 i App: Billing - App: Ecomm 80 - -
& Any
& Ay
@ Production Ecomm @ Production Ecomm Environment: Production
Allow 8080 TCP 0 +Cn
— 2
Allow (20) ¢ + Add Rule
Source Destination Dst. Ports Action a
& Production Accounting Load Balancer & Production Accounting Web
8080 TCP o
£ nginx £+ java
& Production Accounting Web & Production Accounting DB
— 27017 TCP 4
£ java £+ mongod v
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Process vs Service

Administrator: C:\Windows\system32\cmd.exe
Y

C:\Users\Administrator>tasklist /svc

Image Name PID Services

svchost.exe 948 |BITS] CertPropSvc, DsmSvc, gpsvc, IKEEXT,
h

iphlpsvc, lfsvc, ProfSvc, [Schedule|, SENS,
SessionEnv, ShellHuWDetection, Themes,
UserManager, UsoSvc, wlidsvc,

WpnService, |wuauserv

—
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SELECT * FROM programs WHERE name LIKE '%wireshark%’;

REhSTMEANLESEDPRISHE

EHIRRON BEFFCATRINEE

]

SELECT name, state_timestamp, remediation_path, state FROM windows_security_products WHERE (select count(*) from

windows_security_products where type='Antivirus’ and state='On’) ==

ISR EETlog4 )RR

SELECT CASE WHEN NOT EXISTS (SELECT 1 FROM patches WHERE hotfix_id--

Scheduled Queries

Status ~ Author ~ Is Enabled « Search by Title, Query or Target Agent name
Bulk Operations ~ ‘ 4+ Add new query
Titles Scope

Check for 1+ year old root password... OS5 Linux
Vulnerability check for Windows CVE...OS Windows
Logdj vulnerability

Vulnerability check for SolarWinds ... 0OS Windows

17 © 2022 Akamai | Confidential https://github.com/guardicode/osquery

Author

omer.mayer

omer.mayer

omer.mayer

omer.mayer

Actions

Old_Roo...assword

Windows...nerable

Logdj_found

SolarWi...0-10148

0 and type='Antivirus’ and not state='0n’;

Run Query

( ) 1-4 U‘ 4 c

& CsV

Enabled Interval Status « Next Run <

v 24h 29 hits (22h ago) 2022-01-09 18:39
v 12h 12 hits (10h ago) 2022-01-09 18:41
v 12h 2 hits (12h ago) 2022-01-09 17:02
v 4h 1 hits (2h ago 2022-01-09 18:51
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Why Akamai Guardicore

More Details

Superior Visibility Flexible Grouping
Superior Ul

Flexible Labeling & Policy Engine

Fastest Time to Policy 2|ut§£2ﬁﬁgB°x Templates

Tuning

Guardicore

— ) Legacy OSes
Now part of (Akamal Containers and Kubernetes

Broadest Coverage Cloud / Paa$

Agentless
End User Devices

Ransomware

L7 policies

Security Focused Hunt
Insight

Reputation
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