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To loot or Not to Loot? That Is Not a Question !
When State-Nexus APT Targets Online Entertainment Industry !
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‘ Introduction: What is Online Entertainment?

‘ APTs in the Game

‘ TTPs: What and How in Kill Chain

‘ Strategic Analysis
‘ Mitigation and Key Takeaway



U.S. State Governments Targeted by Chinese
2" Hackers via Zero-Day in Agriculture Tool TEAM
=) ‘ SR I GO TV~

By Eduard Kovacs on March 08, 2022

[0 Rocormend 10 ]85

A threat group believed to be sponsored by the Chinese government has breached the
networks of U.S. state governments, including through the exploitation of a zero-day
vulnerability.

TECHNOLOGY

Chinese State-Backed Hackers
Targeted India's Government Agency

And Times Group Using Winnti
Malware

NEWS

Chinese APT 27 hackers targeting
companies, says Germany

Germany's domestic intelligence service says the Chinese hacking group APT 27 has
launched cyberattacks on businesses. The group has long been suspected of attacking

Western government agencies.




What is Online Entertainment?



Online-Entertainment Industry Chain

Engineers, &

Money-& Gamblers Gustomer.Service

¢ Industry’/Chain Worldwide
(most illegat)

+ Lucrative Nature

+ Various way.to{“Entertain”
(to game/gamble)
Board Games, Sports, Video
games, lotteries:--
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Players in the Game TEAL

Amoeba GreedyTaotie
(aka APT41, Winnti) (aka APT27, Emissary Panda )
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menuPass
(aka APT10)

Tiaan SLIME?29 SLIME34
(aka Op. Dragon Castling) (aka Earth Berberoka) (aka TA410)



TTPs: Initial Access



Weaponization & Reconnaissance

Weaponization

Mostly applying off-the-
shelf tools or modifying for
operations

Proprietary tools developed
for maintaining access or
LM

3 Hypotheses for Reconnaissance
Scenariol: Underground or secret sources
Scenario2: Recruiting websites or forums
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Phishing Employees

Spear phishing employees
of targeted companies

R IFFREAH
. . WRLAALZEE
Using daily work related L LAl n2 (maxmmms
d b d . B) BEREMEXEAHEGSETREAN (REHE) REFHUBRE.
Ocuments (We eSIgn AR ARERBON - VEERCHONNE (NLEHERA)
photos, financial s
statements, pink slip) to S s s

lure users into opening
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Phishing Customer supports

Spear phishing customer
supports of the target

#1 SEAME S EIRE S
REEE LM

Complaining about system
issues and asking supports RERRAAE !
to open attachments to :

check G ONEINE )

Q

@i
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Phishing via SNP

Crafting profiles on social

network platforms, forums WMI ey v

Une I
Telegram : I

Approaching sales, ITs,
RDs of targeted companies

Delivering malware by
cloud drives or custom web

servers
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Vulnerability

Exchange server (CVE-2021-34473)
Using ProxyShell exploit to gain a foothold on an
exchange server

VPN Server (CVE-2018-13379)
The actor intruded by using a Fortigate exploit
to gain VPN credentials

Browser (CVE-2021-38001)
-- - - The actor used watering hold attacks and hosted
exploit codes on seebug|.]Jupdetasrvers.org

Y
S ; Web and NAS server vulnerabilities
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Supply Chain Attack

Compromised ERP System

o first compromised ERP system of the victim via
some web vulnerability

+ used ERP to distribute several malware include,
CrossWalk and FunnySwitch
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Supply Chain Attack

Compromised Official Websites

+ Compromised the official website of a
cryptocurrency company

+ Replaced some installation package with
trojanized version
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it W R I 2 2




TTPs: Malware & Post Exp.



Winnti
FunnySwitch
CrossWalk
Spyder
Sqlcmsps
lISAccept

WEWYEIL=

® & 6 6 o o

Amoeba

+ CobaltStrike beacon

. Pangolin8RAT

¢ PlugX )
+ HelloKety ' " + CobaltStrike
SLIME34 FURE T EsEen
~ PlugX*
I“)' ...... '(0 CoinDrop
TAOTIE BRSNS Hehedalinux
SSoGaE e ChinaChopper RKORAT
GreedyTaotie SLIME29
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IS Backdoor

[E  Enums % Imports

\ \ [ Structures [£] Enums 2 Imports
memset ( , 9, ©x2e8uied);
sub_188003E48(

memset ( , 9, exleduisd);
wsprintfA( , "select top 1 ID, DailyMaxWin, DailyNetWin, Token, MaxBalance from Account where Username='%s
if ( (unsigned int)exec_sql_command(CommandLine, (__int64)v22) == 1)

if ( !(unsigned int)json_convert(v22, &v28) )

{
= "json convert faild.";
LABEL_28:
= lstrlenA(v7);
sub_l180e@20F0 (a1, ,» (unsigned int)( +1));
goto LABEL_29;

ub_18@809FCe(&v268, "Result");
ed _ int8)sub_180@0AFEQ(VE)
= sub_180809FCe(&v26, "Result"), (unsigned int)sub_180@0AAAB(Vv2) != 1) )

= "rpc sql exec faild.";
goto LABEL_28;

}
if ( (unsigned int)sub_18ee2616e(&v2e, 1ie4, 1is4, "ID",

Command
and Control

F:\XProject\Project\Salon4\lISAccept\x64\Release\lISAccept.pdb
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SQL Backdoor

GetLocalTime(&
[@] = @X5655F3FF;
[1] = @x48564157;

r1 - oav1raere1 -

(] Enums B Tmports 2 Exports

= GetModuleHandleA("sgllang.dll");
if (!
return @164;
memset ( , 8, sizeof( ));
wsprintfA( , "WorkAddress: %Ie4d", + 504@35);
= sub_1806005AB0;
i __inte4)( + 504038);
(unsigned __int64) + 2016157;
if ( !virtualProtect( + 584035, 0x480uit4, ox40u, &
return @1i64;
= VirtualAlloc(@i64, @x4e@uibd, 8x1@@8u, Ox4eu);
if (!
return 9164;
= GetCurrentProcess();
if ( lWriteProcessMemory( , & , Ox76uib4, &
return 0164;
-17848;
-1;
= -38;

Command
and Control

GetCurrentProcess();
return WriteProcessMemory( + 504035, &v7, OxCuibd, &

https://www.welivesecurity.com/2019/10/21/winnti-group-skip2-0-microsoft-sql-server-backdoor/

F:\XProject\Salon\sglcmsPS\x64\Release\sqlcmsPS.pdb
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Lateral Movement

o+ Mostly Off-the-shelf tools: Nbtscan, PsExec,
PwDumps, mimikatz

+ RAT harvested credentials, dictionary attacks or
exploits (e.g., EternalBlue) are used for privileges
escalation

+ Two stages of operations are usually adopted:
Stagel: automatic tools or scripts for
environment reconnaissance
Stage2: manually penetrations interleaved with
automatic tools for precise strikes
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Exfiltration

o Actors created free accounts on cloud storage
platform (85R=, DropBox-**)

o Malware communicates with clouds for
concealment

=
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TTPs: Deploying Ransomware?



SLIME34’s Ransomware TEAMIS

LockFile, AtomSilo, Rook, NightSky,
PandoraRansomware

Time: 2021 H2 ~ 2022 H1

Target: the manufacturing, financial services,
engineering, legal, business services, and travel and

tourism sectors.

TTP:
Z v SLIME34
ProxyShell RAT installation Lateral t
(CVE-2021-34473) (CoblatStrike moyemen Sz mesrl
Beacon) (PetitPotam
CVE-2021-

36942)



ColdLock

Time: 2020/05
Target: Critical Infrastructure, High Tech

TTP:

3£ — 5
— — —— —

Web RAT installation Lateral
compromise (CoblatStrike Beacon) movement

B

Ransom!




Polar Ransomware

Time: 2020/04

Target: Media outlet

TTP:

s |]:lm<“
()
O

compromise

RAT installation
(Sysupdate)

Lateral
movement

Ransom!
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Bitlocker A

(SR G TV 7

Time: Early 2020
Target: Online Entertainment

TTP:

A 0101095
@ qﬁqﬁqsﬁs

110010C
0010110

Spear phishing  RAT installation Lateral Encrypt!
movement



Political Motivation
behind those APT?
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Should pay much attention to it because...

"

Money Driven Information Collection

TEAM

it W K Iz 2



Of Course !! TEAMIS

Based on our observation, only SLIME29 focused on financial-gain intrusion
operations, the rest all have strong political related operations.
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Cybercrime VS Cyber Espionage: TEAM
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“Indicator of Mone

“Indicator of

M " GreedyTaoTie Slime 34 Slime 29
oney

Deploy
Ransomware

Deploy Crypto
Miners

Hacker for Hire

Only Targeting
Industry with
Strong Cash

Flow




Why the Chinese Government
Puts Significant Pressure to
Online Entertainment Industry?
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China’s Crackdown TEAMTS
THE WALL STREET JOURNAL

English Edition ¥  Print Edition Video Podcasts Latest Headlines

Home World U.S. Politics Economy Business Tech Markets Opinion Books&Arts RealEstate Life&Work WSJ.Magazine Sports

BUSINESS

China to Tighten Rules Over Casinos in Macau

Bill would cut the tenure for new casino licenses in half and require operations to align with China’s national security needs

B South ChinaMorning Post
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Politics %
China targets online casinosinwaron | 2
illegal gambling, authorities say ;m :

+ Operators are using internet platforms to connect gamblers,
casinos and proxies, head of mainland prosecutor’s office says
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» Macau police had arrested Suncity casino junket boss Alvin Chau —
Cheok-wa over alleged illegal gambling platform and encouraging

[

mainlanders to bet online



Geo-politics/threat landscape TEAME

China’s crackdown on
gambling industry

¢ China’s crackdown on Macau gambling industry
forced gamblers to move online

+ Online gambling skyrocketed during the time of
pandemic

+ Abundant money and data (personal info and
cash flow)




Reason |: Stability TEAN

— @ Clean up related Infrastructures in China

Stop Bribery
*Anti-corruption Campaign

r__"

E =
Info

collected

— ﬂ Take down involved companies



Reason Il: The Money TEAN
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So how do we Mitigate
such Threats?
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5 Chinese APT Groups:
+ Amoeba (APT41, Winnti) TEAM

oW R o2 2
+ GreedyTaotie (APT27, Emissary Panda) + SLIME34 “
+ TianWu + SLIME29

ADVERSARY

CAPABILITY

+ Reconnaissance techniques: off-the-
shelf tools

INFRASTRUCTURE

VPS, R =, Dropbox, etc

+ Delivery methods: Phishing, Supply
Chain Attack

+ Attacking exploit / vulnerability in
Exchange server, Web, NAS, etc TA R G ET
+ Specially Designed RAT, Ransomware + Purpose: Money and Sensitive Data

+ Lateral movement skills and tools:

Mostly Off-the-shelf tools + Target countries / regions: APAC

+ Target sectors: Online Entertainment industry



Countermeasures

Isolation between Op. Dev.
and OA environment.

Catch-up with new hacking
tools, techniques, etc..
discussed in security
community
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Countermeasures

Patch! Patch & Patch, not
only for machines but also
humans.

Regular drills will help.
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Countermeasures

Al
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RATSs usually support various
protocols, or leveraging cloud
platforms

Protocols or C2 information
are seldom covered in

firewalls, IPS, IDS and AV
products
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Countermeasures

Patch for intra-net is a
headache, but you must do it.

Backdoor accounts for
management is hackers’ good
friends

You need tailored and
accurate threat intelligence

TEAM
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Key Takeaway:
Start the Threat Intelligence Cycle

1. China-nexus APT groups have launched massive attacks against the online
entertainment business in APAC region.

2. Dissecting the current TTPs is merely the first step.

3. China-nexus APT are closely aligned with the national interests of the
Chinese government.
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Indicator of Compromise (loC): Command and Control Server (C2)
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THANK YOU!
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