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A01:2021 Broken Access Control
A02:2021 Cryptographic Failures
03:2021 Injection
04:2021 Insecure Design

05:2021 Security Misconfiguration

A06:2021 Vulnerable and Outdated Components




AQ01:2017 Injection
A02:2017 Broken Authentication
A03:2017 Sensitive Data Exposure (

A05:2017 Broken Access Control

A06:2017 Security Misconfiguration

A09:2017 Using Components with Known Vulnerabilities
A10:2017 Insufficient Logging & Monitoring
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A01:2021 Broken Access Control

A02:2021 Cryptographic Failures

A03:2021 Injection

A04:2021 Insecure Design

A05:2021 Security Misconfiguration

A06:2021 Vulnerable and Outdated Components
AQ07:2021 Identification and Authentication Failures
A08:2021 Software and Data Integrity Failures  (NEW!)
AQ09:2021 Security Logging and Monitoring Failures *
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CORS HTTP Header &
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BUG BOUNTY TIP
Bypass JWT sighature

Change JWT tokens to bypass privilleges!
Decode the token, set the header to

Re-encode and leave out the signature (keep the “ ")

{ {
"alg": " " : "alg": "
"typ": "Jw-]'“ "typ": "Jlel
} }
{ {
"username": "admin" "username": "admin"

i }

<header>.<payload>. <header>.<payload>.

W @yassineaboukir 2 @yassineaboukir www.intigriti.com
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- B85 #5]Z Cookie » REW - BRI FH
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EDHITLATER > WS EHEER !

- DURIE ~ @77 ~ BT AR98E » BUTHERESFE

o IENERFHEFEHRIMEER > 55 5EA PCIDSS tokenization & (truncation)
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- EALENMESRBEN TLS1.2, TLS 1.3

- FEREERAEZHBEREREN Argon2, scrypt, berypt 2% PBKDF2 12 BL N EE 3k (17 255



AO3 Injection




v
A03:2021 Injection JEA XK EE

FARANEZRTUTEREZERHE !

- BEIVKREGE ~ @R - BEIRSBCERAERENER

- EYFRARER (ORM) NS 28(H » ERRBERAREEERI R E F
- EPREN  BEYWRHEFTAT  EREANELS T BEEN

o7 REERERMAMBIER 20T -



v
A03:2021 Injection UN{r/{&#E K FERA

RERTHENENDH

- ER2HCHNBSEHRIEZER (ORMs)

- ERERKRINNARE

- FEEARBAEEHNEREFER » BIRSHRTIRETRIE
- fERY LIMIT FiEHlE L SrIsEA



AO4 Insecure Design




vv
A04:2021 Insecure Design AL &2 %5
AL rriERAEFRERNERNRITHREEZEME .
N EEESEER BRI A R -
0 ¢ BR{E OTP 02 » 5 OTP IERESIE R AR .

2Rt ARFHMERB L IA PIREE ERNE - ENERNERFELREHNRAE LB -



Vv

A04:2021 Insecure Design AL &2 %5

e

TG 124 S 3




v
A04:2021 Insecure Design dN1A{E 4@ K FERA

- BB GERARRZEREEaBRT BRRERAENZENERA L RHEEKFTZ2H
BB RARY S T

- ERZERFMRINRIVENEESTHAIERRITH (B2 A06:2021-EREBERTTH)
- ERBBEEIRESE « FHUES  mEEE L
- ERETAEEES A ERREFANEEME BB EREAE S



AO 5 Security Misconfiguration




v
A05:2021 Security Misconfiguration Z2 & E TR

- T EINERANERE (B | B5E ~ IRFS « BE ~ 1RSE ~ S
- ERTERIRITEZHS

- SRERERIE R BRI By EIE

- PESNEATHBE (F2R A06:2021-fE BB ERYTTH)

© FHRRABAZERE

- RREZEZSH > BIVER » SBRIE - BERES

ERE—NEJEENZERTEMNMER > RS EEHSERE



A05:2021 Security MisconfigurationZ 2 && € th %

@ github.com/mpgn/Spring-Boot-Actuator-Exploit

Spring Boot Actuator (jolokia) XXE/RCE

Information and payload from the following article: https://www.veracode.com/blog/re:
actuators

Edit 28/02/2020: another article to achieve RCE using H2 Database Remote Code Exect
Exposed Actuators and H2 Database Aliases in Spring Boot 2

Tested on Spring Boot Actuator < 2.0.0 and Jolokia 1.6.0.

If you have access to the following ressource /actuator/jolokia or /jolokia with Spr
following ressource: reloadByURL, this writeup can help you to exploit an XXE and ultin

Setup the environment:

git clone https://github.com/artsploit/actuator-testbed
cd actuator-testbed
mvn install

VSN - PEVEN | AR AP SN
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EEZREF05E

RMERERITERIIREE R

B FIS BRI E R ERHAEER (NIST 800-63b555.1.157- Memorized Secrets)
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- EPRVEEERARST : S5 AT LAREIAZER OWASP Topl0 =R
- THEFESTEBILHEAEF SSDF HiiE

- DREEZE A code review, S5E5IFEH, 2iE IR
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- TEBAOTUEARAIEIR Security Architecture BEZZEHE:
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