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"By 2025, more than 85% of global
organizations will be running containerized
applications in production, which Is a

significant increase from fewer than 35% In
20109.

GARTNER

"Best Practices for Running Containers and Kubernetes in
Production,” Published 4 August 2020
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R¥ Kubernetes EAKZEEZ=2E?

B 555 BEREUY—BHNZZEER 23%
B 2R tRREETHENEEY 21%

M 7 CI/CD pipeline f#@{E&RHREZE
B =1 Cluster FFEN

B Kubernetes Distribution KB RI1EER CVE 5524

B Secrets &8

B Other 1%

Source: The State of Kubernetes 2021
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Development
Package Test
Dependencies

- BXRE - HEZGAE - BEREE » Zero-day AKR#I55R4
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Code Build Store Prep Deploy

Stages of the CI/CD Pipeline

Development Build Container > Container Image > Create / Consume > Deploy on
Frameworks Image at Rest YAML or Helm K8s Cluster
Developer
C@ Continuous Scanning
€ spring ’ paketo @ HareoR @
X i
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‘ st o‘e Buildpacks.io @ @ ﬁ% H)E:::'
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VMware Carbon Black Container Security
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OCTARINESEC/UI Hide graphs Back to Repositories
Meonitor container images included in this repository . .
XL = 44+ !
5 (5 % 18
_ FILTERS Clear ! € Trend graphs
- BRFIBEREGEIITREEE NS
° ¥}¥ E’E& ;'j% ““[5 | enseme@ Vulnerabilities Export Last 5 days Export
Scanned #
- MEIREEENREGUDEEERIZER e /
100
Vulnerabilities (5) a0
- | 20
Critical # 53 &0
33 EI{E ! # @ Critical . P
T e o " M
o BROEREIENIRENZZIAEE / N II I II . | B T
iliti | 2 2301 24001
- RESMEEEERR e :
° EE 'f% 2N E @g é *2 E/\J ﬁﬁ' 'f% E_l- J,\/{ %B % E EE IBE‘E—C ) | s @ Back to Repositories . Q. search for an image ‘ Export
Available fixes
f% i% " Not avallable #| TAG ¥ SCAN STATUS INITIAL SCAN = FIXES/ VULNERABILITIES WORKLOADS = IMAGE REPORT
dema_services:rest_server-0.7.1 Scanned Jan 10, 2021 [ 1 T 3 ] 15 o View report )
+ Scope (3)
oz == demo_servicesrest_server-0.7.12 Scanned Jan 10, 2021 1w & View report »
ﬁﬁf%ité?ﬁf E - custer i
e A A . dema_servicesrrest_server-0.7.3 Scanned Jan 6, 2021 “ 3 1 P View report b3
N =1 (e
¢ ZE ﬁ + & = %ﬁ' E,(J Bx 1EE Fq *JII:I. dema_services:rest_server-0.7.4 Scanned Dec 27, 2020 1 1 & View report 3
=1 [+ ==
° 1Z‘Z T}E C | S B e n C h m a r kS & K8 s EI_T!' 1:t -%i- %% demo_servicesorest_server-0.7.11 Scanned Dec 27, 2020 — 2 o View report b
C }_Z‘E_t /_:E é %ﬁ; $|§ %: demo_servicesirest_server-0.7.11 Scanned Dec 20, 2020 [ 3 P 3 & View report 5
dema_services:rest_server-0.7.13 Seanned Dec 13, 2020 1 n & View report »
Showing 1-20 of 53 Configure table Items per page: W v | Jump to page | # <123>
®
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B AR JHAEREEBEATIETRIFAEAC RS

B %1 images & K8s ML =R A% B FEEREEJUEHFEMINGREZE
B RELXTHRTEMH NZE

Additions

Vulnerabilities Build History é
'
Scan result for docker.io/octarinesec/guardrails-enforcer:image-scanning (O: — o E
S S P SR e mmmmmmmmeoen SR — S + | SCAN ‘ c :
| VULN ID PACKAGE | TYPE | SEVERITY | FIX AVAILABLE | CVSS VZ | CVSS V3 | —
B R anel il = pmmmm e == e o= mm e +
| CVE-2820-1971 openssl-1.1.1f-1ubuntu2 | dpkg | HIGH | 1.1.1fF-1lubuntuz.1 | | Vulnerability Y | Severity cvss3 Package Y | Current version Y | Fixed in version ¥ | Listed In CVE Allowlist
B e D e e e E e L L LD e D pmm e = mmmm e e e E LD e L e +
| dpkg | HIGH | 1.1.1f-lubuntu2.3 | | > | CVE-2019-17571 l0g4j-1.2.17 1217 No
pmmmme fmmmm—————— fmmmmem s mmmmmmmsms—ae——————— o= mmmmmae +
| dpkg | HIGH | 5.4.0-70.78 | | : ; libgnutis30-3.6.7-
S I B I N 5> | CVE-2011-3389 e 3.6.7-4+deb10ué No
| dpkg | HIGH | | |
- Hmmmmmmmms + Hmmmmmmoes + > CVE-2011-3374 Low apt-1.8.2.2 1822 No
| dpkg | HIGH | | |
pmm e = mmmm e +: e +
2019- i -5.0- .
| dokg | HIGH | X X > CVE-2019-18276 ow bash-5.0-4 5.0-4 No
pmmmme fmmmm—————— +: o= mmmmmae +
| dpkg | HIGH | | | > | CVE-2017-18018 Low coreutils-8.30-3 830-3 No
= pmmmm e == oo o= mmmmmm +
| dpkg | HIGH | 5.4.0-70.78 [ | > | CVE-2011-3374 Low libapt-pkg5.0-1.8.2.2 1822 No
B e D e e e E e L L LD e D pmm e = mmmm e e e E LD e L e +
| CVE-2021-3449 libssll.1-1.1.1f-1lubuntu2 | g | H | .1f-1lubuntuz.3 | |
. > | CVE-2010-4051 Low libc6-2,28-10 22810 No
| CVE-2021-23841 openssl-1.1.1f-1ubuntuz | .1f-1lubuntuz.2
+ > | CVE-2010-4052 Low libc6-2.28-10 22810 No
| CVE-2021-27212 libldap-common-2.4.49+dfsg-Zubuntul.5 | | | .49+dfsg-2ubuntul.? | 5.8 | 7.5
T e T T s A I Hommmm M * > | CVE-2010-4756 Low libc6-2.28-10 228410 No
| dpkg | MEDIUM | 5.4.0-59.65 | 4.9 | 5.5 1
pmm e = mmmm e e e E LD e L e = +
| dpkg | MEDIUM | 2.4.49+dfsg-2ubuntul.6 | 5.0 | 7.5 1 > CVE-2018-20796 Low libc6-2.28-10 2.28-10 No
pmmmme fmmmm—————— fmmmmem s mmmmmmmsms—ae——————— o= mmmmmae == m———— +
| dpkg | MEDIUM | 2.4.49+dfsg-2ubuntul.6 | 5.9 | 7.5 | s | CVE-2019-1010022 = libc6-2.28-10 228410 No
e et e EEE e e A mm e +
| dpkg | MEDIUM | 2.4.49+dfsg-Zubuntul.6 | 5.8 | 7.5 1
>  CVE-2019-1010023 Low libc6-2.28-10 22810 No
= pmmmm e == e o= mm e === = +
| dpkg | MEDIM | 2.4.49+dfsg-2ubuntul.6 | 5.0 | 7.5 1
- Ammmm e R Hmmmm e e + > | CVE-2019-1010024 Low libc6-2.28-10 2.28-10 No
| CVE-2020-36222 libldap-common-2.4.4%+dfsg-Zubuntul.5 | dpkg | MEDIUM | Z.4.49+dfsg-Zubuntul.6 | 5.0 | 7.5 1|
e e s e n s s L + >  CVE-2019-1010025 Low libc6-2.28-10 22810 No
| CVE-2021-21300 git-1:2.25.1-1ubuntu3 | dpkg | MEDIUM | 1:2.25.1-lubuntu3.l [ 5.1 | 7.5 |

02022 VMware, Inc.



Lo

BUREZEECR . R ASENREBHKEE

Image-focused policy rules

[[7] Rule also applies to image content. Exceptions applied at the image level will affect workload violations.
Require hash tags Image not scanned Vulnerabilities with availab... | Critical vulnerabilities [ Deny latest tag
Identify container images with named Container image has not been scanned Prevents deployment of images with Prevents deployment of images with Identify container images with latest tag.
tags. Hash tags are required to prevent for vulnerabilities moderate and above vulnerabilities that critical vulnerabilities in OS packages or Use of the |latest tag makes it difficult to
issues with overwritten named tags have fixes available libraries track the image version and roll back
properly
D Select Alert Block D Select Alert Block |:| Select Alert Block D Select Alert Block D Select Alert Block
* Base rule
‘ Vulnerabilities with fixes e ‘
* Vulnerability severity
Critical f\ ‘
| New custom rule template
Critical

High and above
Medium and above

Low and above

mwa reo ©2022 VMware, Inc.
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Tanzu Build Service #EH Buildpacks
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Source code
update

.&;}. Stack

.. Store

CustomBuilder
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Tanzu Build Service oJ#E#Z 2 5%l Cl / CD #i1E

. g Set Image /\ i i
Q o A /O\

Commits (w/ :
Commit ID) P Mg P \ / Applies metadata

-- git-- revision

Application Unit
Source Code tests

Git Branch Continuous Integration Tanzu Build Service

Acceptance
tests
Deploys image

Manual
approval

Dev Cluster Prod Cluster

Any Container Continuous Delivery Any Kubernetes Any Kubernetes

Registry
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Tanzu Build Service S8 RS8R (B 4HE K 4 E 2 el
BinEAHZEEREEFAEIEEL  BicEE{EEMETH NIgE LB M EE

BER

My app 1
BEMEREEMHR
—_——
Cl\(lelsoPélease I: I: I: I: I: I: I: I: & code commit - A K OS Eiff
cflinuxfs3 B AT ESSRIRE
RARGBLE
I: I: BFEiRE 2L B/ KB

My app 2 CVE Detected
—r— [LLL

BB EEREZ
SENARARIEB TR  WELK
ubuntu =

1T [[LL 138 1T AR suEY

EERNTEUEEESRBNEZ
opnjd

CNB release

cflinuxfs4 [ I: I: I:
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End-users
Ingress Ingress
WAF | LB | APIGW | Ingress LB CNI | Service Mesh | API Security Runtime Security
At the Edge E-W Security The Container Runtime
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NSX Advanced Load Balancer

EEZEMERESR
ERERZE REEERE

Consolidated Application Security Services

GSLB / DNS / IPAM
+
L4 LB/WAF/API GW

BERRFEASEMN
B ENMEAR TS K EnRaEl B

+
Ingress(L7) / LB (L4)

SEN ORI RDHTEE
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NSX ALB f{EE =R R#5E0E - wREBENZEE(WAF) Kol O‘@O

Applications Virtual Services admin

i i &5
< Virtual Service: gc-01--dvwa.tkgm.sysage.com ‘ | W 4
Analytics Logs Health Clients Security Events Alerts WAF Displaying Past 15 Minutes W
. EAEE=S
Total 1 Log Jun 11,2021 3:36 PM - Jun 11, 2021 3:51 PM

MNon-Significant Logs @ Sigrificant Logs

03:37 03:38 03:39 03:40 03:41 03:42 03:43 03:44 03:45 03:46

03:47 03:48 03:49 0330 03:31

Timestamp WAF Client IP

06/11 3:50:52 PM FLAGGED 172.16.6.99 Ivulnerabilities/sqli/ ? id="+or+'1"="1&Submit = Submit

200 20k (NI . i —

GET
A [—
n Client RTT Server RTT — App Response Data Transfer Total Time

Client 2 LB 21 Server <1 App 5 31~
< 200 < 200 \I Response Code
Client IP: 172.16.6.99 : 60940 Virtual Service IP: 172.20.14.233 : 443
Server Conn IP: 172.20.14.235: 19096 Server IP: gc-01--dvwa-ns-dvwa.tkgm.sysage.com_-dvwa-ingress (100.96.2.9: 80 )

Location: Internal

Operating System: B} Windows Pogguuat 10; one- fMAZK-fySK Request Information

End time: 2021-06-11, 3:50:52:80 p
Device: [0 Other " _’m ) ) ) pm
Bro r: © Firefox Service Engine: Avi-se-ytffd (vcpu 0)
SSL Version: TLSv1.2 Response Length: 2.0 KB
1on:; WVl
ersien: 1 Persistence Session ID: 3472328297269717585

Host: dvwa.tkgm.sysage.com
Request: GET HTTP/1.1( 547 B)
URI: /vulnerabilities/sqgli/ ? id="+or+T="1&5ubmit=5ubmit

Certificate Type: RSA . - ) } ) User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0
_ Req Policy Rule: gc-01--dvwa-ns-dvwa.tkgm.sysage. )
Perfect Forward Secrecy: True Referer: https://dvwa.tkgm.sysage.com/vulnerabilities/sqli/
NTLM: Not Detected
SMI Hostname: dvwa.tkgm.sysage.com . e -
Start time: 2021-06-11, 3:50:52:77 pm Significance: WAF Match: WAF matched the transaction ) < >

Content Type: text/html;charset=utf-8
Response Length: 1.8 KB

mwa reo ©2022 VMware, Inc. 20
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Runs K8s Everywhere

vmware @ A Azure @ O

Tanzu” Amazon EKS OPENSHIFT

@ ~\ren = €2 CNI + ©OVS 4+ © kubernetes

Open vSwitch
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Namespace Pod-level Network
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Isolation Policy Enforcement

11k 212 80

GitHub stars GitHub forks Contributors
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90
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88
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Mission Control™ 1‘,‘2
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<
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The image is for illustrations purposes only. _
The information in this presentation is for informational purposes only and may not be incorporated
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