B EZBUR

T AEEF &R R R 5




//R,Q I /:Et:‘ [

/\

r//\/ﬁ
Iy BN
aLiiz i) Aﬁf‘
{Ha2 i 20 e




A4 B TE

IR e

TR EEI =B LR

4 =
e IER

FHIZE SR il 5 b
FHTER SNSRI



S E L = Ee FLARR

4 HRE R
i[RI ERY

i ;
I SRR AUB AR
IR
a: TR \ )
@iﬁ%’g L i ma—— B
BFERE FRbG 8 ——— (ISAC,CERT) EE




5P RaERVEE IS

FHES L >
R &AL
R A R
KA IED ¥

Y2l

%2, L 2 < vk BX =3
R ES TSR
2N R4 = /T D /N8

ARG,

JREZIAZ A P BT




AR H R o https://news.ltn.com.tw/news/world/breakingnews/1124148




- B ERHE R BB S AR

B AR KA CEDB R - AEARART AT B RADTBN
BREFER PP R 3 RS Y N gl SR U AR 8 i

=B REE X2 BT SR RPEE

T > %’-‘f—ﬁ’




i-}%ﬂ%il“(ﬁﬁ‘a ;‘Q; "'l inas
R 5718 y
® - . 2

4 & MANR  @RCAA  RMAN

v =
bl o: o

@) HL7 FHIR EFEFE

/

Y4
”’

EECH®AE =

 FHIRSERSD F AseiEm |

-




BEREEREHL7-FHIRZEE T - MEERRIMEE - IREINEER

A

eI
- BEXM¥S

AR EER

FEH

EREE

BREBERFIER
BT H

ZiBFHIRANEIR

w7 T 1
& IR E

BAEE
=22 * %%3 715 _;i;_
&kl M EIREFITER

mxr ) - BAERZRET
tRE (L

EREE

177 =) 45 7% R ##h B B3Rl K
EmRFBFFER




BRI ENBE

R - BUETENE - ESEEEE AR




SEESEREZNERZEZESFIA

DU i 2 e A AR B e I B BRI B 22558 > S e e o ol
FEANARHIEZOK - e (it 8 2N [ 5 2 B e AT I GRS R il

(Membership expansion)
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NCEH 2 B EH, (Increasing cybersecurity awareness of both members and

their vendors)

& NER BN S 2 B R e T & ZeRE 77 FraliE A HIE%E)l (Add more
resource to enhance members’ cyber threat defense capability, especially for
personnel training)
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| UK 2017/5/12 Taiwan 2019/8/29 | Germany 2020/9/18 Taiwan 2020~now

Blackmail

Action

Motivation

Victims

Affected

Weakness

Lesson

Blackmail, WannaCry
Financial

80/236 trusts, 603
organizations

Cancel 20000 hospital
appointments and
procedures, close 5
emergency units

MS-Windows version
and upgrade

Target of
Modernization

Blackmail, WannaCry
deriver

Financial

38 hospitals (66 was

said but unverified)

None reported

Official: VPN management,
assets management
Individual: Weak code,
remote services

Scope of ISMS, Policy of EEC

Blackmail
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None reported
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