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telegram.org ~ BEEEERE
Telegram Messenger
Telegram messages are heavily encrypted and can self-destruct. Synced. Telegram lets you

access your chats from multiple devices.
Telegram Applications - Telegram Desktop - Telegram APls - Telegram for macOS

Drop files
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Download Fake Telegram

Fake Teleg ram
Official Website
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Q) setup.exe . KA

gbcoredll 021113 TF o Ki

chwd2.dat 202010427 T 33 KB

C:wser\public\Download\setup.exe — Normal Telegram programe | == SRS el s
Seneerexs 201710426 T F 05:32 30 KB

C:lwser\public\Download\server.exe — Normal Tencent programe (Hide)

(gbclient exe)

C:\user\public\Download\gbcore.dll — Malicious dil (Hide)
(AudiovideoMgr dil}

Ciuser\public\Download\cfwd2 . dat — Malicious data (Hide)
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Record date
2021/9/24
2021/9/24
2021/9/25
2021/9/29
2021/10/8
2021/10/8
2021/10/9
2021/10/13
2021/10/13
2021/10/20

Create date

2021/9/22 telegerns[.Jcom
2021/9/23  zh[.]Jtele2021[.]Jcom
2021/9/24 teleglm[.]Jcom
2021/9/27 telenewcc[.]Jcom
2021/10/6  wwwl[.]telegramlll[.]Jcom
2021/10/8 telergems[.Jcom
2021/10/8 teeldown[.Jcom

2021/10/12 teledai[.]Jcom
2021/10/13 telegramlia[.]Jcom
2021/10/16 telezhcn[.]Jcom
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©
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4 Automation =
% Settings
=
v EEIPAN — e Network | i Web Security Content Gateway
I htiz h & System O > Name test-external-iplist-1
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ol ?e - *pa Objact Comment B Policy &Objects > Monitor | Configure
hittg| & Security Profles N o Resource name will appear a:
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Fields delimiter: : .

HTTP Scheduled Update HTTP Proxy Server Port

Tvpe: | IP Address

HTTPS 8080 + Specifies the p
Fields to column number mappings

=73 Content Routing ~

Value: = 1 Name: =

: v - : [?1 Security -
Severity: #

Secondary HTTP Proxy Server Ports

Paloalto External Dynamic List
Checkpoint External Indicator
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I0C Matching 1&&LE¥] | Lateral Movement | Suspicious Finding &t &1

TOP-1010C Matched C ies (| 1D

122  MawareREREEZRE

malware - category
TOP-10 Threat Categories (Timeline) by Count (D) Bas 10C: TOP-10 10C categories

| @ malware @® malware

Count

=

[

| | LW Lk

2022-03-1100:00 2022-03-15 00:00 2022-03-19 00:00 2022-03-23 00:00 2022-03-27 00:00 2022-03-3100:00 2022-04-05 00:00
imestamp

TOP-1010C Matches || TOP-10 10C Matches IPs (by count) (D

Threat Sco Matched IP Categories Matched Count Matched IP Categories Matched Count -
70 1726716681 malwara 4 Others malware 36
70 104.21.58.66 malware 3 1031.22013 malware 21

42192.84.88 malware 1 60.249.45.238 malware 19

104.21.27165 malware 2

10317867 malware 1z
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TOP-10 10C Matches IPs (by score) ©

Threat Score

70

Export;
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Matched IP Categories

1726716811 malware

“w& Formatted & TOP-10 Src/Dest IPs by I0C Matches(®

Source Destination
172.67.168.11 152.168.189.244
192.168.189.244 172.67.168.11

20220309 00 00

“1%(2)

Matched Count

a
Category Threat Score
malware 70
malware 70

Export: & Formatted & TOP-10 NetFlow Traffic (Source IP) & 10C ©

202243130000

220317 0000 20220321 0000
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202203250000 2022.03.29 0000 02204010000 20220805000
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NetFlow: TOP-10 Source / Destination Ports by Traffic

&
~

@,

o

NetFlow: TOP-10 Source / Destination IP Addresses by Traffic

@ 12,8304 @ 192.168.189.244
\““ @ 12,805 ‘““ ® 192.168.189.231
\\ @ 12,802 \ @ 192.168.189.233
‘\‘“ @ 12,807 “ @ 192.168.189.236
® 12,808 @ 192.168.189.232
@ 554 @ 192.168.189.235
@ 25473 ® 192.168.189.234
® 12,308 ® 192.168.189.237
® 24,267 @ 558.97144.214

® 25461

@ 24,262

@ 25467

AES ~ =OERT DN

NetFlow: Conversation Partners

Source - Destination Bytes Packets Flow Records
192.168.189.244 58.97.144.214 36B 1 1
192.168.189.244 192.168.188.237 4.5KB 96 83
192.168.189.244 192.168.188.234 5.2KB m 89
192.168.189.244 192.168.189.235 10.8KB 234 128
192.168.189.244 192.168.189.232 13.6KB 280 132
192.168.189.244 192.168.189.236 24.6KB 532 10
192.168.189.244 192.168.188.233 27.3KB 596 105
192.168.189.244 192.168.188.231 30KB B65 90
192.168.189.237 192.168.189.244 35.2KB 174 n3
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Classification Name Count + Event Name Count ~
insite network access aQ 5754 inside 5,754
A Network Trojan was detected 156 ET INFO Ja| glized Data via vulnerable client 78
Attempted Information Leak 38 ET INFO Java Serialized Data 78
Potentially Bad Traffic 23 GPL SCAN webtrends scanner 38
ET POLICY Vulnerable Java Version 1.8.x Detected 23

e _

E S = /= a3h
NAD : Topology for Network Activities(IPv4) ® E-I- *ﬁ EE IEL‘:—E\ 217 E’ ¥’¥ ﬁﬁk

192.166.189.236
192158.139.235 L ] 539?1.44214

AZ EREA HETTIAVASS RIS EM T
% - olBE= ¥ Log4) I3 Rh A I EE

192.168.189.254 192.162.189.233
] ®

192 168.189 232 192 168,189 255
® 192.15&..1&3.2-14 [ ]

172.17.200.121 192.168.0.99
L L]

N 192.168.189.231 192 168,189 237
[ ] [ ]
142 168 1391824168 189 241
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