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In-memory 
Execution

Windows OS [1]
Win 8 uninstalled

LotL (Living-off-the-land) 

.NET framework 4.8 AMSI [2]
Assembly.Load() AMSI

[1] https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/versions-and-dependencies
[2] https://web.archive.org/web/20210402102452/https://docs.microsoft.com/en-us/dotnet/framework/whats-new/#common-language-runtime
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[1] https://github.com/Flangvik/SharpCollection

.NET framework features

heavily obfuscated 

host Windows [1]
AD
ADFS
ADCS
IIS

C# F# VB

powershell

.NET framework 
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15[1] https://mitre-attack.github.io/attack-navigator/
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.NET data source 

Attack Space

Reflective 
Code 

Loading

logon Registry

Process 
Create Native 

API
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Module Load
OS API Execution
Script Execution && ETW
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21[1] https://mitre-attack.github.io/attack-navigator/
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data source attack space 

Attack Space

logon Registry

Process 
Create

Native 
APIReflective 

Code 
Loading

ETW
.NET 

Runtime
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Windows telemetry 
Windows event log
Sysmon
ETW

event 

data source 
data source
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Event Tracing for Windows
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ETW Windows 2000 Windows 

[1] https://docs.microsoft.com/zh-tw/windows-hardware/test/weg/instrumenting-your-code-with-etw
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ETW
EDR log 

ETW event OS [1]
provider

Microsoft-Windows-DotNETRuntime
Microsoft-Windows-WinRM
Microsoft-Windows-WMI
Microsoft-Windows-OfflineFiles
Microsoft-Windows-Kernel-Registry

[1] https://github.com/jdu2600/Windows10EtwEvents/tree/master/manifest
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ETW
EDR log 

ETW event OS [1]
provider

Microsoft-Windows-DotNETRuntime
Microsoft-Windows-WinRM
Microsoft-Windows-WMI
Microsoft-Windows-OfflineFiles
Microsoft-Windows-Kernel-Registry

[1] https://github.com/jdu2600/Windows10EtwEvents/tree/master/manifest
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process load assembly
process load assembly

function call
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assembly [1]

public key token [2]
malicious DLL 

Name Value

Microsoft.ActiveDirectory.Management

3tm7nr3i63qarneu

3tm7nr3j8kfiws6i4

NULL

[1] https://docs.microsoft.com/en-us/dotnet/api/
[2] https://docs.microsoft.com/en-us/dynamics-nav/how-to--determine-the-public-key-token-of-the-windows-client-control-add-in-and-.net-framework-assembly

The public key token is a unique 16-character key that 
is given to the assembly when it is built and signed in 
Microsoft Visual Studio. 
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Process API 

Process behavior
File R/W
Registry
WMI
Network connection

Process function obfuscated



CyCraft Proprietary and Confidential Information CyCraft Proprietary and Confidential Information

API Map to Technique

34

process API 

[1] MITRE, “Keylogging”, https://attack.mitre.org/techniques/T1056/001/



CyCraft Proprietary and Confidential Information CyCraft Proprietary and Confidential Information

API Map to Technique

35[1] MITRE, “Keylogging”, https://attack.mitre.org/techniques/T1056/001/

OS API Execution

SetWindowsHook GetKeyState GetAsyncKeyState

process API 
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assembly

process function

obfuscated 
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obfuscated functions
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OpenSCManager

OpenService

Load Assembly

Function Call

System.Activities.Presentation

PresentationCache, PublicKeyToken=null

ServiceManager

.NET API 
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Sleep check_sleep_acceleration

debugger CheckRemoteDebuggerPresent

anti sandbox 
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ExecQueryWmi

Load Assembly Defender, PublicKeyToken=null
LoadPlug, PublicKeyToken=null

Function Call

Massive ProtoBuf related function calls
Quasar RAT source code using Protobuf;
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GetExtendedTcpTable

ISWindowsServiceInstalled

timer1_Tick

get_RemotePort

GetTable

Load Assembly DoCheck, PublicKeyToken=null

Function Call

function service 
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Binary ATT&CK ID Techniques

Presentation
Cache

T1622 Debugger Evasion

T1497.003 Virtualization/Sandbox Evasion

T1543 Create or Modify System Process

T1027 Obfuscated Files or Information

T1569.002 Service Execution

x86 T1047 Windows Management Instrumentation

DogCheck T1082 System Information Discovery



CyCraft Proprietary and Confidential Information48

( )

data source

data source
attack space coverage

EDR .NET malware
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ETW

.NET 

log


