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Microsoft Exchange servers increasingly hacked with IIS backdoors

By Sergiu Gatlan July 26, 2022

2622

Microsoft says attackers increasingly use malicious Internet Information Services (IIS) web server

Analysis: Abuse g¢i .N T fedtures fogcor pilindimalicious
programs

EMarch 12 gcurity

The .NET framework, a software development framework created by Microsoft and is now a built-in component of
Windows, includes components that enable developers to compile and execute C# source code during runtime. This
allows programs to update or load modules without having to restart.

While the .NET framework is originally intended to help software engineers, cybercriminals have found a way to
abuse its features to compile and execute malware on the fly. Recently, we discovered several kinds of malware,
such as LokiBot (detected by Trend micro as Trojan.Win32.LOKI), utilizing this technique. This particular LokiBot
variant disguises itself as a fake game launcher to trick users into downloading the malware into their machines and
drops a compiled C# code into the system.

extensions to backdoor unpatched Exchange servers as they have lower detection rates compared to web
shells.

Because they're hidden deep inside the compromised servers and often very hard to detect being
installed in the exact location and using the same structure as legitimate modules, they provide attackers'
with a perfect and durable persistence mechanism.
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'IceApple’ Post-Exploitation Framework Created

for Long-Running Operations

By Ionut Arghire on May 13, 2022

ss

CrowdStrike has detailed a new post-exploitation framework that could be the work of a

state-sponsored threat actor, one likely linked to China.

Dubbed IceApple and targeting Microsaft Exchange servers, the framework is an in-memory-

only tool designed #* cvau detect’ .1 anc arovide® ong-v ne acgd 510 o > compromised

environments. The iramew¢ Kk cal ilso run. n Intcrnet Inf ‘mation Servil s (I1IS) web server

software.

CrowdStrike’s researck’ i's have bl 'n tracki ! lceApp’ since late 20° |, with the observed
attacks spanning acs’ s the techne gy, ar demics d gdovernmep’ sectors in multiple
deographies. The coocivoaactivity, tio,say, aligie vvia <iina’swicinaaon gathering
interests.

IceApple, the researchers note, is a highly sophisticated IIS post-exploitation framework
focused on increasing an adversary’s visibility of the target environment, without offering
exploitation or lateral movement capabilities.

[ READ: Super-Stealthy 'Daxin’ Backdoor Linked to Chinese Threat Actor ]

To date, the researchers have identified 18 different IceApple modules that offer various
types of functionality, and also observed that the framework is under active development
and that the modules are constantly updated.

MNCYCANFT

Microsoft Describes 'MagicWeb' Attacks Using Active
Directory Federation Services

By Kurt Mackie | 08/25/2022

Microsoft on Wednesday described '"MagicWeb" attacks
by an advanced persistent threat group called
""Nobelium," advising organizations using Active
Directory Federation Services (ADFS) to take hardening
steps.

Nobelium is Microsoft's name for attackers thought to be

associated with Russia® .oua a year 70 o, v. rosoftd’ .

called this group "Soivrigate, with he nam arisiig

from a supply-chain compra’ iise o SolarWir s' Orion sa’ ware. That ¢/ apromise led to
widespread espionage tapt on Exchl a1ge Onli' » e-maild around the g ve. At that time, ADFS
was one of the technols ies getting i rgeted y this< tack group f« zain access to Exchange
Online e-mails.

ADFS is a Windows Server role used by organizations for connecting with apps and services
using single sign-on access. It enables federation trusts, where the identity aspects get
managed locally in organizations, per Microsoft's documentation description.

The MagicWeb attack approach is a newly discovered attack method that leverages ADFS, but
it isn't associated with a supply-chain compromise of software. Instead, MagicWeb is a
"post-compromise capability" that's just available to attackers after they've obtained
""highly privileged" credentialed access, explained the announcement by the Microsoft
Threat Intelligence Center, the Microsoft Detection and Response Team, and the Microsoft
365 Defender Research Team.
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.NET Framework I§5|E2Z 456

> KEF4 Windows OS REE [1]
> Win 8 & 8e#Z uninstalled

>R ERAHIEETHEMBE
> LotL (Living-off-the-land)

> TERANEM » EIBFERE D
> NET framework 4.8 il A AMSI [2]
> 1EBAR 2 A1 > AI&3E Assembly.Load() B Z 418 AMSI

N — [1] https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/versions-and-dependencies
I\\C YCRINF7 [2] https://web.archive.org/web/20210402102452/https://docs.microsoft.com/en-us/dotnet/framework/whats-new/#common-language-runtime
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.NET Malware

>FJHB .NET framework features » /0 INEZ THEH

> N H K FiEB heavily obfuscated #ZEEFFEE{E A
> ERHIRE BN ES

>PRT X host LAY » thEIHEE Windows IRIEHE BRIARTS [1]

> AD
> ADFS .NET framework
TS c# | [ F# | [ VB
> IS

powershell

/\\ CYCRIN\FT [1] https://github.com/Flangvik/SharpCollection
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> fE¢H data source TJEERAIKEETF %

logon

Registry

Process
Create
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AJER BB ETFE [1]

Privilege Credential Lateral Command and
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
9 techniques 10 techniques 18 techniques 13 techniques 34 techniques 15 techniques 25 techniques 9 techniques 15 techniques 16 techniques 8 techniques 13 techniques
Drive-by Command and Account Abuse Elevation Abuse Elev. ontrol Adversar he- Exploitation of Adversary-in-the- Application Layer Automated Account Access
Compromi Scripting Manipulation Control Mechanism Middle Remote Services Middle Protocol Exfiltration Removal
Interpreter Mechanism Application Window
Exploit Public- Access Token Brute Force Discovery Internal Archive Collected Communication Data Transfer
Facing Application on for Client Access Token Manipulation Spearphishing Data Through Size Limits
Boot or Logon Manipulation Credentials from Browser Bookm. Removable Media Data Encrypted for
External Remote Autostart Password Discovery Lateral Tool Audio Capture Exfiltration Over Impact
Service Execution Boot or Logon Stores Transfer Data Encoding ,,, l| Alternative
Autostart Automated Protocol , ., Data
Hardware Boot or Logon Execution Exploitation for Remote Service Collection Data Manipulation , .,
Additions Native API Initialization Decbfuscate/Decod Credential Access Session Obfuscation , ., Exfiltration Over
Scripts Boot or Logon Files or Information Browser Session C2 Channel Defacement -,
Phishing ., I Scheduled Initialization Forced File and to Hijacking Dynamic
Task/Job Scripts Direct Volume Access Authentication Discovery Resolution -, Exfiltration Over Disk Wipe
Clipboard Data Other Network
Through Shared Modules Compromise Client Domain Policy Encrypted Medium ;) Endpoint Denial of

Removable Media

Software Deployment
Supply Chain Tools
Compromise ., :

System Services

Windows
Management
Instrumentation

Trusted
Relationship

Valid Accounts
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Software Binary

Create Account

Create or Mod

System Proces
gered

xternal Remote
Services

on

Medify
Authentication
Process

Office A
Startup

Pre-OS Boot 03

Scheduled

Create or Mod iain P
System Process Modification .,

Domain Policy
Modification .,

Execution Guardrails

Exploitation for Defense
Evasion

File and Directory
Permissions
Modification

Hide Artifacts

Hijack
Flow

Impair Defenses
Indicator Removal on
Host

Indirect Command
Execu

Masquerading ., I
(o]

Escape to Host

Event Triggered
Execution

Exploitation for
Privilege Escalation

k Execution
Flow

ecution

Process

Injection , .,
Scheduled
Task/Job

Valid Accounts

MOodTv A e |

[1] https://mitre-attack.github.io/attack-navigator/

Forge Web
Credentials
Input
Capture

Modify
Authentication
Process

Multi-Factor
Authentication
Interception

Multi-Factor
Authentication
Request
Generation

Network Sniffing

OS Credential
Dumping

Steal or Forge
Kerberos
Tickets

Network Service
Discovery

Network Share Discovery
Network Sniffing

Password P
Discovery

Peripheral Device
Discovery

P
Discovery

Query Registry

Remote System
Discovery

Software Discovery I

em QrMmatio

Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material

Data from
Information
Repositories

Channel o)

Fallback Channels

Data from Local Ingress Tool
System Transfer
Data from Multi-Stage
Network Shared Channels
Drive

Non-Application
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Port

Email
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Screen Capture

Protocol
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Video Capture
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Remote Access
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Transfer
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Pre-OS Boot .,

ogue Domain
Controller

Rootkit
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Template Injection
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Execution
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Evasion
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logon Registry

Reflective

Code
Process | Loading
Create
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Reflective Code Loading

Adversaries may reflectively load code into a process in order to conceal the execution of malicious payloads.
Reflective loading involves allocating then executing payloads directly within the memory of the process, vice
creating a thread or process backed by a file path on disk. Reflectively loaded payloads may be compiled

binaries, anonymous files (only present in RAM), or just snubs of fileless executable code (ex: position-

independent shellcode).MM2IEIA4IS]

Reflective code injection is very similar to Process Injection except that the "injection" loads code into the
processes’ own memory instead of that of a separate process. Reflective loading may evade process-based
detections since the execution of the arbitrary code may be masked within a legitimate or otherwise benign
process. Reflectively loading payloads directly into memory may also avoid creating files or other artifacts on

disk, while also enabling malware to keep these payloads encrypted (or otherwise obfuscated) until execution.
(4]

Detection

D Data Source Data Component  Detects

Monitor for artifacts of abnormal process execution. For example, a common signature related to reflective code loading on
Windows is mechanisms related to the .NET Common Language Runtime (CLR) - such as mscor.dll, mscoree.dll, and cir.dll -
- loading into abnormal processes (such as notepad.exe)

Monitor for code artifacts associated with reflectively loading code, such as the abuse of .NET functions such as
Assembly. and Native API functions such as create e , memfd eate() , execve () , and/or execveat

Similarly, AMSI / ETW traces can be used to identify signs of arbitrary code execution from within the memory of potentially
compromised processes

raft Proprietary and C
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Reflective Code Loading

Adversaries may reflectively load code into a process in order to conceal the execution of malicious payloads.
Reflective loading involves allocating then executing payloads directly within the memory of the process, vice
creating a thread or process backed by a file path on disk. Reflectively loaded payloads may be compiled
binaries, anonymous files (on\y present in RAM), or just snubs of fileless executable code (ex: position-

independent shellcode).! i

Reflective code injection is very similar to Process Injection except that the "injection" loads code into the
processes’ own memory instead of that of a separate process. Reflective loading may evade process-based
detections since the execution of the arbitrary code may be masked within a legitimate or otherwise benign

process. Reflectively loading payloads directly into memory may also avoid creating files or other artifacts on

disk, while also enabling malware to keep these payloads encrypted (or otherwise obfuscated) until execution.?!
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AJER BB ETFE [1]

Privil Credential Lateral Command and
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
9 techniques 10 techniques 18 techniques 13 techniques 34 techniques 15 techniques 25 techniques 9 techniques 15 techniques 16 techniques 8 techniques 13 techniques
Drive-by Command and Account Abuse Elevation Abuse Elevation Control Adversary-in-the- ' Account Discovery , -, Exploitation of Adversary-in-the- Application Layer Automated j Account Access
Compromise Scripting Manipulation , ., Control Mechanlsm Middle -, — Remote Services Middle ., Protocol , ,, Exfiltration Removal
Interpreter : Mechanism — Applicati indow e
Exploit Public- BITS Jobs Brute Force ., Discovery Internal Communication Data Transfer Data Destruction
Facing Application Exploitation for Client Access T Manipulation - Spearphishing Data Through Size Limits
Execution Boot or Logon Credentials from Browser Bookmark Removable Media Data Encrypted for
External Remote Autostart BITS Jobs Password Discovery Lateral Tool Aud\o Captme Exfiltration Over Impact
Services Inter-Process Execution Boot or Logon Stores Transfer Data Encoding ., Il Alternative
Communication Autostart Debuggm Evaswon - | Protocol -,
Hardware Boot or Logon Execution Exploitation for Remote Service Collec Data — Manipula
Additions Initialization Deobfuscate/ Decode Credential Access Session Obfuscation 0/3) Exfiltration Over
Scripts ;) Boot or Logon Fl\es or Information Hijacking Browser Session — C2 Channel Defacement -,
Phishing , ., Scheduled - Initialization Forced File and Directory o Hijacking Dynamic e
: Task/Job , . Browser Extensions  Scripts ., Direct Volume Access Authentication Discovery Remote Resolution ., Exfiltration Over Disk Wipe .,
Replication — Services " Other Network -
Through Shared Modules Compromise Client  [SEEIERTRVIeTe[13Y Domain Policy Forge Web Encrypted Medium . Endpoint Denial of
Removable Media Software Binary System Process Modification -, Credentials -, Replication Data from Channel , ., — Service .,
Software Deployment — Network Service Through Information — Exfiltration Over
Supply Chain Tools Create Account Domain Policy Execution Guardrails ., Input Discovery Removable Repositories Fallback Channels Physical Firmware Corruption
Compromise -, Modification ., Capture Media - Medium .,
— System Services ., Create or Modify - Exploitation for Defense Data from Local Ingress Tool — Inhibit System
Trusted Evasion Modify Software System Transfer Exfiltration Over Recovery
Relationship User Execution -, Authentication Network Sniffing Deployment Web Service -,
: File and Directory Process Tools Data from Multi-Stage : Network Denial of
Valid Accounts , -, Il Windows Permissions Password Policy Network Shared Channels Scheduled Service -,
— Management Modification Multi-Factor Discovery Taint Shared Drive Transfer
Instrumentation Extemal Remote Exploitation for Authentication Content Non-Application Resource Hijacking
Services Privilege Escalation Hlde Artifacts Interception heral Device Data from Layer Protocol
Discovery Use Alternate Removable Media
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Authentication
Process

on ijack Execution
Flow

Office Application
Startup
Pre-OS Boot

Scheduled
Task/Job ... ..

Huack Exec!
Flow

Impau Defenses

Indlcator Removal on
st

Indirect Command
Execution

ocess
Injection

Scheduled
Task/Job .,

Valid Accounts ; -,

Masquerading , .,

Modify Authentication

[1] https://mitre-attack.github.io/attack-navigator/

Multi-Factor
Authentication
Request
Generation

Permission Groups
Discovery -,

Query Registry

Remote System
Discovery

Network Sniffing

OS Credential

Steal or Forge
Kerberos
Tickets .

Svstem Information

Software Discovery I

Authentication
Material -,

Data Staged , -,

Email
Collection ; -,

Input Capture

Screen Capture
Video Capture
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Port

Protocol
Tunneling
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Remote Access

Software
Traffic

Signaling

System
Shutdown/Reboot
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4238 Telemetry

>Windows F BB telemetry #8855 R LUAEE

>Windows event log
> Sysmon
>ETW

>INEEDIRFERA event B » B RASE & R PEEN{EHEEIR
> IBEEERIFIE BRIt EEM
>i@121ﬂ]¥5$— data source BZ B INEBE &R
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ETW f&7T [1]

>ETW £ Windows 2000 5| A
MBI A I
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o

2 Windows F

ETW Architecture

Control
Controller A

Data Flow ————————p-

Enable/Disable Session Control

Windows Kernel

Event Tracing Sessions

Session 1 Sessmn 2 Session 64
' ' R ' -

Buffer Bu ffer Bu ffer

Events :

Events Logged Events

[1] https://docs.microsoft.com/zh-tw/windows-hardware/test/weg/instrumenting-your-code-with-etw

rd
Luml
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ETW 7T

SETW B

NI Em 54l B AT 20 A5

> B2 EDR EER log K&

>ETW event 1T&Z1E OS FrAFELEMERE [1]
A S B A BASIE A provider

Microsoft-Windows-DotNETRuntime
Microsoft-Windows-WinRM
Microsoft-Windows-WMI
Microsoft-Windows-OfflineFiles
Microsoft-Windows-Kernel-Registry

l\\ CYCRN\F 7 [1] https://github.com/jdu2600/Windows10EtwEvents/tree/master/manifest



ETW 7T

>ETW BEl3E % sF4H B rl S5 B
> X7 EDR EEH log KR

>ETW event 7 %@ OS IrABLLEMERE [1]
> AlE @IS TSI BAEAEH provider

Microsoft-Windows-DotNETRuntime

l\\ CYCRN\F 7 [1] https://github.com/jdu2600/Windows10EtwEvents/tree/master/manifest



ETW .NET Runtime Event

>#H2%2 process load MLt assembly
> IE® process &7 load AJ&EHY assembly

> ¥B%% function call ERfLEITA
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The public key token is a unique 16-character key that

Load Assem bly is given to the assembly when it is built and signed in

Microsoft Visual Studio.

> BB ARFBEHALGE assembly [1]
>SEHRITHFHEER public key token [2]
> BB malicious DLL € HERARHERE

3tm/nr3i63garneu

Microsoft.ActiveDirectory.Management 3tm7/nr3j8kfiws6i4

NULL

\ N o [1] https://docs.microsoft.com/en-us/dotnet/api/
Fa\ CYCRNF7 [2] https://docs.microsoft.com/en-us/dynamics-nav/how-to--determine-the-public-key-token-of-the-windows-client-control-add-in-and-.net-framework-assembly 32
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>Process &

> File R/IW
> Registry
> WMI

> Network connection
>Process function @& A obfuscated
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API Map to Technique

>¥H2% process {E AN APl EEHEIE—TRBRESF,;

Input Capture: Keylogging
Other sub-techniques of Input Capture (4)

Adversaries may log user keystrokes to intercept credentials as the user types them. Keylogging is likely to be
used to acquire credentials for new access opportunities when OS Credential Dumping efforts are not effective,
and may require an adversary to intercept keystrokes on a system for a substantial period of time before

credentials can be successfully captured.

Detection

ID Data Source Data Component

DS0027 Driver Driver Load
DS0009 Process 0S API Execution

DS0024 Windows Registry Windows Registry Key Modification

PN

ID: T1056.001
Sub-technique of: T1056
(D Tactics: Collection, Credential Access
(D Platforms: Linux, Network, Windows, macOS

(1) Permissions Required: Administrator,

Keyloggers may take many forms, possibly |nvoIV|ng modification to the Registry and installation of a driver, setting a hook, or polling to intercept keystrokes. Commonly
used API calls include setwi sHe ate, and nckK ate [ Monitor the Registry and file system

for common keylogging API calls. API calls alone are not an indicator of keylogglng but may provide behavioral data that is useful when combined with other information
such as new files written to disk and unusual processes.

A\ CYCR/N\F 7 [1] MITRE, “Keylogging”, https://attack.mitre.org/techniques/T1056/001/

for such changes, monitor driver installs, and look

CyCraft Proprietary
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API Map to Technique

>¥R%2 process M APl EEHERIHE —TEKE

Input Capture: Keylogging

Other sub-techniques of Input Capture (4)

ID: T1056.001

Adversaries may log user keystrokes to intercept credentials as the user types them. Keylogging is likely to be Sub-technique of: T1056

used to acquire credentials for new access opportunities when OS Credential Dumping efforts are not effective, (D Tactics: C

and may require an adversary to intercept keystrokes on a system for a substantial period of time before Platforms: Linux, Network, Windows, mac0S

credentials can be successfully captured. (1) Permissions Required: Administrator,

Data Source Data Component

Driver

REUISTY REY MIOUTNCatiur

l\\ CYCRN\F 7 [11 MITRE, “Keylogging”, https://attack.mitre.org/techniques/T1056/001/
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TA410

> B EIHAEH obfuscated functions

MNCYCANFT

Load

PresentationCache.exe

PresentationFrom.dll

PresentationStatic.dll

FontCache4.0.0.0
(PresentationCache.exe -s)

Donut Loader
Download

Shellcode X86.hin
(Quasar RAT)

Inject

iexplore.exe /
msiexec.exe

Donut Loader
DogCheck.bin

Inject

svchost.exe [/ winlogon.exe

CYCANFT
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TA410

FontCache4.0.0.0
(PresentationCache.exe -s)

e R | ar
dowon.microsofts.top
' 4.75.91
5.196.120

PresentationCache.exe

Donut Loader
Download

Shellcode x86.bin
(Quasar RAT) cache.mi

Inject cahe.mic

PresentationFrom.dll

PresentationStatic.dll
iexplore.exe /

msiexec.exe

Download
Shellcode

Donut Loader
DogCheck.bin

Inject

svchost.exe / winlogon.exe

CYVCRNF 7
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Presentation Cache

>EG B NET API #81MY

PresentationCache, PublicKeyToken=null

System.Activities.Presentation

OpenSCManager
OpensService

ServiceManager

MNCYCANFT
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Presentation Cache

>4 anti sandbox &l

Sleep check_sleep_acceleration
1% & debugger CheckRemoteDebuggerPresent

MNCYCANFT
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MNCYCARNFT

PresentationCache.exe

PresentationFrom.dll

PresentationStatic.dll

FontCache4.0.0.0
(PresentationCache.exe -s)

Downloat
Shellcodd

Inject

iexplore.exe /

msiexec.exe
Download

Shellcode
Donut Loader

DogCheck.bin

Inject

svchost.exe / winlogon.exe

CYVCRNF 7
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X86

>Massive ProtoBuf related function calls
> £ Quasar RAT source code 1 A[LAZEIR using Protobuf;

Defender, PublicKeyToken=null
LoadPlug, PublicKeyToken=null

MNCYCANFT
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TA410

FontCache4.0.0.0

PresentationCache.exe (PresentationCache.exe -s)

Donut Loader
Download

Shellcode ¥86.bin
(Quasar RAT) cache.micros

Inject cahe.micros

PresentationFrom.dll

PresentationStatic.dll
iexplore.exe /

msiexec.exe
Download

Shellcode
Donut Lc
DogCheck.bin

Inject

svchost.exe / winlogon.exe

MNCYCRNFT
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DogCheck

>1E function AR E service BARAKT

MNCYCANFT

DoCheck, PublicKeyToken=null

GetExtendedTcpTable
ISWindowsServicelnstalled
timer1_Tick
get_RemotePort

GetTable
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1% Function HFEZ| ATT&CK
Binary  ATT&CKID Techniques

11622 Debugger Evasion
T1497.003  Virtualization/Sandbox Evasion
£ SIS 11543 Create or Modify System Process
Cache
T1027 Obfuscated Files or Information
T1569.002  Service Execution
X86 11047 Windows Management Instrumentation
DogCheck  T1082 System Information Discovery

MNCYCANFT
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