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HITCON PEACE 2022
HITCON YouTube

Blue Team Summit 2022
10/04 Online Free



CyCraft Proprietary and Confidential Information5

–

UCCU Hacker 

BlackHat
HITB
HITCON
CodeBlue
…

Windows Security



CyCraft Proprietary and Confidential Information6

/

To The Cloud
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: SQL Server SPN

AD
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( Extended Right)

Domain Users SharePoint

All Extended Right

Extended Right Example Description
Change Password

{ab721a53-1e2f-11d0-9819-00aa0040529b}
Permits changing password on user account.

Reset Password
{00299570-246d-11d0-a768-00aa006e0529}

Permits reseting password on user account.

Receive As
{ab721a56-1e2f-11d0-9819-00aa0040529b}

Exchange right: allows receiving mail as a given mailbox.

Send As
{ab721a54-1e2f-11d0-9819-00aa0040529b}

Exchange right: allows sending mail as the mailbox.



CyCraft Proprietary and Confidential InformationCyCraft Proprietary and Confidential Information

– ( )

10

LAPS 

Domain Users SharePoint

Read Admin Password
LAPS

All Extended Right=

( Extended Right)
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Kiwi credit: afitrose
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Credential Dumping/Relay Auth
AD

AD
(e.g. )

RDP, WINRM, Network Sharee Access

15
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Relay Auth

KrbRelay (Kerberos relay)

RemotePotato0 (NTLM relay)

Lsarelayx (NTLM relay + Downgrade)

Cached Credentials

Mimikatz (Ticket/Hash)

Rubeus (Ticket)

mscash
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Relay Auth

KrbRelay (Kerberos relay)

RemotePotato0 (NTLM relay)

Lsarelayx (NTLM relay + Downgrade)

Cached Credentials

Mimikatz (Ticket/Hash)

Rubeus (Ticket)

mscash

Lsass

network 
logon 

Session 
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Demo
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Jul017PWD!

Store Hash
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TPM

TPM Store Private Key

Store User 

Public Key
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: https://posts.specterops.io/

AD CSmsDS-KeyCredentialLink
User 

Kerberos PKINIT
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: Shadow Credentials

Public Key

:
Domain Functional Level Windows Server 2016 or above
DC Key Pair (e.g. ADCS or CA )

msDS-KeyCredentialLink
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: Shadow Credentials

msDS-KeyCredentialLink
Active Directory Public Key 

User/Computer 

32

“ "

Reset Password
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: Shadow Credentials

msDS-KeyCredentialLink
Active Directory Public Key 

User/Computer 

33

從此不用修改密碼

“ "

Reset Password

Add  msDS-KeyCredentialLink
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msDS-KeyCredentialLink
Windows Server 2016 

Win7 
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(ADCS)

User/Computer Persistence
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: https://posts.specterops.io/

AD CSmsDS-KeyCredentialLink
User 

Kerberos PKINIT
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ADCS 

Active Directory Certificate Services (AD CS) 

public key infrastructure (PKI) 

:
(CA)

OCSP

…
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ADCS

Computer

User
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/

User/Computer Persistence
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msDS-KeyCredentialLink

ADCS
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To The Cloud



CyCraft Proprietary and Confidential Information

Hybrid 
Identity
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Federation
ADFS

AD with Cloud Sync
Password Hash Sync (PHS)

Pass-Through Authentication (PTA)

Other Cloud Platform
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Client Cloud ADFS

SAML 

SAML 

SAML Response

SAML Response
SAML Response KEY

KEY
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Client Cloud ADFS

ADFS Key 
SAML Response SAML Response

KEY

KEY KEY
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AD FS Key

https://o365blog.com/talks/Eight%20ways%20to%20compromise%20AD%20FS%20certificates.pdf
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Hybrid 
Identity
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Federation
ADFS

Azure AD Connect
Password Hash Sync (PHS)

Pass-Through Authentication (PTA)
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Azure AD Connect
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Azure AD Connect

Server Azure AD Connect 

MSOL_

SQL

PTA
PHS

AAD 
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Azure AD Connect - PTA



CyCraft Proprietary and Confidential Information51

PTA AD MSOL_

Azure AD Connect Agent
E.g. AADInternals AADIntPTASpy

Agent 

PTA 



CyCraft Proprietary and Confidential Information

Azure AD Connect - PHS
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Azure AD Connect – PHS + writeback
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PHS
AD MSOL_ DCSync
AAD Sync_

SQL Server AAD Connect SQL Express

PHS
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Azure 
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AWS Active Directory Connector
VPC 

Google Cloud Directory Sync
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Azure


