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Mon, October 3 Tue, October 4

>Blue Team Summit 2022 |
p 1 0/04 O nline Free Don't Relay Me: Empirically Diagnose Privilege Escalation

2:00 pm-2:45 pm PT

9:00 prm - 9:45 pm UTC via Active Directory Account Sighting

Shand-De "John" Jiang, Cybersecurity Researcher, CyCraft Technology

Gary Sun, Cybersecurity Researcher, CyCraft Technology

Show More
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FESERE = - F6 (51 A& FRYEERERR)

R AERaE:EE k23 HIHEFEET Rl % ( Extended Right) &1l

o o All Extended Right

2

Domain Users SharePoint

Extended Right Example Description

hange Password Permits changing password on user account

{ab721a53-1e2f-11d0-9819-002aa0040529b} '
Reset Password Permits reseting password on user account

{00299570-246d-11d0-a768-00aa006e0529} )

Receive As

{ab721a56-1e2f-11d0-9819-002a0040529b} Exchange right: allows receiving mail as a given mailbox.

{ab721a54-1e2f-11d0-9819-002a0040529b} Exchange right: allows sending mail as the mailbox.
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All Extended Right

LAPS
oo Read Admin Password E

Domain Users SharePoint
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2 Keyword Release date v

Windows I CVE v o e o

> Aug 15, 2022 3:00 PM Release Notes

> Aug 9, 2022 3:00 PM Release Notes
> Aug 5, 2022 3:00 PM Release Notes
> Jul 21, 2022 3:00 PM Release Notes
> Jul 12, 2022 3:00 PM Release Notes
> Jun 30, 2022 3:00 PM Release Notes
> Jun 24, 2022 3:00 PM Release Notes
> Jun 23, 2022 3:00 PM Release Notes

> Jun 14, 2022 3:00 PM Release Notes

> May 30, 2022 3:00 PM Release Notes
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Cached Credentials

> Mimikatz (Ticket/Hash)
> Rubeus (Ticket)

> mscash

Relay Auth

> KrbRelay (Kerberos relay)
> RemotePotatoO (NTLM relay)
> Lsarelayx (NTLM relay + Downgrade)
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> Mimikatz (Ticket/Hash) Lsass
> Rubeus (Ticket)

> mscash

& Session

e

Relay Auth
ES40 network
logon BYE A
el KR

> KrbRelay (Kerberos relay)
> RemotePotatoO (NTLM relay)

> Lsarelayx (NTLM relay + Downgrade)
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Your organization requires Windows Hello

What takes seconds to create and gives you fast and secure sign-in? A Windows Hello PIN! It only

works on your device, so it stays off the web.
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Kerberos PKINIT

msDS-KeyCredentialLink
1Z User E’J“E‘ﬁ%iﬁ

KDC

Client

Pre-authentication data containing the client's public key
and a timestamp encrypted with the client's private key

I I

| AS-REQ '

I <

| I

| | Public key verification against
| | msDS-KeyCredentialLink
| I I |

I

: : Timestamp decryption

| and verification

I

|

| AS-REP

<

1

AS-REP containing a TGT and a session key

L

#iB AD CS T
INCES L

. KDC
Client

Pre-authentication data containing the client's certificate
and a timestamp encrypted with the client's private key

o

| I

| AS-REQ '

I a

| I

| | Client certificate chain validation
| I

|

: : Timestamp decryption
| and verification

|

|

| AS-REP

¢

l

AS-REP containing a TGT and a session key

I
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> M BRIV EREE A T\ 0
>BEEFRK:

2 Y42 Shadow Credentials

925 A Public Key

> Domain Functional Level Windows Server 2016 or above
>DC EBCEH Key Pair (e.g. R 2R E ADCS or CA)
> IWEETE A msDS-KeyCredentialLink
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WEE N 48: Shadow Credentials

>E A msDS-KeyCredentialLink
> Active Directory F{#T% Public Key BIH# AL

> A User/Computer ®) ‘BARE O
o ‘ o
O Fromems O
o o

Reset Password
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WEE N 48: Shadow Credentials

>E A msDS-KeyCredentialLink
> Active Directory FR{#T% Public Key I 1L

>R User/Computer O  BARE

T F B

O
o o
O O
O Reset Bassword O
O O
o o

Add msDS-KeyCredentialLink
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Bir—1E/555EmsE (ADCS)

Windows Security X
Smart Card
Select a smart card device
Connect a smart card
.
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Client

Pre-authentication data containing the client's public key
and a timestamp encrypted with the client's private key

| I

| AS-REQ !

I >

| I

| | Public key verification against
| | msDS-KeyCredentialLink
| | I |
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: : Timestamp decryption

| and verification
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AS-REP containing a TGT and a session key
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Pre-authentication data containing the client's certificate
and a timestamp encrypted with the client's private key

Ve

I I

| AS-REQ !

I P

| I

| | Client certificate chain validation
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: : Timestamp decryption
I and verification
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I
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AS-REP containing a TGT and a session key
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>Active Directory Certificate Services (AD CS)
> BRI AERY public key infrastructure (PKI)
>IRED 7

> /REEIREEL(CA)
> SRR

>QOQCSP
> RS ERIEE
> ...
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User Credential Theft (1 year +)

Stealing existing user certificates capable of domain
authentication or actively requesting a new certificate
from a user’s context. Survives user password changes
and can be done without elevation or touching LSASS!

Machine Persistence (1 year +)

Stealing existing system certificates capable of domain
authentication or actively requesting a new certificate
from a system’s context, combined with resource-based
constrained delegation (or just S4U2Self). Survives
machine password changes and can be done without
touching LSASS!

Domain Escalation Paths

Misconfigured certificate templates that allow Subject
Alternative Name (SAN) specification, vulnerable
Certificate Request Agent templates, vulnerable template
ACLs, the EDITF_ATTRIBUTESUBJECTALTNAMEZ2 flag
being set, vulnerable CA permissions, or NTLM relay to
web enrollment endpoints.

Domain Persistence

Stealing the certificate authority’s private key and forging
“golden” certificates.

Ref: specterops
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>Federation
> ADFS

>AD with Cloud Sync
> Password Hash Sync (PHS)
> Pass-Through Authentication (PTA)
> Other Cloud Platform

Hybrid

Identity

MNCYCARNFT
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AD FS fii Key K&

AD FS attack graph

>  Export using MMC
‘ Yes

Priv key No )
> exportable? — >  Export using tool

| Custom

G Ceﬁﬁ?‘e LDAP Decrypt

Method? certificate

Managed Remote T

DCSync

B <O
T

.NET reflection

Access config DB

Method?

.NET reflection

L~  Access?

| Remote

Sync confi
y 9 Secureworks

https://0365blog.com/talks/Eight%20ways%20t0%20compromise%20AD%20FS%20certificates.pdf
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>Federation
> ADFS

Hybrid

>Azure AD Connect
> Password Hash Sync (PHS)
> Pass-Through Authentication (PTA)

Identity
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>Azure AD Connect

>Server £Z3E Azure AD Connect FEFRTET
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> ERsERT( -
>PTA
> PHS
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Azure AD Connect - PTA
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>BRE PTA EIUK » g AD € 43R MSOL_ BHEEMRR
REMFEY > BREREAK
>7E Azure AD Connect FRERYEHZEEEFT Agent
> E.g. AADInternals B AADINntPTASpy

> EBWERAN Agent B8 EEHE
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Azure AD Connect - PHS
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Azure AD Connect — PHS + writeback
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>EE PHS RIUE > FEeE i fE R

> #him AD & IR MSOL_ FEERSR ° A1 DCSync F& &

i R B

> i AAD BE I EiRiRSE Sync_ FIZERYIRSR > B{EE
RSB

> ZHETE SQL Server ° {83858 AAD Connect

i SQL Express

Azure AD Connect - PHS mode SQL

ACYCRANFT



>AWS Active Directory Connector
>3558 VPC HizE A B ERFHB IR
>{REEARTEMRIR Tﬁﬂﬁjﬁw b5

Azure LS

HFS0E ? >Google Cloud Directory Sync
SRERRS I (B Al 2s
>{REELIREFSHIAIARES ~ IRFBIRIR

MNCYCARNFT



NACYCRNFT

7

ER AT A8 A




EVERYTHING
STARTS FrROM
A§&ECURITY

“V«\\v .
N

/NN
= "WAA
v\/?&

A
/\ A\\L

AR

R 178

> FEH ¢ REEE IR T B HitimiRE SRR
> EREIRTF RIS R RERHRETIE » FR2

Azure
> IEINEGIIEE BB EETliaht
>fEHR | mBEBEP RS AR AGHARNIIEE
> BEHZERTEEE BHRIE HAR/RE
> PARH] | HERTBRVERMRE ~ ERBAEITEE

> EERSREAAND « ERBEREDIZNESEEE

MANCYCARNFT



