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Ransomware
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https://www.ithome.com.tw/news/137518
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Ransomware-as-a-Service (RaaS)
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Ransomware-as-a-Service (RaaS

day 9(0%) week

?Iasl client
16 min

54 min

1 hour(s)

1 hour(s)

‘2 hour(s)

RECENT VICTIMS

(5%

=
JC

) month 152 (14%) a11 1073 (100%)
test decrypt | ?dale client testfile

2200321
;2003?1
5170321

{17.0321

ENEaNE

By

&

ok we can try for the 25k in 12 hrs but is there a wallet to send payment?

& 16:24:20

19LHweCcWaYszq5JwdMXTyUywb3MTvC16

® 16:25:24

Hi - As per our broker - can you provide a clean wallet otherwise this is a problem

& 18:31:31

yes 5 minute

& 158:43:30

1Fa3BVpVTXp9N4vItC5g4RvZDcD4pG5nvc
& 19:05:14

https://www.prodaft.com/m/reports/LockBit_Case_Report__TLPWHITE.pdf
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August 5, 2022
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Ransomware-as-a-Service (RaaS)
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> FFRE AT
> Yara Signature

> PE, certificate
> Strings

> BRI
> APl calls

> File Write, Registry Write, ...
> Network Activity
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IZEXEREE U

mEKES

i
At

A RMMES KEBEA
.id[A4ADCDD7B-2700].[dawhack@email.tg].Devos 18525 RE A

Files accessed during trace:

By Path By Folder By Extension

Extension File Time  Total Events Opens Closes Reads Wriles Read B... Wiite B...
[=]Devos 39.5077839 24,339 5,800 0 0 18,525 D 1.402,02..
C:\Program Files\Commaon Files'microsoft shared\Click ToRun'Appv lsv Subsystems 64 ) id[A4DCDD7B-2700]. [dawhack @email tg] Devos 0.0218413 13 1 ] 0 0 5.251652
C:\Program Files\Comman Files'microsoft shared \Click ToRun‘appvcleaner.exe id[A4DLLL/B-Z/00] [dawhack (@emall 1g]. Uevos 0.07155007 13 1 0 0 12 0 5251620
C:\Program Files (xB6)\Microsoft Office’\root \Office 16\ACCWIZVACWZLIB ACCDE id[A4DCDD7B-2700] [dawhack @email ta] Devos 0.0543275 12 1 1] 1] 1 0 4198548
C:\Program Files («86)\Microsoft Office’\root\Office 16\ACCWIZVACWZTOOL ACCDE.d[A4DCDD7B-2700]. [dawhack @email tg]. Devos 0.6847386 12 1 ] 0 1 0 4203044
C:\Program Files'\7-Zip\7z.dl id[A4DCDD7E-2700] [dawhack @email tg]. Devos 0.0216463 12 1 0 0 11 0 4203012
C:\Program Files'\Common Files'YMware"Drivers‘wideo_wddm*\ista‘vm3dgl dll id[A4DCDD7B-2700].[dawhack @email tg] Devos 0.0235955 12 1 0 0 11 0 4203012
C:\Program Files'\Common Files'WMware"Drivers‘wideo_wddm"\\Vista‘vm3dgl64 dll id[A4DCDD7B-2700] [dawhack @email tg] Devos 0.0233452 12 1 0 0 11 0 4203044
C:\Program Files\Common Files'\WMware'InstallerCache\{1FF50624-5515-4343-837A-E54C 101573E6} msi id[A4DC DD 7B-2700] [dawhack @email tg] Devos 0.0211805 12 1 0 0 11 0 47195044
C:\Program Files\Comman Files'microsoft shared \Click ToRuntC2R64 dll id[A4DCDD7B-2700] [dawhack @email tg] Devos 0.0273009 12 1 ] 0 11 0 4203012
C:\Program Files'\Commaon Files'microsoft shared \Click To Run®C2RUI dlLid[A4DCDD7B-2700] [dawhack @email tg] Devos 0.1623406 12 1 1] 0 11 0 4.203.012
C:\Program Files"\Common Files'microsoft shared'\Click ToRun'IntegratedOffice exe id[A4DCDD7B-2700] [dawhack @email tg] Devos 0.0207061 12 1 0 0 11 0 4203076
C:\Program Files\Common Files'microseoft shared \Click To Run'OfficeC2RClient .exe id[A4DCDD7B-2700]. [dawhack @email tg]. Devos 0.0211843 12 1 0 0 11 0 4203044
C:\Program Files\Commaon Files microsoft shared \Click To Run‘CfficeC2RCom.dllid[A4DCDD7B-2700] [dawhack @email tg]. Devos 0.1555789 12 1 0 0 11 0 4203044
C:\Program Files\Common Files'microsoft shared \Click ToRun*Updates'16.0.15225 20204\CZR32 dl id[A4DCDD7B-2700]. [dawhack @email tg] Devos 0.0176242 12 1 0 0 11 0 4207108
C:\Program Files\Common Files'microsoft shared \Click ToRun*Updates\16.0.15225 20204\CZR U1 dll id[A4DCDD7B-2700] [dawhack @email tg]. Devos 0.04071700 12 1 0 0 11 0 4203012
C:\Program Files\Common Files'microsoft shared \Click ToRun*Updates\16.0.15225 20204\ FFCAEFOF-5F30-4CE1-8B5B-58552137F45D _i6d0 c 2n id[A4DC DD 7B-2700] [dawhack @email tg]. Devos 0.0757922 12 1 0 0 11 0 4203172
C:\Program Files\Comman Files'microsoft shared \Click ToRun‘Updates\16.0.15225 20204\IntegratedOffice exe id[A4DCDD7B-2700] [dawhack @email tg]. Devos 01652445 12 1 ] 0 11 0 4203076
C:\Program Files\Common Files'microsoft shared \Click ToRun'Updates'16.0.15225 20204\OfficeClick ToRun exe id[A4DCDD7B-2700] [dawhack @email tg] Devos 0.0153115 12 1 0 0 11 0 4203076
C:\Program Files"\Common Files'microsoft shared \Click ToRun'/Updates'.16.0.15225. 20204 RepoMan dll.id[A4DCDD7B-2700]. [dawhack @email tg]. Devos 0.0196436 12 1 0 0 11 0 4203012
C:\Program Files\Common Filesmicrosoft shared \Click ToRun'Updates'16.0.15225. 20204 Stream Server.dll id [A4DCD D 7B-2700]. [dawhack @email 1g]. Devos 0.0203606 12 1 0 0 11 0 4203044
C:\Program Files\Common Files“microsoft shared \Click ToRun*Updates'16.0.15225. 20204 c 2rclient db id[A4DCDD7B-2700] [dawhack @email tg]. Devos 0.0120258 12 1 0 0 11 0 4,158,548
C:\Program Files'\Common Files'microsoft shared\Click ToRun*Updates16.0.15225 20204%\inventory dl id[A4DCDD7B-2700] [dawhack @email tg].Devos 0.07165479 12 1 0 0 11 0 4203044
C:\Program Files\Common Files‘microsoft shared \Click ToRun*Updates\16.0.15225. 20204 \msix dll id[A4DCDD7B-2700]. [dawhack @email tg]. Devos 0.0157530 12 1 0 0 11 0 4203012
C:\Program Files\Common Files'microsoft shared \Click ToRun'Updates'16.0.15225 20204 \officesvemar.exe id[A4DCDD7B-2700]. [dawhack @email tg) Devos 0.01515%96 12 1 ] 0 11 0 4203044
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HIRRIEFER

El ﬁg cmd.e::e (320)
%ﬁﬂunhum exe (4328)

=] §§§cmd.e:e {'IEEE}
§§§Cunhust exe (4368)

Windows Comma...
Console Window ...
Metwark Comman...
Metwark Comman...
Windows Comma...
Console Window ...
Command Line Int...
WMI Commandlin...
Boot Configuration...
Boot Configuration...
Command Line Int...

CilszersyjeditDes...

CsersedivDes. . I

Chilsers\jedinDes...
CWindows syst ..
CWindows™Syst...
CWindows syst. .
CWindows syst. .
C\Windowsayst...
CWindows Syst. ..
CiWindowsayst...
CWindowsSyst...
CWindows syst ..
CWindows syst ..
CWindows syst. .

Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corparat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...

wbadmin delete catalog -quiet <

HEMIEFER
DESKTOP-SJHO... "Cilsers‘jedi'Desktopphobos. exe”
DESKTOP-5JHOD... C:lUsershjedi\Deskiop'phobos exe
DESKTOP-5JHO... "C:A\Users\jedi\Desktop“phobos exe”
DESKTOP-SJHO ... "C:\Windows\system3Zcmd .exe”
DESKTOP-SJHO ... A¥AC\Windows system 32 conhost exe (kffffff -ForceV1
DESKTOP-5JHO ... netsh advfirewall set cumentprofile state off
DESKTOP-SJHO .. netsh firewall set opmaode mode=disable
DESKTOP-SJHO... "C\Windows'system3Z2emd exe”
DESKTOP-SJHO... “IAMCA\Windows system32conhost exe e -Force'v1
DESKTOP-5JHO... Ivssadmin delete shadows /all /quiet :
DESKTOP-SJHO ... wmic shadowcopy delete
DESKTOP-5JHO... bededit fset {default} bootstatuspolicy ignorealfailures
DESKTOP-5JHO... bededit /zet {default} recovernyenabled no

DESKTOP-5JHO...

vssadmin delete shadows /all /quiet <

whadmin delete catalog -quist
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HIRRIEFER

El ﬁg cmd.e::e (320)
%ﬁﬂunhum exe (4328)

=] §§§cmd.e:e {'IEEE}
§§§Cunhust exe (4368)

bcdedit /set {default} bootstatuspolicy ignoreallfailures <«

bcdedit /set {default} recoveryenabled no <«

Windows Comma...
Console Window ...
Metwark Comman...
Metwark Comman...
Windows Comma...
Console Window ...
Command Line Int...
WMI Commandlin...
Boot Configuration...
Boot Configuration...
Command Line Int...

CilszersyjeditDes...

CsersedivDes. . I

Chilsers\jedinDes...
CWindows syst ..
CWindows™Syst...
CWindows syst. .
CWindows syst. .
C\Windowsayst...
CWindows Syst. ..
CiWindowsayst...
CWindowsSyst...
CWindows syst ..
CWindows syst ..
CWindows syst. .

Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corparat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat...

HEMIEFER
DESKTOP-SJHO... "Cilsers‘jedi'Desktopphobos. exe”
DESKTOP-5JHOD... C:lUsershjedi\Deskiop'phobos exe
DESKTOP-5JHO... "C:A\Users\jedi\Desktop“phobos exe”
DESKTOP-SJHO ... "C:\Windows\system3Zcmd .exe”
DESKTOP-SJHO ... A¥AC\Windows system 32 conhost exe (kffffff -ForceV1
DESKTOP-5JHO ... netsh advfirewall set cumentprofile state off
DESKTOP-SJHO .. netsh firewall set opmaode mode=disable
DESKTOP-SJHO... "C\Windows'system3Z2emd exe”
DESKTOP-SJHO... AP CAWindows'system 32 conhost exe efffiff -Force'v1
DESKTOP-5JHO... vssadmin delete shadows Jall Aquiet
DESKTOP-5JHO... wmic shadowcopy delete
DESKTOP-5JHO... fbcdedit fset {default} bootstatuspolicy ignorealfailures
DESKTOP-5JHO... fbcdedit /st {default} recoveryenabled no

DESKTOP-5JHO...

whadmin delete catalog -quist
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}EASE

encrypted

N

All your files have been encrypted!
All your files have been encrypted due to a security issue with your computer. If you want to restore them, write to us by emaill dawhack@email.tg H%% %ﬁ E I‘
Write this identifier in the header of your message A4DCDD7B-2700 -
You wil have to pay for decryption in bitcoins. The price depends on how quickly you write to us. After payment, we wil send you a tool that wil decrypt al your files.

Free decryption as guarantee

We can decrypt 1 smal, not important file as proof of decryption. -
e RBRTE—N
[IRIS|

1 megabyte of an unarchived file. We never decrypt important files for testing, such as XLS, databases and other important fies.

How to obtain Bitcoins

Write to us and we wil instruct you how to buy Bitcoin

Attention! If you ask for help from third parties, know that they raise the price (they add their own price from ours). Contact us for help and we wil help you buy Bitcoin, it's not difficuft. Our experts wil fully tell you how to buy bitcoin.

Attention!
« Do not rename encrypted files.

« Do not try to decrypt your data using third-party software, this may lead to ireversible data loss.
« No one else wil be able to return your files except us!

MANCYCANFT



Mutex D

Mutex

>Mutex FLiRE—1EH
>IENE—XEE 0 ScE—{E%TEE ABCD BY Mutex
> IR IREEREF » Mg iEE R EE ABCD AY Mutex ° iR H

>BERNEEEA Mutex RS LERIRB ZERBEREIVENT
>Mutex FEI—{E%HE > A UAKZERE(FHE

Mutant \BaseMamedObjects\ < <BID > =A40CDD 7BO000000 1
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.NET Ransomware

>{HEF CH# SfEEESIES > Windows HHRES
> SERERVAL B AR RXITUE

> FREA NET W2 IET 727508 » LS
PresentationCache HEIKNEEH KL

>Ransomware
> Spook
> NotRansomCryptoLock (NRCL)
> ...

|-|JI|
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ETW

>Event Tracing for Windows
> AT AEEBLE LoadAssembly 22 MERY = 9S4

Lhinl
I

LoadAssembly

LoadAssembly

MNotRansom_CryptoLock Dropper, Version=1.0.0.0, Culture=neutral, PublickeyToken=null

MorRansom_CryptLock Encrypter, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null

OtherMethod

OtherMethod

OtherMethod

OtherMethod

OtherMethod

NorRansom_CryptLock_Encrypter. Form1/EncryptString

NorRansom_CryptLock _Encrypter.Form1/5etReg

NorRansom_CryptLock Encrypter. Form1+EncryptionFile/EncryptFile

NorRansom_CryptLock Encrypter Form1/AdjustTokenPrivileges

dynamicClass/IL_STUB_ReversePinvoke
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DEL

ARRE AT

ENEE DR
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FE FEi

Monitor
(API Hooking)

Procmon
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APl Hooking

> D EFRNENRE DT EEMKEE API FVE
>API BY Trace RILUEE APl Hooking B9 A T EVIS

MessageBoxA
—

jmp Hook —
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EXEN (R AT

> ED et E| B —EREEEZE U A FER
> e A RZREIRE
> BEYNEFTEREIMY payload
> BELHINBE
> TR E EE
> [z FREE
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Anti-Sandbox

>EEELTER Sleep &0 EARME
i%.% sandbox & #1TaVFE PRl
¥ sandbox 1ERIARETTS

1|

now = GetTickCount()
Sleep( )

(GetTickCount() < now + ) {
exit()
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¥141 Anti-Sandbox

>Sleep [EBE MO NtDelayExecution API
>Hook NtDelayExecution EH1%BkiE b
>Hook GetTickCount Y& iNBkiE A EER
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EMRIR

>VirusTotal B AFRFRE

>HEESE ~ HA » & 150 £/7K
Y
PE32 241
PE32+ 44
Other 15

(zip, rar, word, ...)
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nb‘#”% b%ﬁ%"

>VirusTotal ARV EEHR T T /S

>—{& worm BYfF
> K2
> BATVIE R Rix
> [RANIERERHEEFHZERE
>worm BT ER
1. MITRAENIER

2. B8 worm BRI EMIEZR (F2¥A ransomware)
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Orignal File

30 CyCraft Proprietary and Confidential Information

—_—

T

e

VirusTotal ##:#%4 Ransomware

Worm

Orignal File

/1N
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Sigma Rule

Sandbox

Elasticsearch

dynamic.behavior.command.keyword:(*vssadmin\ delete\
shadows\ \/all\ \/quiet* OR *wbadmin\ delete\ catalog\ \-
quiet* OR *wmic\ shadowcopy\ delete*)

Elasticsearch Query String
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et

>EMA 247 EXRTFHEEGER >2 EXRTEMREDRIITS

514 EREANE > 100 IEZEE A >Phobos Ransomware

> Phobos Ransomware >18 EXZANE Mutex 4512
> Dharma Ransomware > AvosLocker

> NRCL Ransomware

>10 E87ZFE Crypto 18Ed API

> NRCL Ransomware

Jur

~—
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Weths

>3%53E Yara Rules » ¥R
BN =EEFET

>HIM%A NRCL, STOP
Ransomware "

i R E RS Kk

il

0 1 2 3 4 5 6

B AvosLocker mDharma m Chaos mPhobos m Tyrant m ConsoleLocker mSTOP m NRCL
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et

>y HE R Ransomware

HIERZS G 749 9 %

>InfoStealer 1 Worm B ’
FoERETAE

G
f'ﬂ]|:|'

ekl

m Ransomware = InfoStealer ®mWorm = Others = Can't Run
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EVERYTHING
STARTS FrROM

| ASECURITY

Takeaway

> BB T A D I (SR $h ek e
> KEEREEZ A
> A EREIER

> fHlbRFED ~ HEHIREFENITE
> Mutex 55
> YA DB RIESEE V2B EME
> BRI
> ¥4 Anti-Sandbox

> BRIV IR R EEE
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