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IEEE DSC, CodeBlue, HITCON 

DEFCON CTF, HITCON CTF 
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Ransomware
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https://www.ithome.com.tw/news/134108

https://www.ithome.com.tw/news/137518
https://www.ithome.com.tw/news/146292
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Ransomware-as-a-Service (RaaS)
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RDP

0-day 
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Ransomware-as-a-Service (RaaS)
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https://www.prodaft.com/m/reports/LockBit_Case_Report___TLPWHITE.pdf
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( Triple Extortion )
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DDOS 
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Ransomware-as-a-Service (RaaS)
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Yara Signature
PE, certificate
Strings

API calls
File Write, Registry Write, …
Network Activity
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threads 

AES RSA AES 
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Mutex 
ABCD Mutex

ABCD Mutex

Mutex

Mutex 
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.NET Ransomware
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C# Windows 

.NET 
PresentationCache

Ransomware
Spook
NotRansomCryptoLock (NRCL)
…
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ETW
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Event Tracing for Windows

LoadAssembly
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Monitor
(API Hooking)

ETW

Procmon
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API Hooking
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API 

API Trace API Hooking 

MessageBoxA
Hook

jmp Hook
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payload
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Anti-Sandbox
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Sleep 

sandbox 

sandbox 

now = GetTickCount()

Sleep(60000)

if (GetTickCount() < now + 60) {

exit()

}
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Anti-Sandbox
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Sleep NtDelayExecution API

Hook NtDelayExecution

Hook GetTickCount
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VirusTotal

150 

PE32 241

PE32+ 44

Other
(zip, rar, word, …) 15
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VirusTotal

worm 

worm 
1.

2. worm ( ransomware)
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Worm

Orignal File
Orignal File

Worm

File A

Worm

File B
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Sigma Rule
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dynamic.behavior.command.keyword:(*vssadmin\ delete\
shadows\ \/all\ \/quiet* OR *wbadmin\ delete\ catalog\ \-
quiet* OR *wmic\ shadowcopy\ delete*)
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247

14 > 100 
Phobos Ransomware
Dharma Ransomware
NRCL Ransomware

10 Crypto API
NRCL Ransomware

2 
Phobos Ransomware

18 Mutex 
AvosLocker
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0 1 2 3 4 5 6

AvosLocker Dharma Chaos Phobos Tyrant ConsoleLocker STOP NRCL

Yara Rules

NRCL, STOP 
Ransomware
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Ransomware InfoStealer Worm Others Can't Run

Ransomware 
9 %

InfoStealer Worm 
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Takeaway

Mutex 

Anti-Sandbox
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