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Hackers Remotely Kill a Jeep on the
Highway—With Me in It

| was driving 70 mph on the edge of downtown St. Louis when the exploit began to
take hold.

I wAs DRIVING 70 mph on the edge of downtown St. Louis when
the exploit began to take hold.

Though I hadn't touched the dashboard, the vents in the Jeep
Cherokee started blasting cold air at the maximum setting,
chilling the sweat on my back through the in-seat climate
control system. Next the radio switched to the local hip hop
station and began blaring Skee-lo at full volume. I spun the
control knob left and hit the power button, to no avail. Then the
windshield wipers turned on, and wiper fluid blurred the glass.
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ISO/SAE 21434 £1 UNECE WP.29 R155

Tier-3 Tier-2 Tier-1 Approval

Part/HW/SW [ Component [  System Authority

) ; : Technical
supplier supplier supplier Service

ISO/SAE 21434 Supplier Capability UNECE CSMS approval

https://certx.com/automotive/unece-wp-29-r155-how-cyber-security-will-impact-the-automotiva-market-as-of-june-2022/
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>Define cybersecurity policies and processes
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>Manage cybersecurity risk
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NEW VULNERABILITY
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Security by Design Lifecycle
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Cyber Defense Matrix
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Vehicle Detect and Respond
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