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Web 1EZE &K

> ThinkPHP RCE
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>WRRAME » HE—1718% * MEHRRETIRIE

> #E|EX » bash #ZHRIEERMTFESK shell
> {540 CentOS ~ Fedora ~ RHEL

() { :; }; echo; echo; /bin/bash -c 'cat /etc/passwd’
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ARERPI AT LUK LE (1 2

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

*E' ;|:" ] o detvorable payoad
EME
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5é Hy*& ﬁ& =1 E Delivering weaponized bundle to the
victim via email, web, USB, etc.
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Command channel for remote
manipulation of victim

ACTIONS ON DB.JECTIVES

With ‘Hands on Keyboard’ access,

CVCR/\FI_ intruders accomplish their original goals
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Linux Kernel 3% - Dirty Pipe

> BESAEIAE root #EfEEIEZR » ABFRMIE1%EX root 2505 !
> (B Z B2 EHBIBEREAR passwd E2ZK[ElIE XD

> WEIKEIE M SUID & root 2 root B HAIFIER
> BRI AR % inject i HEE MR !

MNCYCANFT



Sudo &M - CVE-2021-3156

> DEFGEEALZS » A Z R LIEE] root #E[E
> sudoedit -s EIE \ AAENFHRHIREE » HIR heap
overflow
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Linux f=mIZ &)
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=1 AJ LU AR EI| R LE 9 4
> W4 port A

> SSH 1RZ
> RIS EERE - PR EEZFE root 2RI HEHY
> BIESP[IEM ARG T
> AILAHEENERES hash E B
> FJF strace EZEE ssh BARFE RS EIZHE
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Linux t=M#2&) - SSH &7

%ﬂ%f@ﬁ#&?i#&ﬁ%1

> [etc/hosts

> [etc/ssh/ssh_config
> ~[.Known_hosts

> ~/.bash_history

> ~/.ssh/config
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Linux t=M#2&) - SSH &7

> R EFEZEH hash I ?
> AT LAEEE John the rapper T2 hashcat T BB
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chatter

papa@papa:/tmp/cybertest$ touch a.php
papa@papa:/tmp/cybertest$ 1s -all

total 8

drwxrwxr-x 2 papa papa 4096 Sep 13 20:u49
drwxrwxrwt 12 _root root U496 Sep 13 20:5A
-rw-rw-r-— 1 papa papa @ Sep 13 20:50 a.php
papa@papa:/tmp/cybertest$ sudo chattr +i a.php
papa@papa:/tmp/cybertest$ 1ls -all

total 8

drwxrwxr-x 2 papa papa 4096 Sep 13 20:u49
drwxrwxrwt 13 root root 4096 Sep 13 20:51
Trw-rw-r-— 1 papa papa @ Sep 13 20:50 a.php
papa@papa:/tmp/cybertest$ rm -rf a.php

*m: cannot remove 'a.php': Operation not permitted
papa@papa:/tmp/cybertest$ |
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PSR (FACER — space

> FRY shell BYFEEIRT !

> [space]set +0 history
> EEGSEMBY AT BE2ENIES

> 78 QBRI E R
> history | grep "keyword“

> ¥AHC history -d —ERRFB
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fSiEL port

> HETREZF A netstat EZE T EEE

> B rT AfER S ET AR EEIKMIZE R 2E/Y port

> SSLH
> AILAEE https 2 ssh AAE—1@ port
> |ptables

> ¥ rule #ZEfY port WEE{ER
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fEiEL process

> HRREEEHE —T ps aux process R EEIR
> HZ = HEHE process BIHEE

el ——

> 5g T H libprocesshider
> 33558 |d_preload #ATELEIFH library
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+EEE Rootkit

> B MTE user mode IE kernel mode
> rootkit =& : [Ef © 124t - IWEEUE

> ZIKEJFQ%F %EE ams AR5 E el Ak 2a
> 48 s i A EE R AT
> sSiEfARY EI’JI&%; B A ﬁﬁ’ﬁ* AT Z 2SI TI5E
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ROOtk|t )/T,%E Features

* Give root to unprivileged users
e Hide files and directories

* Hide processes

* Hide himself

e Hide TCP/UDP connections

> DL Reptile %1@] ’ j(:zgzljjﬁg e Hidden boot persistence
BRI EE R & RE S T  File content tampering

e Some obfuscation techniques

e |[CMP/UDP/TCP port-knocking backdoor
o Full TTY/PTY shell with file transfer

e Client to handle Reptile Shell

e Shell connect back each X times (not default)
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BRI SF=EDE

> PEiEAEZE | process [ port WFEEFREZ
> rootkit BUNIA GEEIE S FE L EFIR(RB1THE
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SELInux

SELinux

selinux

selinux [

selinux disable
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AppArmor

Google

APPArmor

apparmor
apparmor 12
apparmor disable
apparmor profile

apparmor vs selinux
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AppArmor

> & ubuntu BENEZETHE
> A LAPRH ~ FEFR ~ 1ERIEZRE - BEE ~ HREVEE
> B MERT

> enforcement ZE2EMBFRA » MBI TH

> complain RE¥ERITAETT log #oEk
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B rootkit IE ... ?

> BENREE - BERREINA

> RKHunter
> WMEBEEMHR sha256 BT A EH)

> BEEEAE TR rootkit JofF

> BEERLEERERERIXMH

> #@E kernel module EREHTEHIXF
> IEEEEESS

> chkrootkit

>AIERAN—EE RS ARE R
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> SELinux 82 AppArmor B18#R8l » LEA R AIARBIEE
> HEFRTEIERE » St el AT 4% Ra R
> ERANEHHAREER L E S EHHAR D
> rootkit 8EFAZERS > (BNEBHNE NMEER » 7ZREIRIRERTT AR
> JEREARARES
> EEREEBITEE
> FEZE o] A= ANMIBRAR T HUREZE
> BT EMRERIESTHESEMR inject
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> SHERREEREMEAR

> $EMEE log » PiAEE ~ FRESMEARE log

> BEANRBMT (TEE?
> & bash_history HEEEKE
> MNRZE bash BEERMEE
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HENE=F - FIBEXE

papa@papa:/tmp/cybertest$ sudo chkrootkit
ROOTDIR is /'

Checking ‘amd'... not found
Checking ‘basename’... not infected
Checking ‘biff'... not found
Checking ‘chfn'... not infected
Checking ‘chsh'... not infected
Checking ‘cron'... not infected
Checking ‘crontab’'... not infected
~ = = Check%ng :da?e'... not %nfected
> *IJ ChkrOOtklt £HE$&EE=7\J Checking ‘du’... not infected
3 = v A (m /DAY Checking ‘dirname’... not infected
Checking ‘echo'... not infected
=] 2\ >= -g \EE:—I BJJ E/\J *"é“ § Checking ‘egrep'... not infected
IE - E1 i@- E H=1< Checking ‘env'... not infected
Checking ‘find'... not infected
Checking ‘fingerd'... not found
Checking ‘gpm'... not found
Checking ‘grep'... not infected
Checking ‘hdparm'... not infected
Checking ‘su'... not infected
Checking ‘ifconfig’... not infected
Checking ‘inetd’'... not infected
Checking ‘inetdconf'... not found
Checking ‘identd'... not found
Checking ‘init'... not infected
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IR
Checking system commands. ..

Performing 'strings' command checks
Checking 'strings' command

Performing 'shared libraries' checks
Checking for preloading variables
Checking for preloaded libraries
Checking LD_LIBRARY_PATH variable

Performing file properties checks
Checking for prerequisites
/usr/sbin/adduser
/usr/sbin/chroot
/usr/sbin/cron
/usr/sbin/depmod
/usr/sbin/fsck
/usr/sbin/groupadd
/usr/sbin/groupdel
/usr/sbin/groupmod
/usr/sbin/grpck
/usr/sbin/ifconfig
fusr/sbin/init
/usr/sbin/insmod
/usr/sbin/ip
/usr/sbin/lsmod
/usr/sbin/modinfo
/usr/sbin/modprobe
/usr/sbin/nologin
/usr/sbin/pwck
/usr/sbin/rmmod
/usr/sbin/route
/usr/sbin/rsyslogd
fusr/sbin/runlevel
J/usr/sbin/sshd
/usr/sbin/sulogin
/usr/sbin/sysctl
/usr/sbin/useradd
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[ OK ]

[ None foun
None foun
Not found
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