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Official Guideline

Center for Internet Security (CIS)
AWS, GCP, Azure, Oracle Cloud, etc

DisruptOps, an innovator in Cloud Security
Top 10 Cloud Attack Killchains

Community
Cloud Security Orienteering, AWS Security Ramp-Up Guide
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To put it simply
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Technical Account Manager 
email

network logs

Discovery

Assessment

Prioritization

Remediation Maturity

Red Team

https://summitroute.com/blog/2018/06/18/how_to_inventory_aws_accounts/
https://tldrsec.com/blog/cloud-security-orienteering/

https://summitroute.com/blog/2018/06/18/how_to_inventory_aws_accounts/
https://tldrsec.com/blog/cloud-security-orienteering/
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aws-inventory
Steampipe
Prowler
ScoutSuite

Discovery

Assessment

Prioritization

Remediation Maturity

Red Team

https://github.com/nccgroup/aws-inventory
https://steampipe.io/
https://github.com/toniblyx/prowler
https://github.com/nccgroup/ScoutSuite
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Assessment –

Identity Perimeter
Network Perimeter
Hosted Applications/Services

Guideline Checklist
CIS benchmark
Maturity Roadmap by Scott Piper Discovery

Assessment

Prioritization

Remediation Maturity

Red Team
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CIS benchmark - AWS
1.4 Ensure no 'root' user account access key exists (Automated)
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Prioritization –

Cloud Security Alliance
DisruptOps

Discovery
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Prioritization
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Red Team
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CSA - Top Threats to Cloud Computing Pandemic Eleven
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2014~2020 

0 2 4 6 8 10 12 14 16

Drive-by Compromise

Exploit Public-Facing Application

Phishing

Trusted Relationship

Valid Accounts

2014 2015 2016 2017 2018 2019 2020

Learning from AWS (Customer) Security Incidents[2020]
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Remediation

Guideline Best Practices
Benchmark 
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Red Team
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Example

0 2 4 6 8 10 12 14 16

Drive-by Compromise

Exploit Public-Facing Application

Phishing

Trusted Relationship

Valid Accounts

2014 2015 2016 2017 2018 2019 2020

Identity 
Perimeter
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Example
CIS Benchmark IAM 
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Red Team Maturity

AWS  Well-Architected Framework 

Discovery
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Prioritization

Remediation Maturity

Red Team
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Cloud Security Maturity Model

https://www.iansresearch.com/resources/cloud-security-maturity-model/what-is-the-csmm

Level 1

Level 2

Level 3

Level 4

Level 5

No 
Automation

SecOps 
(Simple 

Automation)

Manually 
Executed 
Scripts

Guardrails

Centrally 
Managed 

Automation

https://www.iansresearch.com/resources/cloud-security-maturity-model/what-is-the-csmm
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Kaspersky’s SES Token Leaked
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Kaspersky’s SES Token Leaked
Amazon SES is a scalable 
email service

Kaspersky issued a SES 
token to a third-party 
contractor
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Should’ve identified a token was sent to a 3rd-party
It’s an IAM issue, and it’s prevalent and important
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Discovery

Assessment
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Remediation Maturity

Red Team

SES service in operation
Should’ve identified a token was sent to a 3rd-party
It’s an IAM issue, and it’s prevalent and important
Monitors its usage and revokes when needed
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Discovery

Assessment

Prioritization

Remediation Maturity

Red Team

SES service in operation
Should’ve identified a token was sent to a 3rd-party
It’s an IAM issue, and it’s prevalent and important
Monitors its usage and revokes when needed
Automation & Monitoring



Case 2
Newly Build
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[REDACTED] from On-Prem to Cloud
Been stick to on-prem solutions 
for years

A growing number of users take 
advantage of their services

Needs a flexible, robust and 
comprehensive solution
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Discovery
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Remediation Maturity

Red Team

Well documented & Assets Management
Steampipe
Yor
READMEs
…

https://steampipe.io/
https://github.com/bridgecrewio/yor
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Discovery
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Well documented & Assets Management
Different tools for different purposes

ScoutSuite
SonarQube
…

https://github.com/nccgroup/ScoutSuite
https://www.sonarqube.org/
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Well documented & Assets Management
Different tools for different purposes

ScoutSuite
SonarQube
…

https://github.com/nccgroup/ScoutSuite
https://www.sonarqube.org/
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Discovery

Assessment

Prioritization

Remediation Maturity

Red Team

Well documented & Assets Management
Different tools for different purposes
Prioritizes issues from the business impacts

What matters to the company
Go wide then deep (not to be too hyperfixation on DiD)
Consult with professionals
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Discovery

Assessment

Prioritization

Remediation Maturity

Red Team

Well documented & Assets Management
Different tools for different purposes
Prioritizes issues from the business impacts
Mitigates issues with top-down approach

Tooling, Guideline, Best Practices, etc
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Prioritization Remediation
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Thank You
Any Question?

🙏


