ACYCRNET (ot Seemse®2 D mmzpsy 7+ BRRERN 12+ xusi
BRI

HEE ISR IZR {3

=) & | . T Ty

The Fast and The Rigged ' £} Cybercans 2
SIEFIEZ HRBENR KMEeHsS




® 11:10-11:48
BRRFE =80 —
BEELRRFTZHK (Live H)

® 12:20-12:40
MDR EHFNZE—UERIZEAG

® 13:40-14:00
AD ZZ —AIfR{EARRARE
BRI AR B AR TS

® 15:20-15:40
HRZEEHFDZ HEMER

N\

DS

>

NN \\A\X\>

® 12:00-12:20
AERBHDZ BKER

® 12:40-13:00
MDR EFNDE—
IV SRSy PR

® 13:40-14:00

+

EERBES T B

)G

® 15:20-15:40

AD & —AR{EMARE

® 11:00-11:20

® 12:20-13:20

® 14:20-14:40

B RS R BEARTS

/

| AF {15508

LOS

‘\V‘
ST —

FinSec B E B1ERE

{Cybercans 2: 4I&BEIE <)
RiEZANE

MDR EffDE—USRIEAH

/

MCYCRNFT






FKFIE

>Boik Su

> Senior Cyber Security
Researcher

>EENEBEmEZE - AD Z& ~ 4

BRERBBITE
>HITCON, ROOTCON,

| HackerOne

MNCYCRANFT

=

>Dange Lin

> Senior Cyber Security
Researcher

>EFINRERE - EnEdE
KRR EHEHEE N TE A

>HITCON, MOPCON,
CYBERSEC




Eree e Y& E

A=\

4110

H

JFE
|
Nz

MANCYCANFT




\ ANCYCRNFT

EimZEHERIES




AN e

> Official Guideline

>Center for Internet Security (CIS)
> AWS, GCP, Azure, Oracle Cloud, etc

>DisruptOps, an innovator in Cloud Security
> Top 10 Cloud Attack Killchains

> Community
> Cloud Security Orienteering, AWS Security Ramp-Up Guide

MNCYCRANFT
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Privacy

nccgroup”

Careers  Disclosure Policy Technical Advisories  Public Reports 2021 Research Report

Contact Us

The Extended AWS Security Ramp-
Up Guide

On November 25th, AWS released the Ramp-Up Learning Guide for AWS Cloud Security,
Governance, and Compliance. The Security Ramp-Up is a curated list of educational AWS
resources. The goal is “to teach in-demand cloud skills and real-world knowledge that you
can rely on to keep up with cloud security, governance, and compliance developments and
grow your career.” The Ramp-Up is an excellent document, that describes a logical
progression in first-party training resources, from the official Overview of Amazon Web

Services through the AWS Certified Specialty - Security exam, and beyond.

Breadth, then Depth
Anomaly Detection
Inside Out & Outside In

f

What do you own & where?

2 Archeology Environments —
Workloads — Resources

Identity Perimeter
Network Perimeter
Apps/Services
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To put it simply
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https://summitroute.com/blog/2018/06/18/how_to_inventory_aws_accounts/
https://tldrsec.com/blog/cloud-security-orienteering/ Prioritization
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https://summitroute.com/blog/2018/06/18/how_to_inventory_aws_accounts/
https://tldrsec.com/blog/cloud-security-orienteering/

TA

>aws-inventory

> Steampipe
>Prowler
> ScoutSuite

MANCYCRANFT
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https://github.com/nccgroup/aws-inventory
https://steampipe.io/
https://github.com/toniblyx/prowler
https://github.com/nccgroup/ScoutSuite
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> CIS benchmark
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CIS benchmark - AWS

1.4 Ensure no 'root' user account access key exists (Automated)

Audit:

Perform the following to determine if the 'root' user account has access keys:
From Console:

. Login to the AWS Management Console

. Click services

. Click 1am

. Click on credential Report

. This will download a .csv file which contains credential usage for all IAM users

within an AWS Account - open this file
. Forthe <root account> user, ensure the access key 1 active and
access_key 2 active fields are set to raLsE .

From Command Line:

Run the following command:
aws lam get-account-summary | grep "AccountAccessKeysPresent"

If no 'root' access keys exist the output will show "AccountAccessKeysPresent": 0,.
If the output shows a "1" than 'root' keys exist, refer to the remediation procedure below.

MNCYCANFT
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CSA - Top Threats to Cloud Computing Pandemic Eleven

MNCYCANFT

Survey
Results
Rank

Survey
Average
Score

7.729927
7.592701

7.424818
7.408759
7.275912

7.214493
7.143066
7.114659
7.097810
7.088534
7.085631

Insufficient ID, Credential, Access and Key Mgt, Privileged Accounts
Insecure Interfaces and APIs

' Misconfiguration and Inadequate Change Control

> Lack of Cloud Security Architecture and Strategy

= Insecure Software Development

% Unsecure Third Party Resources

0. System Vulnerabilities

~ Accidental Cloud Data Disclosure/ Disclosure

. Misconfiguration & Exploitation of Serverless & Container Workloads

“ Organized Crime/ Hackers/ APT

= Cloud Storage Data Exfiltration

CyCraft Proprietary and Confide

ntial Information
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Trusted Relationship
Phishing -
Exploit Public-Facing Application -

Drive-by Compromise

0 2 4 6 8 10 12 14 16
m2014 m2015 m2016 m2017 =m2018 ®m2019 = 2020

M EEmEHRBER © Learning from AWS (Customer) Security Incidents[2020]
MACYCRNFT
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Remediation
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Valid Accounts
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Drive-by Compromise F
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Example : 11T

> #¥t CIS Benchmark 8 IAM E 1B AL TLEHE

1 Identity and Access Management
1.1 Maintain current contact details (Manual)
1.2 Ensure security contact information is registered (Manual)
1.3 Ensure security questions are registered in the AWS account (Manual)
1.4 Ensure no 'root' user account access key exists (Automated)
1.5 Ensure MFA is enabled for the 'root' user account (Automated)

1.6 Ensure hardware MFA is enabled for the 'root' user account (Automated)

1.7 Eliminate use of the 'root' user for administrative and daily tasks (Automated)

1.8 Ensure IAM password policy requires minimum length of 14 or greater (Automated)
1.9 Ensure |IAM password policy prevents password reuse (Automated)

1.10 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password
(Automated)

MNCYCANFT



Red Team & Maturity

> ME Fl:ﬁ = ETGEJ?AI&%ﬁ
> B EAT XY EE = HI B

D> n:F'TEEEIlﬁ'ﬁB?» 5
> AWS Well-Architected Framework

>FE R BHE - IRAESE

[ =]

nak =
ISE=

E

MEEEL > REEHT  EAsENe

Discovery Remediation

Prioritization

MANCYCRANFT



Cloud Security Maturity Model

Centrally
Managed
Automation

Manually Guardrails

Executed

SecOps Scripts

(Simple
Automation)

e
Automation

I\\ CYCRN\FT https://www.iansresearch.com/resources/cloud-security-maturity-model/what-is-the-csmm
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https://www.iansresearch.com/resources/cloud-security-maturity-model/what-is-the-csmm
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Case 1
Kaspersky's SES Token Leaked



Kaspersky's SES Token Leaked

>Amazon SES is a scalable
email service

From: "—eFaxDoc" <noreply@sm.kaspersky.com>
Date: Tuesday, 26 October 2021, 20:36

To:

Subject: New eFax_Message Today:10/26/2021

>Kaspersky issued a SES
m Microsoft

token to a third-party New Fax Received
For

C O n t ra Ct O r You have a new transmission message

Pages 2 Full scanned PDF/htm

ie X messages, open the attachment and login with your office email to au
thenticate viewer and enable instant access to all your fax messages on the go.

MNCYCANFT
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>SES service in operation

Assessment

Prioritization
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>SES service in operation

>Should’ve identified a token was sent to a 3r-party

Discovery

Prioritization

SHIEGE

Remediation

Maturity

Red Team

CyCraft Proprietary and Confidential Information



MNCYCRANFT

>SES service in operation

>Should’ve identified a token was sent to a 3r9-party
>|t's an |IAM issue, and it's prevalent and important

Discovery

Assessment

SHIEGE

Remediation

Maturity

Red Team

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr



MNCYCRANFT

>SES service in operation

>Should’'ve identified a token was sent to a 3r9-party
>|t's an |IAM issue, and it's prevalent and important
>Monitors its usage and revokes when needed

Discovery

Assessment

Prioritization

SHIEGE

Maturity

Red Team

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr



MNCYCRANFT

>SES service in operation

>Should’'ve identified a token was sent to a 3r9-party
>|t's an |IAM issue, and it's prevalent and important
>Monitors its usage and revokes when needed

> Automation & Monitoring

Discovery

Remediation

Assessment

Prioritization

SHIECE

Red Team
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Case 2
Newly Build



[REDACTED] from On-Prem to Cloud |

>Been stick to on-prem solutions
for years

powered by
> A growing number of users take aWws
advantage of their services N

>Needs a flexible, robust and

I comprehensive solution

MNCYCRANFT
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>Well documented & Assets Management
> Steampipe
>Yor
> READMEs

>

Assessment

Prioritization

SHIEGE

Remediation

Maturity

Red Team
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https://steampipe.io/
https://github.com/bridgecrewio/yor

>Well documented & Assets Management
> Steampipe
>Yor
> READMEs
=

What security groups are open to the world? Security

select 0
group_name,
group_id
from
aws_vpc_security_group_rule
where
type = 'ingress’
and cidr_ip = '0.0.0.0/0";

MNCYCANFT


https://steampipe.io/
https://github.com/bridgecrewio/yor
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>Well documented & Assets Management

> Steampipe
> Yor
> READMEs

>

${local.resource_prefix.value}-data"

local.resource_prefix.value

"aws_s3_bucket_object" "“data_object" {

aws_s3_bucket.data. id
"customer-master.xlsx"
"resources/customer-master.xlsx"

10 Name =
11 Environment =
12 }

13 }

14

15 resource

16 bucket =

17 key =

18 source =

19 tags = {

20 Name =

0

'${local.resource_prefix.value}-customer-master"

21 Enuiranmant — laral racaurca nrafiv usnlua

PROBLEMS (25

OUTPUT

TERMINAL DEBUG CONSOLE

M-C02DV323ML87: terragoat sgiguere$ brew tap bridgecrewio/tap

CyCraft Proprietary and Confidential Information


https://steampipe.io/
https://github.com/bridgecrewio/yor

>Well documented & Assets Management

> Different tools for different purposes
> ScoutSuite
> SonarQube

s
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https://github.com/nccgroup/ScoutSuite
https://www.sonarqube.org/

>Well documented & Assets Management

> Different tools for different purposes
> ScoutSuite

> SonarQube
=

& Amazon Web Services > XOXOOXXXXXXXX

MNCYCARNFT
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https://github.com/nccgroup/ScoutSuite
https://www.sonarqube.org/

>Well documented & Assets Management

> Different tools for different purposes
> ScoutSuite

> SonarQube
=

Quality Gate
Passed

All conditions passed

wider.class == roleTypeClass) {
ype providedType = ReflectionUtils.getLastTypeGenericArgument(dependencyD:
Class providedClass = ReflectionUtils.getTypeClass(providedType);

riptor.|

Class.isA! o

Vulnerabilities Qo 1 Hotspots
A "NullPointerException” could be thrown; "providedClass" is nullable here.

& Bug @ Major W cert, cwe

continue;

(A
4 Code Smells ® 5 Debt
min

MNCYCANFT

CyCraft Proprietary and Confidential Information


https://github.com/nccgroup/ScoutSuite
https://www.sonarqube.org/

>Well documented & Assets Management

> Different tools for different purposes

>Prioritizes issues from the business impacts
> What matters to the company
> Go wide then deep (not to be too hyperfixation on DiD)

> Consult with professionals

Discovery

Assessment

MNCYCRANFT
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Remediation

Maturity

Red Team
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>Well documented & Assets Management

> Different tools for different purposes

>Prioritizes issues from the business impacts
>Mitigates issues with top-down approach

> Tooling, Guideline, Best Practices, etc

Discovery

Assessment

Prioritization

SHIEGE

Maturity

Red Team
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>Well documented & Assets Management

> Different tools for different purposes
>Prioritizes issues from the business impacts
>Mitigates issues with top-down approach
>Red Team

T -

Discovery Remediation Maturity

Assessment

Prioritization
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>Well documente
> Different tools f
>Prioritizes issue

s Management
urposes

Iness impacts
n approach

differe

>Mitigates issues
>Red Team

THEREE) wwmms  mws
Discovery Remediation -

Assessment Red Team
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Prioritization
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Thank You .ll\‘.
Any Question?

N\

EVERYTHING
STARTS
FROM
SECURITY



