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Largest breaches Recently added breaches

) JUKIN . .
Collection #1 accounts JukinMedia accounts

'-~-have i been pwned?]

Check if you have an account that has been compromised in a data breach Verifications.io accounts %mm Famm accounts

sunrise.cyc@gmail.com

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

Onliner Spambot accounts ESKimi Eskimi accounts

LAPOSTE & .
Data Enrichment Exposure From MOBILE La Poste Mobile accounts
PDL Customer accounts nus) Mangatoon accounts

(fte;

Exploit.In accounts (4 Capital Economics accounts

Facebook accounts Bookchor accounts

Anti Public Combo List accounts Bourse des Vols accounts

Breaches you were pwned in . . . .
River City Media Spam List i ;
A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you y p v o DIVX S u bTIt |eS accounts

ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk. accounts

(< i & i

CTARS accounts

. . . o agmyspace MySpace accounts
Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions

of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A
large volume of data totalling over 68 million records was subsequently traded online and included email
addresses and salted hashes of passwords (half of them SHA1, half of them bcrypt).

Wattpad accounts

Compromised data: Email addresses, Passwords

Have | Been Pwned #31f - £ULER [615 & ] #8524905 - & (118 18] £1RsE
=AW ARRBSIRENE B EHEES
2% BEH - #EzeHaE—

— = =T g W \edo- SYSTEX CORPORATION 6.
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1)) HTTP-hased paih,
dross ke nw;-mﬂ-‘* ' Accessed data mf,ﬁ.
is exfiltrated omarl,

afa

EXFILTRATE back to attacker

i S:\‘n.n
—_—
—_—
A Database and e wrves
— Porsanally identta
P e‘ e
' INFRASTRUCTURE -
Attacker looks for “M;"j}u;\:;;;;; vion WEAKNESS
weaknesses he can BRI Ak, Once the attacker maintains
exploit e : access to the system, exfiltration
Attacker may need to keep staging can indefinitely proceed
attacks until the desired information
is obtained or the desired access to
the network is schieved ,} TREND
L B I -
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VAR

J10010n+-
101~

NAM
01 10100101051/3
OLIN 101 LOGIN
0110100101001010110*-- -
01101010 NAME ADRES.
D1101001010010101101001¢.

D1 1010101011010101101011010»
10010011010,
110100101001010110 B

I
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2022/08/ EE45E [ &M1TIE 1 R4 70k Rk 5=

BTC = (Fe=Em

higasrh 24h 24h B LLRFH (BTC)

239050 Q0 -130.1 -0.54%

8404.52
® 2020-01-23

~’~L*4““unv~ﬂ.

2020-01 2020-07 2021-01 2021-07 2022-01 2022-07

80000

60000

40000

20000

= = - - =

M8
23959.9
-130.1(-0.54%)

p%3Z £ (USD)
45,0812

1H&1K

23671.22 - 24247.49
||

TEHSLE @

19,123,143
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GandCrab Ransomware Shutting Down
After Claiming to Earn $2.5 Billion - by
@LawrenceAbrams

GANDCRAB

GandCrab Ransomware Shutting Down After Claiming to Earn $2.5 ...

After almost a year and a half, the operators behind the GandCrab
Ransomware are shutting down their operation and affiliates are being told

« GrandCrab BRLIRTE 2018/01 By - BEERENR - WHEBEXERIKKE - SUBAEAW
BEZ2/DE 150 =70 - EHREEAREE -

o ABLEH GandCrab NIZMREE  RETNEFERNN - SR 20KEZREBMZEHMIER - ExD
FKIBEMAELIHKT - <<2019/06/03> >

SYSTEX CORPORATION



https://www.ithome.com.tw/news/131042
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ECOSYSTEM
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$861.5K

$6.9K $7.1M
Min Most Likely Max

The forecasted annualized loss based on the given
parameters in the FAIR Model.

EZ [AEFEE] 1517

FAIR 2B RilE— AR AL
N [BELHBMES(EEI
A B FRAREE -

FLE - BK £F FAIR

Model Sst8 [EE—&
FEYBLER WS ELE
e POV ST )

]

@EAR

BEZ [aR] 1817

RiE [HARZZEERIE] - F
Bt AT HE B 2R EBAIR
ZEBIEE - ARz ZES I8
HogENTaRE -

81% : 1SO 27001 - PCI-
DSS » GDPR ~ HIPAA -
NIST 800-53 %45 -
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Security Score (%)
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40

¥ S B {E/[EISREEE /RIS /R 5EIR

2202 H] vs Industry Average

Excellent
Good
78 78 78 78 78 78 78 78 78 ‘2 79
Poor
Bad
Jul"19 Oct'19 Jan '20 Apr '20
The Average ZEWVNE]

EXZ (/R
[Zemn] K% (ST
(BEESE] tF (%]

Category Comparison

Website DNS
CDN Security  Health

Email
Security Security
Information SSL/TLS
Disclosure Strength
Web e Application
Ranking Security
Patch ,/ DDoS
4anagement e el Resiliency
Brand Netwaork
Monitoring Security
Attack Fraudulent
Surface Domains
Social Fraudulent
Netwark Apps
Hacktivist
Shares 1P

Reputation

BEEZ (AE] BSaHh
(EepgE] K% (ST
(BEESE] 5 (%]

Vulnerability Heat Map @

Critical

Passed

EZMERE [Z8h] R
EEIZED : Failed 89
Critial & High

K=
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B8 The Latest Snapshot & Attack Surface «: Most Risky Assets

SSL/TLS
Strength
Credential
Mgmt.
Application o Hacktivist
Security ' Shares
Social
Network

Website

Security

¥ Most Critical Problems

Email
Security

DDoS
Resiliency

Network : Web
Security ° Ranking

[20 & ] EZ%EIEEER & [500+ ) #@EIZHIIER
_J T Drill-Down s ZElzF4lz7ER
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Security Score (%)

Patch Management

Brand Monitoring [JI

SR 1

A REA v 8

Investment Banking and Securities Dealing

Cyber Rating

Websﬂe Secur DNS Health
Information Dlscluaure . Email Security
Web Ramung
SSL/TLS Sirength

B + ‘ Application Security

DDoS Resiliency

Altack Surface

Social Network Network Security
Hacktivist Shares

P Repulat .‘ Fraudulent Domains
ulation
< recently Nigiep! Avps

Technical Report

Calculated using MITRE

By R A vs. Industry Average

100
Excellent
90 88
Good s
80
70
Poor
60
50 Bad
40
Jul 20 Oct 20 Jan'21 Apr 21
The Average == B A

SRS [ E3E0])

S BLACKKITE

Probable Financial Impact Rating

RISK
(Annualized)
$10.2K $2.9M
Min Most Likely Max
The forecasted annualized loss based on the given parameters in
the FAIR Model

IR Model

Using the FAIR model

Category Comparison

Website DNS
CDN Security  Health

Email
Security Security
Information SSL/TLS
Disclosure Strength
Web Application
Ranking Security
Patch DDoS
Management Resiliency
Brand Network
Monitoring Security
Attack Fraudulent
Surface Domains
Social Fraudulent
Network Ap,
Hacktivist P Credential
Shares Mgmt.

Reputation

Data Breach Index (DBI): 0.05 &

h 4
I — I -
Ransomware Susceptibility Index (RSI): [i]7]

Compliance Rating

Compliance Report

Multiple Standards and Frameworks

Vulnerability Heat Map

Distribution

Passed
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BE The Latest Snapshot i Attack Surface . Most Risky Assets ¥¥ Most Critical Problems

Safeguard Privacy Resiliency Reputation

Patch
Management

Application

e 100%
Security

100% 100%

Website Information
Security Disclosure Security
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Good 3.:./‘
80
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Example Corp. Strategy Report
April 8th, 2020

Current

Cyber Rating © Probable Financial Impact Rating © Compliance Rating ©

§7.4K S7.6M
Min Most Likely Max

e Kracasd vruatend v b on e e aramenrs 1

| Technical Report [ FAIR Report

| compliance Report

‘o

How to improve this security posture?
This report evaluates the security posture for 4 main groups namely Safeguard, Privacy, Resiliency & Reputation and 20 unique categories.
This data is compiled into a simple, readable report with letter-grade scores to help identify and mitigate potential security risks. Each category

has summary or top riskiest assets and technical details along with mitigation, compliance, standards & regulation details can be found at the
bottom of the each category and the Knowledge Base.

Steps
Patch Management [12] Patch Management (23] CDN Security
[ #1 Application Security (7] @ Application Security

Credential Management {B) SSU/TLS Strength L 6 DNS Security [ 2]

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu
fugiat nulla pariatur. Excepteur sint occaecat cupidatat non proident. sunt in culpa qui officia deserunt mollit anim id est laborum

Target

Cyber Rating © Probable Financial Impact Rating © Compliance Rating ©

A

Technical Report

&> &

—
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&
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7
ox

Example Corp. Strategy Report

Step #1

Tasks to Complete

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu
fugiat nulla pariatur. Excepteur sint occaecat cupidatat non proident, sunt in culpa qui officia deserunt molit anim id est labarum

Module Asset Title Detail Severity
Application | webmalleasternny.  Cleartext | crivical |
Security Transmission of F tion: loginuser pUEV1 =15845685495021680

Sen [cvss: 73 ]

£V1+15845686033369854

ser_pwd

84568713542890

input Name: user_pwd

mists sites 3cs.org Form Acton: loginuser pIEV1 1584568741953
Form Name: myForm [cvss: 73 ]

nput Name: pwd

matedme us Patch ment me.us (Product: windows server 200

arme us (Product: window

Patch matedme us Patch Mana

i the waythe the Wincows Neswork Connectons Ser

object
lege Vulnerabifity’. This CVE ID is unique from

Step #1 Target

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat

Cyber Rating @ Probable Financial Impact Rating @ Compliance Rating ©

1 Anaint
i $622.7K
. :::\ = Most Likely SAM‘:

o rocamms st o . i e vt

- K decrease

2% increase
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« 7x24 I BEH [1Hm2E ]
« 400+ 28| / BUEE A+
« 100% [EZolf&{E] /T E
- BRIFFBEMKRAREN [HEER] 175
BERAR - e BB R=E..
« BENE ([EIEKPEME ] %l
o TCP/Reset
s BRARESR - BREIHEREK
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NAERESTE [ oJR1E

W' dipssmith42 holdingscorp.com - 10.100.17.11

= Device Event Log (dipssmith42.hold
Mon Nov 26 2018, 18:17:18

18:17:18
18:17:18 pithd2.holding m failed to ¢ ) 10.100.17.9 [SMB]
8:17:18 dlj 42.h nne 10.100.17.10 [SMB)

Single device
All deyices

17.6 [\..H‘ Bveach devices

Normal

ce167.holdingsinc
Flle Server

| connected t0 Domain Contro
n Nov 26, 1¢ d - ‘. ¢d t0 Domain C 1ler [SMB]
Mon Nov 26, 18:07 06 dlpunithlz holdingscorp com was still connected to Domain Controller
[unknown]
Mon Nov 26, 18:06:51 dlpssmith42.holdingscorp.com connected to Domain Controller [Unknown]
Mon Nov 26, 18:06:50 dlpssmith42.holdingscorp.com was still connected to Domain Controller Internal
[Unknown]
Mon Nov 26, 18:06:50 dlpssmithd2.holdingscorp.com was sending a broad [ur )|
Mon Nov 26, 18:06:48 dlpssmith42.holdingscorp.com connected to Domain Controller (Unknown] E([:)FP’
Mon Nov 26, 18:06:46 dlpssmith42.holdingscorp.com senta broadcast [Unknown)] ICMP

Mo Alass AE AT.AAAO P A Sy A S Sy S K |

o B e
|A A1 A2 A1 A1
i

‘Mathlunusual Math / User / Math / Unusual | Math / Math / Device /

| sl izl oot Loedho * DARKTRACE
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https://www.youtube.com/watch?v=O_OYOw1vpPA&feature=emb_logo
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+ AV + EDR + MDR + PS + SE + ...

R ER B

MoC = SOC + NOC + LM ( Event + Network)

=4
-y

3.1 MOC (More SOC)
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J:Fﬁﬂf?aﬁl [FEEi] vs BEZR

alE [J\X1EIR]

H )\ KBIR fEEE/ERAL(F

10 YAl o /RS

1 \I\EU (E *ﬂ?/% FI—_IZE%Z) ® ﬁ/lﬂg

2 BRZIHBEREERAS . ISMS - BLH %8
3 ZILEBKEEEN . ISMS - B4k
L BRERMERE KRR . ISMS - B @2 -
5 BRAMBEERNEEZSE e ISMS - B
6 ERLZEMENZEGHIE e ISMS - BLUE -
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