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The Pain Points
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DATA COLLECTION

Collect necessary security logs
and machine data from your
environment. Including network,
endpoint, authentication, and web
activity data. Move these critical
activity logs to a location that

cybercriminals can't easily access.

DATA
NORMALIZATION

Apply a standard security taxono-
my. Fields with common values
like user timestamp, name, source
IP address, and port have
common names regardless of
who created them or what device
was used.

EXPANSION

Collect additional data that
unlocks new capabilities. This
builds a foundation for the
advanced detection capabilities
and contextual insights that will
identify patterns and correlations
in your security data.

(00 )
50
ENRICHMENT

Augment the security data you've
collected with data from internal

sources like business tools, web-
site data, logs, and access con-
trols and external sources like
open-source and threat-intelli-
gence feeds, machine data, etc.

AUTOMATE &
STANDARDIZE

Cybersecurity success hinges on
automation. Organizations not
only need actionable insights in
real-time, but they also need to be
able to automate tasks.

ADVANCED
DETECTION

This stage will be aligned to the
identified risks that harm your
business, and teams should
prioritize performing new
research, refining queries, and
building on existing capabilities.
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Investigation - Finding the Path On Time
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Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
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A Journey of Cyber Security Investigation

Select a Data Point
(usually an IP or Email) Review, Pivot, Search
and Repeat through
multiple data sources

Select a Starting

Point (an Alert) /? ")
' o~
2
~ .

Attempt to build relationships
and make inferences with
little to no context

Try to make méaning, remember
everything, and-communicate the
analysis with rest of the ofganization

€a\/N



Surmmany = Cumend Wpiches v Theest Models pnd Infsi Reports asd Alsrts

Mew Search
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I — Now it's time to run searches for each one of those IP addresses...



Incident Review

Enterprise Security

Incident Review

Urgency Status Caorrelation Search Mame
_ Bl < 9 pvents (2808 10:00:00.000 PM to 12918 10:35:23.000 PM)
Al ares0N.36.20
Format Timeline = = Zoom Out
Security Domaln 1 howr per column
Time Associations
Date time range - I
Tag n
m 1200 AM G000 AM 12:00 PM 8200 PM
Man Jan 29
2018
Edit Sebected | Edit &l 9 Maiching Events | Add Selected 1o irvestigaticn
i Time = Security Domain 3 Tithe = Urgency = Status = Chemar = Actions
V2R, B2E) |
> p:lg.- HES020.000 Access Excessive Falled Logins ﬁ. High " ross Admindstrator -
> @ :;EIHS 5:A7-50.000 Py— Excessive Failed Logins P o Mew unassigned -
V28M8 5:47:48.000
> el Access Brute Force Access Behavior Detected From 1011.36,.20 Mazee unassigned -
PM Medium
VZ28M8 12:50:19.000 Abnormally High Mumber of HTTP unknown Reguest Events By _
> -4 K L M ¥ -
o Networ o o on ® Low raen unbssigned
V28M8 12:50:19.000
> Metwork Abnormally High Mumber of HTTP POST Request Events By 1011.36.20 @ Low MNew unassigned -
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Q. New Search

| from datamodel:"internal_audit_logs.Audit”

+ 5,318 events (before 12/16/16 8:05:24.000 PM)

Events (5,318)

Format Timeline v

Patterns

— Zoom Out

< Hide Fields

Selected Fields
action 50
host 1

info 5
source 1
sourcetype 1
user 3

R R R R B B

Interesting Fields
# date_hour 2

# date_mday 1

# date_minute 10
a date_month 1
# date_second 50
a date_wday 1

# date_year 1

a date_zone 1

i= All Fields

Mo Event Sampling v

Statistics Visualization
List « SFormat ~ 20 Per Page v
i Time Event
» | 12/16/16 Audit: [timestamp=12-16-2016 20:05:23.831, 1d=5318, user=admin, action=edit_search_schedule_window, info=granted ][QpJuPykFG35GOw

B:05:23.831 PM

12/16/16
B:05:23.829 PM

12/16/16
B:05:23.234 PM

12/16/16
B:05:23.233 PM

12/16/16
B:05:23.226 PM

12/16/16
B:05:23.225 PM

E75/xQyvBbWhP5fHO+38REMkSBWUNIDMOtZ3CLzptQDlz0]cjSEXpHIpEFDZot ] yHWRexbF J+kKwgUSisAF+)/qf IMY=]

action = edit_search_schedule_window = host = docker-baseimage-builder-ee1cc672.us-east-1.ec2.signifai.int

info = granted

source = audittrail + sourcetype = audi

Audit: [timestamp=12-16-2016 20:05:23.829, 1d=5317, user=admin, action=edit_search_schedule_priority, info=granted ]
[ha3AVEzgyixu\l’?MTuPEEfﬂbGZGXZMSSHwawaﬁSpr"i]EXBEanvame}BﬂEqQ.‘&isbg?swzLNnSJbSanquNddeDHqIDOM3cPngvuminPC?EOnzWFEIwrldePb}

action = edit_search_schedule_priority = host = docker-baseimage-builder-eelcc672.us-east-1.ec2.signifai.int

Audit:[timestamp=12-16-2016 20:05:23.234, id=5316, user=admin, action=accelerate_search,

EXLKErolU1/dNnV2a¥8/UzZeqauXdix7ZwCev2hILFsduWZm++GZ JuVi2DJ)s/spTTGa/LKi3h0LRzQZL+5=]

action = accelerate_search = host = docker-baseimage-builder-ee1cc672.us-east-1.ec2.signifai.int + info = granted

Audit:[timestamp=12-16-2016 20:05:23.233, id=5315, user=admin, action=accelerate_search,

1uSP1herKi+eFxwKTHZb1i+L ful 7Km3vjTG2WaXesh79PZemewXQr4KWuS6D) 1db4YX9+RHtozkvLg0j4=]

action = accelerate_search = host = docker-baseimage-builder-ee1cc672.us-east-1.ec2.signifai.int + info = granted

Audit: [timestamp=12-16-2016 20:05:23.226, id=5314, user=admin, action=accelerate_search,

v+4C+kzTg/7Lkz0/GT10Kz1951U)ddtyzmEowgeK2Nt fZ0PSB t9JwHYETu1gHpdNS /Dh1dGbzOWvg IN7Q=]

action = accelerate_search - host = docker-baseimage-builder-ee1cc672.us-east-1.ec2.signifai.int - info = granted

Audit:[timestamp=12-16-2016 20:05:23.225, id=5313, user=admin, action=accelerate_search,

ZoBzvGaj Bv1AKPZXK/vnfaULOY15NuSx7nf6PdZ790hx0n55)rh72ZQGemd 1 gy jehR7Py0q5h0C3BEAP+A=]

artion = arcelarate caarch hroet = docker-haceimane-hiildar-eal ~re677 11c-gact-1 ar? cinnifal int nfe = oranted

nfo = granted

source = audittrail sourcetype = audi

info=granted ][ACzRZegfJroBJuyIl/YV2gJCl

source = audittrail sourcetype = audittrail USE

info=granted ][mScJ51j9x]jGrObu3g8m3Y4xt:

source = audittrail sourcetype = audittrail USE

info=granted ][pXby+CoPs/P86b51n/1+7tdH:

source = audittrail sourcetype = audittrail use

info=granted ][SYKyvdsjYsJs/ToT7UWOLOWGEL

couirea = aundittrail eonrcaetvne = andittrail e



Threat Intelligence Feeds I ———————

Alerts

Dashboards

GRC

Reports
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Challenges to Cyber Security Investigation

« Data volume and diversity

« Time consuming

« Analysis driven by Intuition and Biases
* Link the information manually

« Lacking of contextual awareness

« Visualize the findings

* Inconsistency of transferring the whole
picture



| What is Explore for Capable of?

L [V]\L

* Link the data with reasoning
 Turn syntax into clicks

* Investigate by following data relationships

* Visualize the tracking & footprints

* Enrich the context

» Save & Share
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How Do Humans Tell a story?

We Define
Relationships.



Telling the Story of ‘Steve’

R ‘Steve’ (person) EERCEEIINA\E ‘Old Colonial’ (building)
o -y a- Key Value Pairs
‘The Old Colonial’ (building) RgECIACLIEEEE ‘15 Funston’ (address)

4 15 Funston (address) BaECESIEICE ‘Foreclosed’ (state)

Stories have Elements and Relationships .
TRIPLES oo

' A\
Element Relationship Element

Steve Resides At Old Colonial

The Old Colonial Has_Address 15 Funston

15 Funston Has_State Foreclosed

L - [V I\



Telling the Story of ‘Steve’

Is_Squatting_At e

| Foreclosed
Resides_At I, Has_State
\ p
Has_Address e
Old Colonial 15 Funston Ave

L - [V I\



Harnessing the Tribal Knowledge

Unlike Database Schema design, Ontology design can largely be done by people with
no special knowledge outside of the topic.

Good semantic design is a matter of capturing logical statements about a field of

knowledge, and encoding chains of elements and constraints.

Done right, triples.produce natural-language statements

“Windows XP SP2”
“Windows XP SP2”

“ms08-67"

“ceobobspc”
“ceobobspc”
“ceobobspc”

“yourcomputer”

\\is all
“is vulnerable to”

A\Y ”

is a

“iS a"

“runs on 0S”

“connected to”

“is now infected with”

“Operating System”

“ms08-67"

“vulnerability”

“host”
“Windows XP SP2”
“yourcomputer”

“conficker”

L - [V I\
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| Various Event Types

Email
sent 10.10.142.5  marketing O0A566B1616C8AF 2016 Recruitment 147 KB Hello Their rdobbs SMTP rdobbs@gemin
EEF214372B1A05 Plan-html idata.com Exchange
80C7
received 10.10.142.27 marketing 0A566B1616C8AF 2016 Recruitment  147KB Hello Their amichaels SMTP amichaels@ge MS
EEF214372B1A05 Plan.html minidata.com  Exchange
80C7
Malware
Violation Black hole 2017 08 08  RDOBBS- O0A566B1616C8AF 51 rdobbs@gemin Backdorr.W32/ 10.10.142.5  McAfee Endpoint
Blocked Exploit PCO1 EEF214372B1A058 Recruitment idata.com Duqu Security
0c7 Plan
Vulnerability
S S
CVE-2015-2360 10.10.142.27 MS15-061  win32k.sys in the kernel-mode drivers in Microsoft Windows Server Qualys
2003 SP2 and R2 SP2
CVE-2012-4681 10 10.10.142.27 null Multiple vulnerabilities in the Java Runtime Environment (JRE) Qualys

component in Oracle Java SE 7 Update 6 and earlier

€A



Various Event Types

DHCP (not CIM compliant)

leased 2017_08_01 14:37 MACBOOKPRO-5D26 10.10.142.5 RDOBBS-PCO1 78:4f:43:a3:5d:26

leased 2017_08_04 9:09 MACBOOKPRO-9R20 10.10.142.27 AMICHAELS-PCO1 78:47:43:6:3e:56

AD (not CIM compliant)

N N 0 o

Nacho.geminidata Robert DOBBS rdobbs rdobbs@nacho.geninidata.com KT  Gemini. com ©650-777-7777
Dobbs
Robert
Nacho.geminidata Alice MICHAELS amichaels amichaels@nacho.geminidata.com Designer MKT  Gemini. com 650-986-6785

Michaels Alice

(- V1N



| From Key Value Pair to Triples

ELEMENTS RELATIONSHIP ELEMENTS
Email Contains subject Hello There
Email Contains attachment 2016 Recruitment Plan
2016 Recruitment Plan Contains File Mal/frame-W script
Violation Blocked Detected by McAfee Endpoint Security
CVE-2012-4681 Can be exploited by Black Hole Exploit Kit
Email Addressed to Alice Michaels
Hello there Sent from rdobbs@nacho.geminidata.com
rdobbs@nacho.geminidata.com Belongs to Robert Dobbs

€A



i What will Explore benefit to cyber security
Investigation?

Drill down the investigation quickly
Reveal the scope of impacts

Spot the threats & risky items

Take notes on interesting data

4 g
THIS IS THE WAY

* Visualize the findings and attack maps

€A/
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Graphical Representation of A Story

{

“Robert’s computer sent an email to Alice with & s iy

an attachment called 2016 Recruitment ricebs Goeroehe

Plan.html. The attachment contained a malware @)

script that is associated with a particular O rdobbs@nacho.geminidata.co

vulnerability related to a Black Hole Exploit Kit ] Alice Michaels

that was blocked by McAfee Endpoint.” by HEEW

@
arn|chaels@nacho.gemimdata.co
* Visualization tells a more powerful %,
S t 0 ry 2016 Recruignt Plan.html
 Can be saved for further use (©
McAfee Endpoint Security - © D

« Easy to communicate with others L e N 22

CVE-2015-2360

« Story can tell itself B
&2
CVE—ZOEJ»SB'I
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Drill Down the Investigation Quickly

Keyword Search + Drill down

€3  Exploration -

Search -

me Range

| Last 7 Days | Currant view I |

Search né?es... ]

Exclude nodes...

.............. 205117.94.228

Tags - MNodes Relationships



Source Data 0On Canvas

Nodes Relationships

® Attack (11)

S
® Botnet (6) \5’* c%\%
® C2(82) & %

@ Destination (4.53k) \ /

® Fortinet (99) @ DETECTED == o

() Leeggialy MS.RDP.Connecti... S
1261 30NN COESS

® IPS_Event (11) o

@ Malware (99)

@ Source (1.18k)

@ virus (82) &
A Hide List @é

2.249.49.131

O

00.72.193

O

109.109.114.8 0

21.200.173.

Redosdru



Navigator

Nﬂs Relationships
® Attack(11)
Botnet (6)
2 (82)

Destination (4.53k)

Fortinet (99)

°

®

®

®

® [PAddr (5.71k)
@ IPS_Event (11)
® Malware (99)
@ Source (1.18k)
°

virus (82)
A Hide List



€3 Exploration v <\ < | v Help @

Source Data On Canvas @ @

l Navigator

Nodes Relationships
® C2(7)

@ Category (36)

@ dst(221)

@ Filename (2)

@ PAddr (228)

@ Malware (6)

@ src(?)

@ URL (149)

@ Virus (29)
A Hide List

Canvas is empty. Bring in some nodes to start exploration!




The Analyst Journey with Gemini Explore

Machine reasoning Analyst reviews elements and Analysis story is shared
discovers relationships relationships to create the across organization
between elements analysis story

€/l



Thank You
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