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The Pain Points 
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Investigation - Finding the Path On Time 
 





A Journey of Cyber Security Investigation 



Now it’s time to run searches for each one of those IP addresses… 
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Challenges to Cyber Security Investigation 

• Data volume and diversity 

• Time consuming 

• Analysis driven by Intuition and Biases 

• Link the information manually 

• Lacking of contextual awareness 

• Visualize the findings 

• Inconsistency of transferring the whole 

picture 



What is Explore for Capable of? 

• Link the data with reasoning 

• Turn syntax into clicks 

• Investigate by following data relationships 

• Visualize the tracking & footprints 

• Enrich the context 

• Save & Share 



How Do Humans Tell a story? 

We Define 
Relationships. 



Telling the Story of ‘Steve’ 
 

Element Relationship Element 

Steve Resides_At Old Colonial 

The Old Colonial Has_Address 15 Funston 

15 Funston Has_State Foreclosed 

Stories have Elements and Relationships 

T R I P L E S  

Key Value Pairs 

Noun, Verb, Direct 

Object 

•    ‘Steve’ (person)     Resides_At    ‘Old Colonial’ (building)  

•    ‘The Old Colonial’ (building)    Has_Address   ‘15 Funston’ (address) 

•    ’15 Funston (address)     Has_State   ‘Foreclosed’ (state) 



Telling the Story of ‘Steve’ 



Harnessing the Tribal Knowledge 
 Unlike Database Schema design, Ontology design can largely be done by people with 

no special knowledge outside of the topic. 

 

Good semantic design is a matter of capturing logical statements about a field of 
knowledge, and encoding chains of elements and constraints. 

 

Done right, triples produce natural-language statements 

 
“Windows XP SP2”  “is a”             “Operating System” 

“Windows XP SP2”  “is vulnerable to”       “ms08-67” 

“ms08-67”         “is a”                  “vulnerability” 

“ceobobspc”   “is a”                “host” 

“ceobobspc”       “runs on OS”             “Windows XP SP2” 

“ceobobspc”   “connected to”           “yourcomputer” 

“yourcomputer”    “is now infected with”   “conficker” 



Let’s look at a security 
incident as an example 
 



Various Event Types 

action dest dest_buit File_hash File_name File_size Email_subject Orig_dest protocol recipient Vendor 

sent 10.10.142.5 marketing 0A566B1616C8AF
EEF214372B1A05
80C7 

2016 Recruitment 
Plan.html 

147 KB Hello Their rdobbs SMTP rdobbs@gemin

idata.com 

MS 

Exchange 

received 10.10.142.27 marketing 0A566B1616C8AF
EEF214372B1A05
80C7 

2016 Recruitment 
Plan.html 

147 KB Hello Their amichaels SMTP amichaels@ge

minidata.com 

MS 

Exchange 

Email 

action category date dest File hash File_name sender signature src Vendor 

Violation 

Blocked 

Black hole 

Exploit 

2017_08_08 RDOBBS-

PC01 

0A566B1616C8AF
EEF214372B1A058
0C7 

2016 

Recruitment 

Plan 

rdobbs@gemin

idata.com 

Backdorr.W32/

Duqu 

10.10.142.5 McAfee Endpoint 
Security 

Vulnerability 

cve cvss dest msft signature Vendor 

CVE-2015-2360 7.2 10.10.142.27 MS15-061 win32k.sys in the kernel-mode drivers in Microsoft Windows Server 

2003 SP2 and R2 SP2 

Qualys 

CVE-2012-4681 10 10.10.142.27 null Multiple vulnerabilities in the Java Runtime Environment (JRE) 

component in Oracle Java SE 7 Update 6 and earlier  

Qualys 

Malware 



Various Event Types 

action date time description IP address hostname MAC Address 

leased 2017_08_01 14:37 MACBOOKPRO-5D26 10.10.142.5 RDOBBS-PC01 78:4f:43:a3:5d:26 

leased 2017_08_04 9:09 MACBOOKPRO-9R20 10.10.142.27 AMICHAELS-PC01 78:47:43:f6:3e:56 

DHCP (not CIM compliant) 

AD (not CIM compliant) 

DN SAMID CN empid email OU OU DC DC Phone 

Nacho.geminidata Robert 
Dobbs 

DOBBS 

Robert 

rdobbs rdobbs@nacho.geninidata.com MGR MKT Gemini. com 650-777-7777 

Nacho.geminidata Alice 

Michaels 
MICHAELS 

Alice 

amichaels amichaels@nacho.geminidata.com Designer MKT Gemini. com 650-986-6785 



From Key Value Pair to Triples 

Noun Verb Direct Object 

Email Contains subject Hello There 

Email Contains attachment 2016 Recruitment Plan 

2016 Recruitment Plan Contains File Mal/frame-W script 

Violation Blocked Detected by McAfee Endpoint Security 

CVE-2012-4681 Can be exploited by Black Hole Exploit Kit 

Email  Addressed to  Alice Michaels 

Hello there  Sent from rdobbs@nacho.geminidata.com 

rdobbs@nacho.geminidata.com Belongs to Robert Dobbs 

ELEMENTS RELATIONSHIP ELEMENTS 



What will Explore benefit to cyber security 

investigation? 
• Drill down the investigation quickly 

• Reveal the scope of impacts 

• Spot the threats & risky items 

• Take notes on interesting data 

• Visualize the findings and attack maps 



Graphical Representation of A Story 
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• Visualization tells a more powerful 

story 

• Can be saved for further use 

• Easy to communicate with others 

• Story can tell itself 

“Robert’s computer sent an email to Alice with 

an attachment called 2016 Recruitment 

Plan.html. The attachment contained a malware 

script that is associated with a particular 

vulnerability related to a Black Hole Exploit Kit 

that was blocked by McAfee Endpoint.”  



Drill Down the Investigation Quickly 
 

 

Keyword Search + Drill down 



Spot Risky Assets 



Reveal Scope of Impact 



27 Dive Into Threat Intelligence 



The Analyst Journey with Gemini Explore 
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Thank You 



Questionnaire 
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