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0l BANK, FB, GPAY, CRYPTO, GAMING
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1 Geo: USA, EU, MIX

| Working cookies

1l Crypto Wallets

0l PRICELIST:

I 7 week 1008

1 7month 2508
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1 3month 4008

1l Lifetime - 1000$

[l Payment methods: Q/W/, BTC, LTC,
ETH, BNB, TON, TETHER USDT (BEP20,
TRC20, ERC20), PAYEER

| l Or another crypto (pm admin)
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W Result 15-16.9.2022

« 10.010 PRIVATE logs added
« 390 free logs added today

B Purchase/extended access
@HUBHEAD

W Private logs with a wallets folder in one
hand @HUBHEAD

o e :

@ @SNATCH_CLOUD and @HUBLOGS

are completely differents logs clouds.
W For MAX profit - buy access to both

H clouds at a reduced price - @HUBLOGS
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Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
10 qi 6 q 9 i 10 techniques 18 techniques 12 techniques 37 techniques 14 techniques 25 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
Active Scanning (2) Acquire Drive-by Command and Abuse Elevation Abuse Elevation Control Brute Force (4) Account Discovery (4) Exploitation of Archive Application Layer Automated Account Access
Infrastructure (g) Compromise Scripting Control Mechanism (4) Remote Collected Protocol (4) Exfiltration (1) Removal
Gather Victim Host Interpreter (g) nism (4) Credentials Application Window Services Data (3)
Information (4) Compromise Exploit Public- Access Token from Password Discovery Communication Data Transfer Data Destruction
Accounts (2) Facing Exp! Access Token Manipulation (5) Stores (3) Internal Audio Capture Through Size Limits
Gather Victim Identity ’ Application Client Exec Boot or Logon Manipulation (5) Browser Bookmark Spearphishing Removable Data Encrypted for
Information (3) Compromise Autostart BITS Jobs Exploitation for Discovery Automated Media Exfiltration Impact
Infrastructure (g) External Remote Execution (12) Boot or Logon Credential Lateral Tool Collection Over
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Information (g) Develop Boot or Logon Execution (12) Files or Information Discovery Clipboard Data Encoding (2) Protocol (3) Manipulation (3)
Capabilities (4) Hardware Native API Initialization Forced Remote Ser
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Breach and Attack Simulation

BAS ‘ 12 43 i o B B =

GERTECH Tenchnology Co., Ltd. 27



/4 GERTECH Technology Co.,

Q&A

Thank You

GERTECH Technology Co.,



