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VMware Tanzu for Kubernetes Operations
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Kubernetes as the Singular Infrastructure API

' . 2 e -
—t r N
. & )
ot I I
(‘// | i
l ' | i

Application Development Teams Kubectl apply -f app.yaml

C .
APP | | APP aws VM[WC];re A Azure F)

APP . =

vSphere”

Applications Infrastructure
ir ua

S BB

Storage Volumes
: |

()

I Access to Kubernetes APl = Access to your Infrastructure!!!
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Kubernetes Infrastructure Ecosystem Providers
Plugins for various Vendors
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Kubernetes Abstractions and Layers

Kubernetes Cluster
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Challenges faced by the Ops Team
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Challenges faced by the Ops Team

Tanzu for
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Cross-Cloud Service Tanzu Service
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Tanzu for Kubernetes Operations
Architecture
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Tanzu Mission Control
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Tanzu Mission Control &30 Kubernetes Cluster
H1EXE Kubernetes APl (&I

Manage Any Kubernetes Cluster
Attach existing Clusters

Tanzu Mission !

Control s
Get Agent sync-agent coredns
Auth Token Cluster GrOUpS intent-agent Deployment A
extension-updater Deployment B

kube-proxy

kube-controller
cluster-health

-
system-tmc Namespace Namespaces \
TKG / GKE / AKS / EKS / Edge Cluster

kubectl

Bring in existing Clusters to Tanzu Mission Control Resource Hierarchy

TMC deploys agents in ‘vmware-system-tmc’ namespace

Agents pull policies defined in TMC

Manage Existing Namespaces
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ZeELaEIAEIE Cluster Lifecycle Management

~

Provision / Attach / Scale / Upgrade / Delete

- BEREFAY Tanzu Kubernetes Grid 225
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- EEACER/SZEA Kubernetes API B9
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« Tanzu Kubernetes Grid
« vSphere with Tanzu
« GKE/AKS /EKS/OCP
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FwEAMREDR(E Global Visibility and Diagnostics
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Phil Huang
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Nodes

Mission Control

vmw

«

&, Cluster groups

& Clusters

B9 Workspaces

[# Namespaces

Workloads

€y, Policies
Assignments
Templates

Insights

o

Z Inspections

[¥] Events

&s Administration

Automation center

[E] Audit logs

Ref: VMware Tanzu Mission Control

<« & amlth-VSpher... @ Healthy C Last updated less than a minute ago

Labels ( tme.cloud.vmware.com/creator: amithn )

Description Amith's vSphere 7 TKG Cluster

Requested/Allocatable CPU

51

4.08 CPUs / 8 CPUs

Component health

@ controller-manager & etcd-0
@ kube-apiserver @ scheduler

Agent and extensions health

@ agent-updater @& cluster-auth-pinniped
@ cluster-health-extension

@ extension-manager @ extension-updater
@ oatekeeper-operator @& inspection

@ intent-agent @ policy-insight-extension
@ policy-sync-extension @ sync-agent

& tmc-observer

Overview Nodes Namespaces Workloads Inspections Events
Cluster group amith-clusters Provider vSphere Node count
Management cluster  attached Type Attached Total memory
Provisioner attached Kubernetes version v1.20.7+vmware.1 Total cores

Requested/Allocatable memory
12%

3.7 GB / 27.46 GB

Worker nodes @
@ 3 nodes healthy

Integrations ADD INTEGRATION v

Name

0

— About Getting Started with VMware Tanzu Mission Control 15



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-getstart/GUID-6BCCD353-CE6A-494B-A1E4-72304DC9FA7F.html

2=
3

e RmERS Cluster Inspection
Project Sonobuoy Rt ZRmERE—HERE

H \||m
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1. Conformance : &% K8s EzzE 1225
2. CIS Benchmark : 1S CIS A Z & #E5F
hEREGHRME
3. Lite : #1TRHE Pod FiB#& FRBI
- OB LEEHERE REDRRENS

& Clusters

vmw Tanzu Mission Control

Workspaces

(@) Namespaces

Workloads

[

&, Policies
Assignments
Templates
Insights

Inspections

&

[%] Events

Administration

ac

1 Automation center

Ref: VMware Tanzu Mission Control — Cluster Inspection
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& Audit logs

< Run inspection

Cluster
faasl b

Inspection type
° Conformance Ensure that a dluster conforms to official Kubernetes specifications (can take up to 4 hours).

CIS benchmark Checks whether Kubernetes is deployed according to security best practices as defined in the CIS Kubernetes Benchmark

Lite Ensure that cluster inspections are functional by running a single test case.

RUN /-

Phil Huang

MAPBU-APJ

«
< @ CIS benchmark inspe...
Cluster faasl
Kubernetes version v1.20.7+vmware.1
Nodes 3
Started ‘Wednesday, August 11, 2021, 02:44pm
Duration -
88 77 3
Tests Succeeded Warning Failed
>

Failed tests

1.1.12 Ensure that the etcd data directory ownership
is set to etcd:etcd (Automated)

Nodes affected

plugins/kube-bench-master/results/faasl-control- plane-pfn9n/tmp/results/master.xml

On the etcd server node, get the etcd data directory, passed as an argument --data-dir, from the below command: ps -ef | grep etcd

Run the below command (based on the etcd data directory found above). For example, chown etcd:eted /var/lib/eted

5 o 1.2.6 Ensure that the --kubelet-certificate-authority
argument is set as appropriate (Automated)
4.1.1 Ensure that the kubelet service file permissions

are set to 644 or more restrictive (Automated}

/


https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-1BB98612-A9BF-494C-8446-1DB2E80BF5F9.html
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Ref: VMware Tanzu Mission Control —
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Policy-Driven Cluster Management

vmware

izE3E Centralized Pollcy Management

@ Policy insights

Access & Custom E Image
issues @ O issues o registry [ii]
issues @
Category T Issue type Policy name
> Security iolation disable-psp

vmw Tanzu Missi Contro

&, Policies

Access mage registry

WORKSPACES

2, MAPBU-APRJ

@, Cluster groups

Network

& Clusters

BE Workspaces

(=) Namespaces -
(=) 42, aaa-orphan-clusters
45 amith-clusters

[E Workloads
“ & amith-vsphere7-tkg-
cluster

£, Policies >

%

5, amiths-azure-clusters

Assignments
J 4 amiths-tkg-clusters

Templates

42, anahid
Insights &, av-agile
= Inspections &, axisdemo
(7] Events &, bensontest

45, chitalegroup

5o Administration 4 chitalegroupl

%

E Automation center 5, ckumpeerapar

5 cloudaws

%

& Audit logs 5, de-demol-clustergrp
&, default

¥, derrick-clusters

i ede

&, egubi-cluster-group

4 egubi-clusters

@ DARK

(= Last updated less than a minute ago

Network @
O issues ®

Quota &
O issues &

Security

14 issues
o

Cluster group Cluster Namespace Time

jupil-cluster-group apps-02 default afews

= Last updated 1 minute ago

Security Quota Custom

Security policies

Security policy defines a set of conditions that a pod must run with in order to be
accepted into the system

Do not show this again

Security policies for cluster amith-vsphere?7-tkg-cluster

Inherited clusters security policies
No inherited policies

(1) Security policies are supported on Kubernetes version 1.16 or higher. x
Rafrain from applying security policies on clusters running priar versions of
Kubernetes

Direct Security policies

Security template
Strict

Usa this security template to strengthen the security of your Kubernates
cluste: plate if you want strict security controls applied to your
clusters

Palicy name



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-847414C9-EF54-44E5-BA62-C4895160CE1D.html

=Z1{R:E Data Protection
A% Velero & Restic EITEREHE D IEIRERE

Phil Huang

vmw Tanzu Mission Control MAPBU-AP.J

« « Create backup

& Cluster groups v @ Whatto backup Back up selected namespaces
& Clusters
B Workspaces Back up the entire cluster, apps-02

- HERERSECUETH 3EEMNIRE e
1. BERSEZHEM -

2 . Ef% /'_‘E_' % /E_K Z Ef% /'_‘E_' N a m eS pa Ce 1% 'Tﬁ (I Hide Tanzu namespaces (_J) Hide system namespaces

° Back up selected namespaces

Back up resource using a label selector

&, Policies >
3 —+ == == —+ == L b I /\ _ Mame T Managed | Labels
. BEREZREE Label &1 assignments
Templates cert-manager MNo
Insights default Yes ( tme.cloud.vmware.com/creator: jupilh )
&J Inspections gatekeeper-system No Cadmission.gatekeeper.shfignore: no-self
7] Events
= kube-node-lease No
kube-public Mo
& Administration
kube-system No C admission.gatekeeper.sh/ignore: system

Automation center

Vmwa re Confidential | ©2022 VMware, Inc. Ref: VMware Tanzu Mission Control — Data Protection 18
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Digital Enterprise — innovation, customer satisfaction and competitiveness are at stake!
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Tanzu Observabillity - Dashboard

VMware Tanzu
Observability

m [ 2H [ 2021-09-12 12:58:46 PM to 2021-09-12 02:58:46 PM v Compare Timezone BROWSER DEFAULT v ] Show Events | FROM CHART v
Tour: Cluster trics E M . Filter :

Exploration @ ¥

@ Dashboards ¥ W Alerting [ Applications v & Integrations (@ Browse ¥  «&y Get Started earch dashboards 5= Slack Forum &

Sample Cluster Dashboard

Cluster Overview Metrics

e OIS 21 ms 286

\rd variat Avg Request Latency Avg DB Query Latency Avg Requests Per Second

e Jump To

Latency by AZ Test

CURRENT

DB Query Time by AZ CPU Load Avg by AZ
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E#€ Tanzu Observablllty EWEMEER?

E1R Time Series 18T Tﬂéé’% 6 KigtF4a5

&% Gauge  BERTEAZRVENRSEA(E - of#8  CPU Load / Memory Usage / [& Prometheus Metrics Type
of g Network Connections

sT8lgs Counter FARIERZERIB AR e RUENISE - HTTP GhRIZE & Prometheus Metrics Type

=Wl AnNEEeENEES MmN BRARIFESERNERE [& Prometheus Metrics Type
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VIMWAare" .ienta | 02022 vMware, inc.  Ref: https://docs.wavefront.com/metric_types.html#summary-of-metric-types 25
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Tanzu Observability — 7281z 3&Ht Distributed Tracing

ApplicationServices BeachShirts/APt&ervice Traces TraceDetails 0(: — 7
- BRSMEEMRT : HER
Trace Details OpenTelemetry 2% . O] DIFTIEBEE] &
697.44ms  09-28-2018  1:24:43 pm 1
Trace Metrics

BEREMEMAMEE . EEHM (RE—

l—‘—\ B Trace FRIENUAY L T IER
(SpanContext) ZEERE % - E MR

ser:ip}?:eiizperation 0s 05s i S pan 155 2 ﬁﬁz o ﬁ‘g Sl %5
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|
Span
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VMware Tanzu for Kubernetes
Operations Hands on Lab
. (HOL-2234-02-MAP)

Title Time

Introduction to Tanzu for Kubernetes Operations 15 min

Introduction to Tanzu Kubernetes Grid 45 min

VMware Tanzu Mission Control 30 min

Tanzu Observability Basics 15 min

Introduction to NSX Advanced Load Balancer 15 min

(Avi)

Introduction to Tanzu Service Mesh 15 min

Introduction to Harbor 30 min

VIMWAIE  comoenta | £2032vstmare, . https://labs.hol.vmware.com/HOL/catalogs/lab/]04



https://labs.hol.vmware.com/HOL/catalogs/lab/10414
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