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Android NDK

e NDK = Native Development Kit, [REFZE ML

e 7 Android FFE#1T C #l C++ BXFAFMIE
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Hello World NDK

MainActivity.jav

MainActivity AppCompatActivity

String stringFromJNI()

System. loadLibrary(

onCreate(Bundle savedInstanceState)

.onCreate(savedInstanceState)
com.fourdesire.ndk.databinding.ActivityMainBinding
setContentView(binding.getRoot())

TextView tv = binding.
tv.setText(stringFromJINI())

}
native-lib.cpp
ring
Java_com_fourdesire_ _MainActivity_stringFromINI(
JNIEnvV *env
jobject

ring hello =
env->NewStringUTF(hello.c_str())

1643 ® ¥ & Fral 100%0

ndk

| Hello from C++ |
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i [] 34T - Hello World Java [

Name 11 [public class MainActivity extends AppCompatActivity {
classes.dex public native String stringFromJINI();
classes2.dex
classes3.dex static {
T 13 System. loadLibrary("ndk");
resources.arsc }

META-INF
/* access modifiers changed from: protected */

@verride // android.support.v7.app.AppCompatActivity

lib

77 arm64-v8a

s 17 public void onCreate(Bundle savedInstanceState) {
v BB armeabicv7a 18 super.onCreate(savedInstanceState);
T londcs 19 ActivityMainBinding binding = ActivityMainBinding
e 20 setContentView(binding.getRoot());
T londcs 23 binding.sampleText.setText(stringFromINI());
v 07 x86_64 } }

libndk.so

-—

> res

) https://github.com/skylot/iadx

4 AndroidManifest.xml
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43 KT - Hello World Native |

=
=

Name
classes.dex
classes2.dex
classes3.dex
classes4.dex
resources.arsc

META-INF

lib

v 07 arm64-v8a
libndk.so

v 7 armeabi-v7a

libndk.so
v B x86

libndk.so
v 77 x86_64

libndk.so
T res

4 AndroidManifest.xml

__int64 v1; // sT30
__int64 result; //

__int64 v3; // |

5
6
7

const char *v4; //
_JNIEnv *vS; // [:
const char *v6;

o ®

const char *v7;
r v8; // [xs
v9; // [xs

al;

*)std::

+ 16);

(const cha

+1);

int64 L'ast»:alllJava com_ fourdesire ndk MainActivity stringFromJNI (_JN

Java_com_fourdesire_ndk_MainActivity_stringFromJNI(

_ ndkl:: compressed pair elem<std:: ndkl::basic_string<char,std::_ ndkl::char_traits<char>,std::__ndkl::all
__ndkl:: compressed pair_elem<std::_ ndkl::allocator<char>,1,true>::_ compressed pair_elem(&v8);

17 vl = std::__ndkl::char_traits<char>::length("Hello from C++");
18 :__ndkl::basic_string<char,std::__ndkl::char_ traits<char>,std::__ndkl::allocator<char>>:: init(

:__ndkl:: compressed pair_elem<std:: ndkl::basic_string<char,std::__ndkl::char traits<char>,s

v4 = *(const char **)(std::__ndkl::__compressed pair_elem<std::__ndkl::basic_string<char,std::__ndkl::char_trait

r *)(std::__ndkl:: compressed pair_elem<std:: ndkl::basic_string<char,std::_ ndkl::char_ traits<

40 |}
ﬁ https://hex-rays.com/ida-pro/
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jstring
Java_com_fourdesire_ndk_MainActivity_stringFromJNI (
JNIEnv *env
jobject

std::string hello =
env->NewStringUTF(hello.c_str())

HHEEFE A static FRF
#12 JNI_OnLoad &

#£ JNI_OnlLoad B & P&
RegisterNatives EfE it MK

jstring nativeStringFromJNI
JNIEnv *env
jobject

std::string hello =

env->NewStringUTF(hello.c_str())

jint INI_OnLoad(JavaVM *vm

JNIEnv *env
(vm->6etEnv( : *%>(&env)

jclass ¢ = env->FindClass(

)

JNINativeMethod methods[] = {

rc = env->RegisterNatives(c, methods
(rc != ) rc

(methods) /

%) nativeStringFromJNI -

(JININativeMethod))

O fourdesire
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| -

OE R fETE 1 - R EATESR

__inte4 7fastcall|sub792CC I_VJNIEnv *al)
{

: z : : ” __int64 v1; // ST30_8
jstring nathEStPlngFPO " int64 result; // x0
INIEnV *env _ int64 v3; // [xspt+10h] [xbp-120h]

const char *v4; // [xsp+18h] [xbp-118h
_JNIEnv *v5; // [xsp+80h] [xbp-BOh]
const char *vé6; //
const char *v7; //
char v8; // [xsp+1C
__int64 v9; //

jobject

std::string hello =

v9 = *(_QWORD *) (_ReadStatusReg(ARM64_SYSREG(3, 3, 13, 0, 2)) + 40);

anv->NewS inalUTF(he 0 ( v5 = al;

AL Ne StringUi F(hello.c_str()) std::_ ndkl::_compressed pair_ elem<std::_ ndkl::basic_string<char,std::_ ndkl::char_ traits<char>,std:
std::_ ndkl::_ compressed pair_elem<std::_ ndkl::allocator<char>,1,true>::_ compressed pair_elem(&v8);
vl = std::_ ndkl::char traits<char>::length("Hello from C++");

o PHE£TE nativeStringFromJNI — &=tk sub_92CC
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{8 C++ BEf£NZF & : https://qithub.com/adamyaxley/Obfuscate
24! obfuscate.h B|[RIGHEEZE N, #include "obfuscate.h"” E&

BHREMZFNFSE "My String" — AY_OBFUSCATE("My String")

jstring nativeStringFromJINI(
JNIEnv *env
jobject

std::string hello =

env->NewStringUTF(hello.c_str())

jint INI_OnLoad(JavaVM *vm

JNIEnv *env
(vm->6etEnv( *%>(&env)

jclass ¢ = env->FindClass(
(c == )

JNINativeMethod methods[] = {
{

rc = env->RegisterNatives(c, methods
(rc != ) rc

jstring nativeStringFromJINI(
JNIEnv *env
jobject

env->NewStringUTF(

jint INI_OnLoad(JavaVM *vm

JNIEnv *env
(vm->6etEnv(

jclass ¢ = env->FindClass(
(c == )

JNINativeMethod methods[] = {
¢ *) nativeStringFromJNI} { (
rc = env->RegisterNatives(c, methods (methods) /

rc

(methods) / (ININativeMethod))

(ININativeMethod))
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MRS 2 - FEREMNMZERR

vl = _ReadStatusReg (ARM64_SYSREG(3, 3, 13, 0, 2));
vll = *(_QWORD *) (vl + 40);

jstring nativeStringFromJNI(

v2 = al;
JNIEnv v3 = vl;
jobject v4 = sub 89C8 (&v10);

v8 (const char *)ay::obfuscated data<l5ull,4171390554486297459ull>::operator char *(v4, v5, v6, v7);
I:esult = JNIEnv::NewStringUTF (v2, v8); I
* (_QWORD *) (v3 + 40);

env->NewStringUTF( ( )) return result;

ay * fastcall ay::obfuscated data<l5ull,417139055448629745%ull>::decrypt (ay *result,

o HIBEFHEERHHE "y *vts 17 tropron tump-tom
e FTEFHEMFH XOR EEMZE He < *?g(:é;TE ¥jFesulE & 15) &9
o EEFEHEFEAHAMNMBEIEBETRE {Iie(iié;T; *(Txvfé*lanlré):cipgfr(result, sbyte 9(6], Ox39E3CL9BBBY35373uLL); |
°® iﬁéﬁ%ﬁﬁ;‘j{mgiﬁ } J}Ceturn result;
[ int64 _ fastcall ay::cipher(__int64 result, char *a2, unsigned __ int64 a3)

{

unsigned _ int64 i; // [xsp+0h] [xbp-20h]

for (i = OLL; i < (unsigned int64)a2; ++i )
| *( BYTE *) (result + i) ~= a3 >> 8 * (unsigned int8) (i % 8); |
return result;
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1 [A] ¥ 2§ - Unicorn (unicorn-engine.org)

CE1b. ZZEER CPU EHIZR5 |

A {E#E ARM, ARM64. x86. x86 64 EH55 % CPU
EFHFZHEAXKSIZEMFERIE, FERANKES Binary MFERI S
Android NDK 32X ¥R 72T TE, AIfE#: ARM CPU 1T so fERIERER

- unidbg (https://github.com/zhkl0228/unidbq)

= AndroidNativeEmu (https://github.com/Aeonl ucid/AndroidNativeEmu)
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OWASP - MSTG Crackmes
o RAMKEEWMAI App
e HH OWASP £ THI MSTG (Mobile Security Testing Guide) Frig{it

e Android FEHERBERIERLZ DS Level 1 ~4

e https://qithub.com/OWASP/owasp-mstg/tree/master/Crackmes

UnCrackable Mobile Apps
Welcome to the UnCrackable Apps for Android and iOS, a collection of mobile reverse engineering challenges. These
.A. challenges are used as examples throughout the Mobile Security Testing Guide. Of course, you can also solve them for fun.

Android

O fourdesire
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UnCrackable App for Android Level 2
o HIZ HHEEEArp BMZEFSE

Uncrackable Level 2

o $25%:1tt App A Root & Debugger {&BI4#l

UnCrackable App for Android Level 2
This app holds a secret inside. May include traces of native code.

« Objective: A secret string is hidden somewhere in this app. Find a way to extract it.

¢ Author: Bernhard Mueller.

» Special thanks to Michael Helwig for finding and fixing an oversight in the anti-tampering mechanism.
« Maintained by the OWASP MSTG leaders.

Installation

This app is compatible with Android 4.4 and up.

$ adb install UnCrackable-Level2.apk

Solutions

« Solution using Frida and radare2 by cOdmtrix.
« Solution using Frida by Eduardo Novella.
« Solution using patches by sh3llcOd3r.

With special thanks to Bernhard Mueller for creating
« Solution using RMS by @mobilesecurity_ (video). the app. Now maintained by the MSTG project. Want

5 i 5 3 3 more? Check the MSTG playground!
« Solution using static analysis and Ghidra by Eduardo Vasconcelos.

« Solution using Ghidra and Frida by Davide Cioccia I @) <

O fourdesire
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| private native void init(); |

/* access modifiers changed from: protected */
@override // android.support.v4.app.h, android.support.v4.app.z, andrd
public void onCreate(Bundle bundle) {
if (b.a() || b.b() || b.c()) {
a("Root detected!");
}

if (a.a(getApplicationContext())) {
a("App is debuggable!");

new AsyncTask<Void, String, String>() {
/* class sg.vantagepoint.uncrackable2.MainActivity.AnonymousCl

/* access modifiers changed from: protected */
/* renamed from: a x/
public String doInBackground(Void... voidArr) {
while (!Debug.isDebuggerConnected()) {
SystemClock.sleep(100);
}

return null;
+

/* access modifiers changed from: protected */

/* renamed from: a */

public void onPostExecute(String str) {
MainActivity.this.a((MainActivity) "Debugger detected!");

}.execute(null, null, null);

this.m = new CodeCheck();
super.onCreate(bundle);
setContentView(R. layout.activity_main);

¥

l<?xml version="1.0" encoding="utf-8"7>
1 [<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android" android:orientation="vertical" android:layout_width="match_parent" android:layou|
6 <LinearLayout android:orientation="horizontal" android:layout_width="match_parent" android:layout_height="wrap_content">
1 <EditText android:id="@+id/edit_text" android:layout_width="0dp" android:layout_height="wrap_content" android:hint="g: 3 :
18 <Button android: layout_width="wrap_content" android:layout_height="wrap_content" anﬂmm:tex(:"@stnng/butmn_verny"Fndrom:an(Llck:"venfy"/>
6 </LinearLayout>
25 <RelativeLayout android:padding="10dp" android:layout_width="match_parent" android:layout_height="match_parent">
30 <TextView android: layout_width="match_parent" android:layout_height="wrap_content" android:text="@string/thanks" android:layout_alignParentBotton|
25 </Relativelayout>
1 |</LinearLayout>
75 public void verify(View view) {
76 String str;
77 String obj = ((EditText) findViewById(R.id.edit_text)).getText().toString();
78 AlertDialog create = new AlertDialog.Builder(this).create();
79 if (this.m.a(obj))|{
80 create.setTitle("Success!");
81 str = "This is the correct secret.";
82 } else {
83 create.setTitle("Nope...");
84 str = "That's not it. Try again.";
85
86 create.setMessage(str);
87 create.setButton(-3, "0K", new DialogInterface.OnClickListener() {
88 /* class sg.vantagepoint.uncrackable2.MainActivity.AnonymousClass3 x/
89
90 public void onClick(DialogInterface dialogInterface, int i) {
91 dialogInterface.dismiss();
92
93 13
94 create.show();
95 }
3 |public class CodeCheck {
4 | private native boolean bar(bytel] bArr); |
5
6 public boolean a(String str) {
7 return bar(str.getBytes());
8 ¥
9+

AppFARYL : OnCreate() = init()

¥ THESRIRER : verify(View) = a(String) — bar(byte[])
O fourdesire
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[ ] H . . . . . .
- lib f| Java_sg_vantagepoint_uncrackable2_MainActivity_init text
] .
v [ armé4-v8a ¥| Java_sg_vantagepoint_uncrackable2_CodeCheck_bar text
|ibfoo_so lbool _ fastcall Java_sg vantagepoint uncrackable2 CodeCheck bar (JNIEnv *al, _ int64 a2, _ int64 a3)
2|{ ; ; ; — —
i 1| int64 Java sg vantagepoint uncrackable2 MainActivity init ()
-— . 3| __int64 v3; // x19 — =T — ~ —
¥ armeabi-v7a 4| TNIEnv *va; // x20 o )
5 _BOOL8 result; // x0 j S s R
. 6 _ int64 v6; // x21 i )
libfoo.so 7|~ int128 v7; // [xsp+0h] [xbp-40h] Z |;eSUI§3SOSUE i%la()'
8/ __int64 v8; // [xsp+10h] [xbp-30h] yte C = -
v BB x86 9 int64 v9; // [xsp+18h] [xbp-28h] |/| Teturn result;
- X 5. T 8]}
11| v3 = a3;
libfoo.so 12| v4 = al;
13| result = OLL;
- 14| v9 = *( OWORD *) ( ReadStatusReg(ARM64_ SYSREG(3, 3, 13, 0, 2)) + 40);
» x86_64 15 [if_(byte 1300C = 1]
16 {
|bf 17 v8 = OLL;
ID100.S0 18 v7 = xmmword EAQ;
19 LODWORD (v8) = 1713399144;
= i 20 WORD2 (v8) = 29545;
° %$EE?“" 23 21 BYTE6 (v8) = 104;
o — g 22 ve = (( int64 ( fastcall *) (JNIEnv *, int64, QWORD)) (*v4)->GetByteArrayElements) (v4, a3, OLL);
(] StrnCmp() E"Jéﬁ—zﬁﬁ 23 result = ((unsigned int (_ fastcall *) (JNIEnv *, _ int64)) (*v4)->GetArraylength) (v4, v3) == 23
24 && ! (unsigned int)strncmp(v6, &v7, 23LL);
Fob i
HI&AER 25}
26 return result;
27}

O fourdesire




FEELTENTT - uni

Reg ntext context = emulator.getContext()
String sl = ext.g yinterArg( ).getString(

String s2 = context.getPointerArg( ).getString(

n = context.getIntArg( )
System. .prin S S
emulator.attach().addBreakPoint(context.getLRPointer(). Hook Strncmp()
RegisterContext contex emulator.getContext()

System. .printf( context.getIntArg(

Pointer jniEnv = vm.getINIEnv()
DvmObjec thiz resolveClass(
Sl REERELY init()
args.add(jniEnv)
add(vm.addLocalObject(thiz))
.callFunction( args.toArray())
.println(
.resolveClass( ) .newObjec
ArrayList<>()
add(jniEnv)

args.add(vm.a ct(thiz)) 15)\&}1;_% 23 E"]EE%$$, *E

String inputSecretString T;ED¥D—LI' bar(byte[])

By ay byteArray ByteArr: m, inputSecretString.getBytes())

args.add(vm.addLocalObject(byteArray))
res! = .callFunction( args.toArray())[0].intvalue()

System.out.printin( + result)

UnCrackable2: bar() before

= w : 3 b2 44 ==
JNIEnv->GetArrayLength([B@3ada9e37 => 23) was called from RX@Bx40000e48[1libfoo0.so0]Oxe48 @E*ﬁ%ﬁ%n%, Strncmp %};& 2
UnCrackable2:

strncmp() before, s1="12345678901234567890123", s2="Thanks for all the fish", n=23

?‘ =t
UnCrackable2: strncmp() after, return=@xffffffba El] "y IEE ﬁﬁ%
UnCrackable2: bar() after, return=8 m fourdesire
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strncmp_symbol =
module emulator.modules:
module.filename:
strncmp_symbol = module.find_symbol(

Hook strncmp()

function_hooker = FuncHooker(emulator)
function_hooker.fun_hook(strncmp_symbol strncmp_before, strncmp_after)

emulator.call_symbol(lib_module emulator.java_vm.jni_env.address_ptr *E:lfﬁ’u¥ml' |n|t()
( ) BARES 23 1

input_secret_string = b'12345678901234567890123"'

=z r=n =4 7
java_byte_array = Array( (input_secret_string)) 1%,%\ i $, *ﬁ*ﬂﬂ$

result = emulator.call_symbol(lib_module emulator.java_vm.jni_env.address_ptr java_byte_array) |l|-|- b b t
( % result) ar( y e[])

UcError
( % emulator.mu.reg_read(UC_ARM_REG_PC))

EREBER
, strncmp 2% 2
BN & EFEEE

O fourdesire




UnCrackable App for Android Level 3

o BEE:HHBHEApp EMEHHFE

Uncrackable Level 3

o 1Z’R:Itk App & Root. Debugger 188 K 5t 2 M2 44 Erter e Sevret g e

UnCrackable App for Android Level 3
The crackme from hell!

« Objective: A secret string is hidden somewhere in this app. Find a way to extract it.

¢ Author: Bernhard Mueller.

 Special thanks to Eduardo Novella for testing, feedback and pointing out flaws in the initial build(s).
* Maintained by the OWASP MSTG leaders.

Installation

This app is compatible with Android 4.4 and up.

$ adb install UnCrackable-Level3.apk

Solutions ‘
» Solution using Frida by Eduardo Novella. With special thanks to Bernhard Mueller for creating
the app. Now maintained by the MSTG project. Want
» Solution using patches by sh3licOd3r. more? Check the MSTG playground!
« Solution using Ghidra and Frida by Davide Cioccia " 0 <

O fourdesire
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AppBARY : OnCreate() = init(byte[])

==
=

103 publx: voxd on(reate(Bundle bundle) {

104

106 1n1t(xorke getBytes());

124 new Asynclask<void, string, String>() {

/* class sg.vantagepoint.uncrackable3.MainActivity.AnonymousClass2 */

/* access modifiers changed from: protected */

112 public String doInBackground(Void... voidArr) {
113 while (!Debug.isDebuggerConnected()) {
114 SystemClock.sleep(100);
¥
114 return null;
¥

/* access modifiers changed from: protected */

6 |public class MainActivity extends AppCompatActivity {

private static final String TAG = "UnCrackable3";

static int tampered = 0;

Iprivate static final String xorkey = "pizzapizzapizzapizzapizz";|
private CodeCheck check;

Map<String, Long> crc;

private native long baz();

[private native void init(bytel] bArr);]

120 public void onPostExecute(String str) {
121 MainActivity.this.showDialog("Debugger detected!");
122 System.exit(0);
}

}.execute(null, null, null);
126 if (RootDetection.checkRoot1() || RootDetection.checkRoot2() || RootDetection.checkRoot3() || IntegrityCheck.isDebuggable(getApplicationContext()) || tampered != @) {
127 showDialog("Rooting or tampering detected.");

}
130 this.check = new CodeCheck();
132 super.onCreate(bundle);
133 setContentView(R. layout.activity_main);

}

1R T HEERIRER : verify(View) = check _code(String) = bar(byte[])

137 public void verify(View view) { 3 [public class CodeCheck {
138 String obj = ((EditText) findViewById(R.id.edit_text)).getText().toString(); 4 private static final String TAG = "CodeCheck";
139 AlertDialog create = new AlertDialog.Builder(this).create(); 5
141 1f (this.check.check code(obj))]{ 6 | private native boolean bar(bytel] bArr);|
142 create.setTitle{"Success!"); -
143 § el::e?te .setMessage("This is the correct secret."); 8 public boolean check_code(String str) {
145 create.setTitle("Nope..."); 9 Lreturn bar(str.getBytes()); |
146 create.setMessage("That's not it. Try again."); 10 " }
11

O fourdesire
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| 7] Java_sg_vantagepoint_uncrackable3_MainActivity_init text
E Java_sg_vantagepoint_uncrackable3_MainActivity_baz text
E Java_sg_vantagepoint_uncrackable3_CodeCheck_bar text

_int64 _ fastcall
{
__int64 v3; // x19

i Java_sg_vantagepoint_uncrackable3_MainActivity init (ONIEnv *env, _ int64 a2,
2
3
4| JNIEnv *v4; // x20
5
6
&
8

—_int64 xorkey)

__int64 v5; // x21
// x0

__int64 result;

v xorkey;
va vi
10| sub 323C(Q);

11| [V5 = ((_int64 (_ fastcall *) (JNIEnv *, __int64, _QWORD)) (*v4)->GetByteArrayElements) (v4, v3, OLL);

12 |strncpy(&qword 15038, v5, 24LL);

13| Tesult = ((_1int64 (_fastcall *) (ONIEnv *, _ int64, _ int64, signed _ intb64)) (*v4) ->ReleaseByteArrayElements) (
14 va,

15 v3,

16 v5,

17 2LL) ;

18 |++dword 15054;

19| return result;
20}

o FERES24

o BATEIT:*((Uint8 *)(v7+v8)) = byte [X21+X8] — W12

o ZFHIEFIT:*((uint8 *)(&v9+v8)) XOR qword_15038[v8]

byte [X9+X8] XOR byte [X23+X8]
W11 XOR W10

e Vv8—X8-—0,123...23

RABEEL A 0x3450:CMP W12, W10, ZiE=FtE W10

-

-

- W10

38
39
40
41
42
43
44
45
46
47

signed _ int64 _ fastcall Java_sg_vantagepoint uncrackable3_ CodeCheck bar (JNIEnv *env, _ int64 a2, _ int64 a3)
t
unsigned _ int64 v3; // x22 33F4 ADD X23, SP, #0x60+var 58
__int64 v4; // x19 33F8 BL sub_10E0
JNIEnv *v5; // x20 33FC LDR X8, [X20]
signed _ int64 result; // x0 3400 MoV X0, x20
int64 v7; // %21 a40¢ Moy X1, X19
— s w85 /) %8 3408 MOV X2, XZR
s 8 340C LDR X8, (X8, #0x500]
4 v9; // [xsp+8h] 2410 BIR X8
4 v10; // [(xsp+10f 3414 LDR X8, [X20]
_ 4 v11; // [xsp+18h 3418 MoV x21, X0
char v12; // [xsp+20h] 341C MOV X0, X20
int64 v13; // [xsp+28h 3420 MoV X1, x19
- 3424 LDR X8, (X8, #0x558)
= 3428 BLR X8
= _I/{eadStatusReg(ARMGA_SYSREG(3, 3, 13, 05 2))i 342¢ oMp WO, #0x18
S 3430 B.NE loc_3474
= env; 3434 ADRP X9, #qword 15038@PAGE
result = OLL; 3438 MoV X8, XZR
v13 = *(_QWORD *) (v3 + 40); 343C ADD X9, X9, #qword 15038@PAGEOFF
OLL; 2440,
0LL; 3440 loc_3440 ; CODE XREF: Java_sg_|
12 s 0 3440 LDRB W10, [x23,X8]
( 3444 LDRB Wil, [X9,x8]
vil = OLL; 3448 LDRB W12, (x21,X8)
[[f ("dword 15054 == 2 )] 344C EOR W10, W11, W10
{ CMP W12, W10 ]
sub_10E0 (&v9) ;
v7 = ((_int64 ( fastcall *) (JNIEnv *, int64, QWORD)) (*v5)->GetByteArrayElements) (v5, v4, OLL);
[if ( ((unsigned int (_ fastcall *) (JNIEny ¥, int64)) (*v5) ->GetArrayLength) (v5, v4) 24 ) |
{
v8 = OLL;
Ilhile ( *(unsigned int8 *) (v7 + v8) == (qword 15038[v8] ~ * ((unsigned int8 *)&v9 + v8)) )]
{
if ( (unsigned _ int64)++v8 >= 24 )
{
if ( (_DWORD)v8 != 24 )
break;
goto LABEL_ 9;
}
}
result = OLL;
}
LABEL_9:
* (_QWORD *) (v3 + 40);
return result;
}
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.attach().addBrea

RegisterConte

oint(
context = emulator.

wl2 =

System.
lator.ge

Pointer jniEnv =

DvmOb

ject>

> thiz = o

args =

.printf(

.getINIEn
solveCl
ArrayList

args.add(jniEnv)

args.add(vm.add

rcalObject(thiz))

ey =

args.add(

LocalObject( ByteArray (

.callFunction(

System.
thiz =

args

ayList<>()

d(jniEnv)

add(
ring input
args.add(
result =
System.

UnCrackable3:

UnCrackable.

UnCrackable3:

UnCrackable3

UnCrackable3:
UnCrackable3:

UnCrackable3

UnCrackable3:

.addLocalObject(

ByteArray(
.callFunction(

intf(

w1le=0x6D("m"),
w1le=0x61("a"),
w10=0x6B("k"),
w1le=0x69("i"), wl2=0x34("4")
w1le=0x6E("n"), wl2=0x35("5")
w1le=0x67("g"), wl2=0x36("6")
w1e=0x20(" "), wl2=0x37("7")
w1le=0x6F("0"), wil2

w1l2=0x31("1")
w12=0x32("2")
w12=0x33("3")

Backend() .reg_write (Armé4

xorkey.g

UnCrackable3

UnCrackable3:

UnCrackable3
UnCrackable

UnCrackable3:
UnCrackable3:

UnCrackable3

) .newObject(

inputSecret.getBytes())))

result)

w12=0x39("9
w12=0x30("8")
w12=0x31("1")
w1l2=0x32("2
w12=0x33("3
w1l2=0x34("4")
w12=0x35("5")
w1l2=0x36

wlB=0x67("g"),
(o

UnCrackable3:
ackable3:
U ackable3:
UnCrackable3:
UnCrackable3:
UnCrackable3:
UnCrackable3:
UnCrackable3:

unC

.toArray())[

ox61("a"),
x74("t"),
w1e=ex20(" "),

wle=0x61("a"),
wl x69("i"),
wl0=0x6E("n"),

1.intvalue()

wl2=0x37("7")
w12=0x38("8")
w1l2=0x39("9")
w12=0x30 )
wl2=0x31("1")
wl2=0x32("2")
w12=0x33("3")
w1l2=0x34("4")

Tk Hook, BERENEF T W10
WS W12 2 W10, FEF Lo
REMEET A

FREEEA init(bytel])

BAREA 24 HEEFSH, 1B
#EMENY bar(byte[])

EEREERER, WI0OAERNT
T, EFERIZRIEF R A
“making owasp great again”

O fourdesire
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hook_code (uc_engine, address
address instructions_list:

wle = uc_e .reg_read(UC_ARM64_REG_W10) = AN — 3
'f.lz = :z,c:zi:z.;‘Zz,l‘ezdtui,ARM()A,REG,‘-\‘lZ) *E -|_-| %& HOOky EEZR‘IIJ&-I‘
( % (w18 (wie), wi2 (w12))) L ——
uc_engine.reg_write(UC_ARMé64_REG_W12, w1@) - EIE.'%E W1O jtﬂ%E&
= ey —
W12 & W10, :ZZF T

emulator = Emulator( =posixpath.join(posixpath.dirname(__file__) =emu_const.ARCH_ARM64) r ‘L‘b —-IIE;
Libfoo3_module = emulator.load_library( ) J:I: #T ﬁbl‘“%ﬂ | %

instructions_list = [libfoo3_module.base + J
emulator.mu.hook_add(UC_HOOK_CODE, hook_code, emulator, libfoo3_module.base, libfoo3_module.base + libfoo3_module.size)

xorkey = b'pizzar apizzapizzapizz'

EX msTr -
HEEEREN init(byte]])
emulator.call_symbol(libfoo3_module emulator.java_vm.jni_env.address_ptr Array ( (xorkey)))

=z
E % 24 HIE

( ) 1§AE 52, /e 24 M 2

input_secret = b 56789 5678901 = B2 mshr
- et _ . : FER, fREITN

result = emulator.call_symbol(libfoo3_module emulator.java_vm.jni_env.address_ptr Array ( (input_secret))) ’

( % result)

TR bar(byte[])

( % emulator.mu.reg_read(UC_ARM64_REG_PC))

SRR, 1
W10 H=F T &
AAZETE

O fourdesire




B [6] 73 4T - WS
o ERAREPITIEEIFUIME EFFHIRERMAEY RS
o EIIEBIRHHMBHUAREFEEFAEGHFSAEREN

>  FHEHEEE: stremp(). strnecmp(). strstr(). strlen()...

- {EXEHEES: open(). read(). write(). mmap()...

o HNIRAMUBKEHIEN, FESEMDLESNT

O fourdesire
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e bdh -

R MFETE 1 -
BTEE libc.so B AMBREBILERMEEA static

B SR libe.so BB BANH T R APE B T EERIEN S, TEIKE libc.so
ARt A SRS I EY libc.so BUREEET Hook, BSIRB 8R E1E &

E 1E&a15l : https://qithub.com/darvincisec/DetectFrida/tree/master/app/src/main/c

TTEFBUXERE

strncmp() = my_strncmp()

read() — my_read()

static inline int
my_strncmp(const char *sl1, const char *s2, size_t n)
{
if (n == 0)
return (0);
do {
if (ks1l != %s2++)

return (x(unsigned char x)s1 - x(unsigned char *)--s2);

if (ksl++ == 0)
break;
} while (--n != 0);
return (0);

static inline ssize_t my_read(int __fd, voidx __buf, size_t __count){
return __syscall3(__NR_read, _ fd, (long)__buf, (long)__count);

}
static inline long __syscall3(long n, long a, long b, long c)
{
register long x8 __asm__("x8") = n;
register long x@ __asm__("x@0") = a;
register long x1 __asm__("x1") = b;
register long x2 __asm__("x2") = c;
__asm_syscall("r"(x8), "0"(x0), "r"(x1), "r"(x2));
}
#define __asm_syscall(...) do { \
_asm__ __volatile__ ( "svc 0" \
: "=r"(x@) : __VA_ARGS__ : "memory", "cc"); \
return x0; \
} while (0)

O fourdesire
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RFEEER 1- BITE

kS =
B PR 2%

__int64

__fastcall sub_8B58 (_JNIEnv *al)

unsigned __ int64 vl; // =8
_JNIEnv *v2; // ST58_8
unsigned __int64 v3; // ST38 8
__int64 v4; // x0
__int64 v5; // ST48_8
__int64 v6;
__int64 v7; // ST40_8
__int64 v8; // x0
__int64 v9; // ST30_8
unsigned int v10; // w0
__ int64 result; // x0

char v12; // [xsp+60h] [xbp-230h]
char v13; // [xsp+68h] [xbp-228h]
char v14; // [xsp+70h] [xbp-220h]
char v15; // [xsp+78h] [xbp-218h]

_ int64 v16; // [xsp+278h] [xbp-18h]

_ReadStatusReg (ARM64_SYSREG(3, 3, 13, 0, 2));
* (_QWORD *) (vl + 40);

v3 = vl;

v4 = sub_8FB8 (&v14);

v5 = ay::obfuscated data<l5ull,8432754782978560477ull>:
v6 = sub_ 90AC(&v13);

v7 = ay::obfuscated_data<l5ull,5164447508740687751ull>:
v8 = sub_91A0(&v12);

v9 = ay::obfuscated data<27ull,7305246811387187981ull>:
[110 = strnemp(v5, v7, 14LL);]

sprintf (&v1l5, v9, v10);

result = _JNIEnv: :NewStringUTF (v2, &v15);

* (_QWORD *) (v3 + 40);

return result;

:operator char *(v4);
toperator char *(v6);

:toperator char * (v8);

int64 fastcall sub 8B18( JNIEnv *al) v8 = al;
7 o N N vl = a2;
unsigned _ int64 vl; // x8 vé6 = a3;
_JNIEnv *v2; // ST58 8 if ( a3)
unsigned _ int64 v3; // ST38 8 {
__ int64 v4; // %0 do
unsigned __ int8 *v5; // ST48 8 {
__int64 v6; // x0 v3 = v7++;
unsigned __ int8 *v7; // ST40_8 if ( *v8 != *v3
int64 v8; // x0 return *v8 - (unsigned int)*(v7 - 1);
~_int64 v9; // ST30 8 va = vB++;
unsigned int v10; // ST2C 4 if ( 1*v4 )
__int64 result; // x0 break;
char v12; // [xsp+60h] [xbp-230h] -=v6;
char v13; // [xsp+68h] [xbp-228h] }
char v14; // [xsp+70h] [xbp-220h] while ( v6 );
char v15; // [xsp+78h] [xbp-218h] v9 = 0;
__int64 v16; // [xsp+278h] [xbp-18h] }
else
_ReadStatusReg (ARM64_SYSREG(3, 3, 13, 0, 2)); | {
* (_QWORD *) (vl + 40); v9 = 0;
al; }
vl; return v9;
sub_8F78 (&v14);
(unsigned _ int8 *)ay::obfuscated data<l5ull,11229045827003321319ull>::operator char *(v4);
sub_906C (&v13);
(unsigned _ int8 *)ay::obfuscated data<l5ull,4171390554486297459%9ull>: :operator char *(v6);
sub_9160 (&v12);
ay::obfuscated data<27ull,14375339529603991449ull>: ::operator char *(v8);
[v10 = sub_9254(v5, v/, 141L)4|
sprintf (&v15, v9, v10);
result = _JNIEnv::NewStringUTF (v2, &v15);
*(_QWORD *) (v3 + 40);
return result;

e strncmp() — my_strnemp()

o BRE(ATE my_strncmp #IEHR, ERFEEALE sub_9254

o sub 9254 EHENBT S HIHEA strnecmp()

O fourdesire
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o (FRHAFHFEARER C/IC++ #R:ESS O-LLVM EITIEXIEESE:

1. FLA:Control Flow Flattening, {42181k

2. SUB:Instructions Substitution, 5§ &k

3. BCF:Bogus Control Flow, E{RiZH;7FE
e 7 CMakelists.txt f2E#TH#E O-LLVM #HREH#RE% € B1 ] BUA
e O-LLVM:https://github.com/darvincisec/o-llvm-binary

set(OLLVM_PATH ${CMAKE_HOME_DIRECTORY}/../../../../../build/bin)
set(OLLVM_C_COMPILER ${OLLVM_PATH}/clang)
set(OLLVM_CXX_COMPILER ${OLLVM_PATH}/clang++)

[set(OLLVM C FLAGS "-mllvm -fla -mllvm -sub -mllvm -bcf"_)l

set(CMAKE_C_FLAGS "${CMAKE_C_FLAGS} ${OLLVM_C_FLAGS}")
set(CMAKE_CXX_FLAGS "${CMAKE_CXX_FLAGS} ${OLLVM_C_FLAGS}")
set(CMAKE_C_COMPILER ${OLLVM_C_COMPILER})
set(CMAKE_CXX_COMPILER ${OLLVM_CXX_COMPILER})

O fourdesire
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JRIaH%

size_t my_strlen(

size_t len =

(*s++)

len++

len

o RS 2 - 2R A3

IEH e & R it

R

i O-LLVM #ReE1k R imeE

| int64 _ fastcall sub_9160 (_BYTE *al)

{
_BYTE *vl; [/ %10
__int64 i; // [xsp+0h] [xbp-10h]
_BYTE *v4; // [xsp+8h] [xbp-8h]

for ( i = OLL; ; ++i )

i
vl = vi++;

i€ ( 1>yl )
break;

}

return i;

}

o IEREREMTRFSE KRERBBEEELSK
o & O-LLVM #miZER R#m:E, HIREF% while & if else

o EFRRURHEXIELA

inté64 fastcall sub_ 95DC(_BYTE *al)
{
_BYTE *vl1; // x12
signed int v2; // w8
signed int v4; // [xsp+Ch] [xbp-14h]
__int64 v5; // [xsp+10h] 0
_BYTE *v6; // [xsp+18h] [xbp-8h

OLL;
1217852730;

do
{
while ( 1)
{
while ( v4
{

== 1217852730 )

vo++;
)
791389876;

s

else
v2 = 1334314678;

}
if ( v4 != 791389876
break;
++v5;
1 = 1217852730;
}
}
while ( v4
return v5;

!= 1334314678 );

}
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R [l FE I - He S

RENTILEAEZEERBKRETRITRE CPU HFREE
2> {E/H O-LLVM ETIEHES, B R RhE S Wk

H} B U R BT AL 5 4 B 4

> BITEFEEREH, TS ERERERE
BITEFMEREHAIEREREES, RERMERE
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An{aT ¥ Hn NDK F2 =X A9 ) £,

1. HEBESS static F5E!, HARZHHLTE

Kt

2. JNI E8{# FH RegisterNatives #1TERESE

3. FrEFRERFEMEESETNE

4. BUREHBBTEE FITEURMRERENBURERE
5. FTEREAMBER O-LLVM EITEE

6. BEAEMA App REMHBESINEEME .so &
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R 14 [F] 5 It

¥

I:IM\ =

PN mE#&
[NE] [NE]
Functions window 100 [YiE] ©[ClHex View-1 @ (7] Structures @ (] Enums @ %] Imports @ 7] Exports °00 o © 0 HexView-1 @A Structures  @[F] Enums @ g Imports @ (&) Exports
A LOAD:0000000000000000 ; Format : ELF64 for ARM64 (Shared object) 5 ] ° Jseg db 73h ; s
Function.name LOAD:0000000000000000 ; Needed Library 'liblog.so' Funclicnname ® 1seg000:0000000000000001 db 7Ah, 8Dh, 0BFh, 5Fh, 0B3h, 88h, OElh
LOAD:0000000000000000 ; Needed Library 'libm.so' ® 52q000:0000000000000008 quord_8 dq 0FA4365CF1SAGBAGCh, OCA194EFCA051B80Fh, OECDAGBEB696DB1ESH
LOAD:0000000000000000 ; Needed Library 'libdl.so' l5eg000:0000000000000008 dq 92A49BDFA4160504h, 858A34151ABEOCISh, 0ES3B124A260E6ETCh
LOAD:0000000000000000 ; Needed Library 'libe.so' l5eg000:0000000000000008 dq 0AD167C20CCFFF6TSh, BCAO1D140042E91Ah, S9A2803AEBOCC2ETh
bl s 3000:0000000000000008 50 987440856520922h, LETITIOOSSTIEDN, SO2RAIFOBETEROLN
LOAD:0000000000000000 5eg000:00000000000000 q BB5652D922h, 1679A: B9736Dh, EA2F 8B
LOAD:0000000000000000 seg000: gﬂogggggg"ﬂgz :q 1992“94030217;312;‘ og;msszmsmoa?, gmg:g;snmgsecgﬁ
[LOAD:0000000000000000 ; Processor : ARM 229000:00000000000000) q ASRE3B4h, 486DDSD1CDh, OEE:
o S | et e e e
AD: 000000 ; T assembler: Gen assembler for AR 000:00000000000000 f A
[7] ay::obfuscated_data<32ull, 1823317 tg:ﬁ;;mmmmomg 3 Eiize:ax . ff:tle endian on ANt 529000:0000000000000008 dq 79CCCF60BCCA598Bh, 957ASFEFDAETC891h, 2A2ESBCI1AAETE42h
sub_8390 lLoAD: 0000000000000000 2g000:0000000000000008 dq 54D41923CEAQSAFEh, 0BSBA1B84002CTATB6h, 431E6931F95634A8h
= SO0G0H » 1seg000:0000000000000008 dq 8B4372778BF3AT1Bh, SAI1C230DE34B25FOh, OCFES5958212AD0377h
ay::obfuscated_data<14ull,802254. 000000000000000 ’ seg000:0000000000000008 dq 79220357A56F86Ch, 93636BBB1AS0GECAR, OEE961FGE24338ECAR
[F] sub_sasa 00500005550025 ; Segment type: Pure code seg000:0000000000000008 dq 9ED493DABCB8GEBBh, 94F1D0S5684F9BIFh, 38EBSFFOE20180F0h
= 0000000000000000 N N T e AR 529000:0000000000000008 dq 0F474FC3E2B456578h, OADBEAFAI16B1TA8Sh, 0CO2BFCB841SEDBAZh
ay::obfuscated_data<21ull802254. cuowoég::f\oa::t SOBRER g :0000000000000008 dq 0A13B411777A1FDBAh, O0E05835AB013728A8h, 7BACB1076FF4ADCER
sub_8578 . ~coo"0000;:;00::E S DCD 0xACACASTE : 0000000000000008 dq OROAFS8ADE9B8B1B2h, 26707789C4230A56h, 0C76C18028C536DD8h
= v et - % :0000000000000008 dq 694F4ADED0473C98h, 0D8538B14B127E92h, OF0B126C916697ESER
INIEnv::RegisterNatives(_jclass *, UO“OEM:;OOG;;S 7,18 :0000000000000008 dq 15379FA062EE6ET1h, TAA9GEG10405B0ABh, 7E441E034278686Fh
[7] ay::obfuscated_data<32ull,1823317 ! ,wgnﬁngg 22824; b4 g%i‘ fcl"""“ G}f;‘,ﬂ“ :0000000000000008 dq 0D259418AB285234Bh, OCDB2DDEF209C989Ch, BBEFT69BC0826850h
] . 1000000600A00D00S e RIOCARNE 2k ’ :0000000000000008 dq 832C8D7BF4BEEB70h, 0D25732138D3CSFF4h, 329AB333C3770288h
ay:obfuscated_data<32ull, 182331 . 900R00A90000005 0CB 1 i Data encoding: little-endian :0000000000000008 dq OD6EE7393368222F6h, 33F979AE052C09D2h, 1563D963035A55A0h
ay::obfuscator<32ull 18233177168 A 000006006000006 DCB 1 i File version :0000000000000008 dq 6CED0766B5316409h, 0CEE6C66717EE0600h, 3661890EBISA44FSh
! {LOAD:0000000000000007 Des 0 ; OS/ABI: UNIX System V ABL :0000000000000008 dq 2AD2D6857CC67087h, OBDC1SBCEFSDDDTEDh, SCADE8O78725B27ER
ay:obfuscated_data<14ull 802254. ® [LoAD:0000000000000008 DCs 0 i ABI Version :0000000000000008 dq OECIEBBSDSAFB106Bh, 2FSFBDEC781693DBh, SBO2SEFES2CAT06AR
[7] ay::obfuscated_data<14ull, 802254. . 000000009 bcB 0, 0, 0, 0, 0, O, O ; DATA XREF: ay::obfuscated data<ldull, :0000000000000008 dq 5F233C97DCF926DER, B82DF Eh, 595AE044FD912370h
00000009 ; ay::obfuscated data<15ull, 41713905544 10000000000000008 dq OADDTFLF1EF3E3074h, 8341FF401CDAF4ABh, 6201569BED147988h
ay::obfuscator<14ull, 80225443531 0000000000000009 i i :0000000000000008 dq 2D810133BE16C4F0h, 1FDBE144C4A91C8Eh, O0ABBBECBEFEICSDACh
ay::obfuscated_data<21ull,802254. ki :0000000000000010 word 10 Dew 3 i : sub 34B58+214;r :0000000000000008 dq 351282576D2B6FE1h, OF2DC8BCE76C4C051h, 0CODIOETBS0AETOEDR
000000000000010 ; File tvpa' Shared object :0000000000000008 dq 0CA6059A513F2BAC4h, 76C73A48ETD6C328h, OACT2F03EB2C88744h
ay::obfuscated_data<21ull,802254- u 0000000000000 DCW 0xB7 ; Machine: ARM64 00000000000000 dq , 625EE9ABT06CESCAh, OCE315006ASFCSEFSh
ay::obfuscator<21ull, 80225443531 e D:0000000000000014 DeD 1 ; DATA XREF: ay::obfuscated_data<2lull, :0000000000000008 dq OA7BD241A1002CFCCh, 1DAS7721253D6F95h, OCSCBAC22484C2C83h
2 . :0000000000000014 ; File version :0000000000000008 dq 967BEAROCTEOEE77h, OFDEBF40B2D04FFE7h, O0BCD3ASAF76490D1Fh
~INIEnv::NewStringUTF(char const . :0000000000000018 DCQ start : Ent.ty pom: 0000000000008 dq 90FC1892932505Dh, 789A8DODASFTEIOAh, SBCECA4SF2AIFSSh
sub_89C8 e :0000000000000020 qword_20 DCQ 0x40 } obfuscated data<32ull, seg000:0000000000000008 dq 125817E80E9A8CT9h, OAD16E881A3CCA9I78h, 0B230FS5S556167AE4Fh
:0000000000000020  par me offsat lseg000:0000000000000008 dq 0F41A1373B2099B80h, 268678EFG10813D8h, 96CC7T78F4EIECDSOR

data<15ull,417139C

B so &8,

HEITRABFS T

H|UHY so 18, #Z2AELL

BIEDT
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