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P38 G R RAE 0 RAEDRIFATE A B AR ? Client Side Interrogation
Validates the browser and determines “are they human?”
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e Browser validation

@)
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@)

Javascript engine
CSS Rendering
Request threading

e Device validation

@)

@)

Peripheral detection

Hardware identification (video, sound,
network)

Battery, orientation, gyroscope
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Connector High Level Diagram - Page GET

Analysis API
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(2) Integration inspects
headers and cookie
then asks “what do you
know about this
visitor?”
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(3) HTML w/ JS tag returned

Server

*potential to save cookie on first request
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Connector High Level Diagram - JS POST

Analysis API
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*potential to save cookie on first request .
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SECURESPHERE DISCOVERY & CLASSIFICATION SETUP PROFII Qg’é‘gg‘{{gspngkﬁ DISCOVERY & CLASSIFICATION SETUP PROFILE RISK MANAGEMENT POLICIES AUDIT REPORTS IMONITOR! THREATRADAR Clvmain &+

. . . = . Dashboard [USeEHll Violations  System Events  Blocked Sources  Monitor System Actiol
Dashboard [EMESFIGIEPEIEIN Directory Services Audit Data  File Audit Data i f 1
Alerts (filtered) ;‘ Alert 192003: Unauthorized Host t470-172501 by holmes from 192.168.137.1
Sco 11 21 | | MSSAL 1437 AR\ Asidis D, P ﬁ 2 @G hic Alert M 2
APolicy Audit Events. : b ag; I GU .u: A ;ograp e i Actions: None
MSSH - SSG e ¢ ¢ 5 0. w|©@w [y Updatedw |#  |Alert Description - Policy: SQL Profile Policy
5| Time Reported Period: ozlosrzma 00: oo- 03/13/2013 23 53 (7 Days,23 hrs) | 5 Mar 06, 2018 (4)
= Base Filter: User is [sa] L 193006 U 3618 4 Multiple aclorgnames from 192.168.137.1
Last 3 2
= Filter: Empty 103005 © [l 3618 2 Multiple MS-SQL xp_reg” - registry access(+) from 192.168.137.1 E,::;“ ST U'\‘,:mmud Host 21+
193003 o 36118 8  Multiple scswitmname from 192 168.137.1 Violation Type sql
Select Columns 14 4 Page 1000 1030020 W 3618 2 Multiple MS-SQL xp_reg" - registry access(+) from 192.168.137.1 Severity Medium
Views. - N Policy Name SQL Profile Policy
| EventDate and Time » EventIlD ¥ SourcelP » Users Destinationl & Mar 02, 2018 (3) Alert Number 192003
I S g : = 7 e = Violation Description  Unauthorized Host t470-172501 by holmes from 192.168.137.1
192004 © I 3218 8  Multiple MS-SQL xp_reg” - registry access(+) from 192.168.137.1 Violated ltem User: holmes, Host: t470-172501
=8 D (] Mar 06, 2018 (50) 192002 32118 17 Excessive Attempts of Database Login Immediate Action None
v S March 6, 2018 6:18:30 PM 197568495084 192.168.137.1 sa 192168137+ |192003 I 3218 1 Unauthorized Host t470-172501 by holmes from 192.168.137.1 EventDetalls:
o 54 March 6, 2018 6:18:28 PM 197568495982 192168 1371 sa 192 168137 ¢ T R
March 6, 2018 6:18:26 PM 197568495980 192.168.137.1 sa 192168137 |EMaro1,2018(3) March 2, 2018 6:08:39 PM T 2500
March 6, 2018 6:16:14 PM 197568495978 192.168.137.1 sa 192.168.137 ¢ 191051 B 3 1 Unauthorized Source Application toad.exe by system from 192,168.137.1
March 6, 2018 6:10:46 PM 197568495976 192.168.137.1 sa 192168137« |191063 [ 3118 1 Unauthorized Host impervaltd70-172501 by system from 192.168.137.1 SY"W Crous, s;“"“ “YW"““"
March 6, 2018 6:10:46 PM 197568495975 192.168.137.1 sa 192168137« 191052 [l 3118 1 Unauthorized OS User holmes.fan by system from 192.168.137.1 Windows 2012R2(137.45) < MSSQL Sarvica Defoult MsSql Appiication:
March 6, 2018 6:10:04 PM 197568495972 192.168.137.1 sa 192 168137 « Connealion Source of |yser DB Application OS5 Hos
O 5’| March 6, 2018 6:10:04 PM 197568495970 192.168.137.1 sa 192,168,137« |E1Dec31,2017(8) Activity e
March 6, 2018 6:10:04 PM 197568495970 192.168.137.1 sa 192168137 ¢ 184009 . 123117 14 Multiple Profile Unauthorized Source Application by user system v 192.168.137.1:51303 — b4 b mluosoﬂ sql server 1470~
March 6, 2018 6:10:04 PM 197568495070 192 168137 1 sa 192168 137 | 184008 0 123117 14 Unauthorized Host imperva\t470-172501 by system from 192.168.137.1 192 168 137 451433 Remote 1 oimes management studio 254
March 6, 2018 6:10:04 PM 197568495969 192 168.137.1 sa 192168137« | 184006 123117 5  Multiple Profile Unauthorized Source Application by user holmes Affected Rows Response Size Response Time
March 6, 2018 6:10:04 PM 197568495969 192 168.1 sa 192168137« |184007 W 123117 5  Unauthorized Host t470-172501 by holmes from 192.168.137.1 2 (HS Ciniec
March 6, 2018 6:10:04 PM 197568495068 192.168.1371 sa 192168137« |[184006 | 123117 2  selectsave_info alert S0k ods, ey e
March 6, 2018 6:10:04 PM 197568495968 192.168.137.1 sa 192168137« | 184002 123117 18 Multiple Profile Unauthorized Source Application by user system
March 6, 2018 6:10:04 PM 197568495067 192168 137.1 sa 192168137«  [184003 I 123117 18 Unauthorized Host imperva\t470-172501 by system from 192.168.137.1
March 6, 2018 6:10:04 PM 197568495962 192.168.137.1 sa 192.168.137.<  |184001 Il 1213117 18 Unauthorized OS User : holmes.fan from 192.168.137.1
March 6, 2018 6:10:04 PM 197568495958 192 168 1371 sa 192168137 ¢ — _ - B - - J— S
March 6, 2018 6:10:04 PM 197568495958 192.168.137.1 sa 19216813745 Select system_sql_modules T SCHEMA_NAME(sp.schema_id) AS [Schemal. sp.name AS [Name), sp object_id AS [ID], CAST(
March 6, 2018 6:10:04 PM 197568495958 192.168.137.1 sa 19216813745  Select sql_modules SELECT SCHEMA_NAME(sp.schema_id) AS [Schema), sp.name AS [Name], sp.object_id AS [ID], CAST(
D) d March 6, 2018 6:10:04 PM 197568495058 192 168 1 sa 19216813745  Select all_objects SELECT SCHEMA NAME(sp.schema_id) AS [Schema), sp.name AS [Name), sp.object id AS [ID), CAST(
March 6, 2018 6:10:03 PM 197 4 1921681371 sa 19216813745 Select system_sql modules  SELECT SCHEMA_NAME(udf schema_id) AS [Schema), udf.name AS [Name], udf.object_id AS [ID], (cas
March 6, 2018 6:10:03 PM 197568495954 192.168.137.1 sa 45  Select extended properties  SELECT SCHEMA NAME(udf schema_id) AS [Schema), udf.name AS [Name], udf.object_id AS [ID], (cas
March 6, 2018 6:10:03 PM 197568495054 192168 1371 sa 192.168.137.45 Select sql_modules SELECT SCHEMA_NAME(udf schema_id) AS [Schema), udf name AS [Name). udf object_id AS (ID] (cas _
March 6 2018 61003 PM 197568495954 197 168 137 1 sa 192 168 137 45 Select xml schema collections SFI FCT SCHFMA NAMF(iidif schema id) AS ISchemal udf name AS INamel udf obiect id AS 1D (cas ™
« »
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.. |Suspicious Application Data Access

Event Time: Mar 3, 2017 10:00:00 PM | Status: Open | ID: 1148

Client Details Server Details

Host: DB User:
IP Address: DB Name:
- Soul Source microsoft sql server | Interactive Tool

App! Application:  management studio
- query

Information Technology
Application Support Engineer

Application Support Engineer MsSql Server

INCIDENT DESCRIPTION

John was identified as directly accessing business data (cc info) that should normally only be accessed via an application.

DB OPERATIONS (7) [ O]
TABLE/STORED No.OF  TOTAL
DB NAME DB USER SCHEMA TYPE CONTENTTYPE~  OPERATION ' NO. OF
PROCEDURE QUERIES  Noror o

. SENSITIVE APPLICATION
client table select 1 1

clientcreditcard table SENSITIVE APPLICATION I 1 ;
CONTENT select

clientcreditcard table 1
CONTENT update 1

.
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m Excessive Database Record Access

Event Time: Mar 6, 2017 11:00:00 AM | Status: Open

Client Details

Host:
IP Address:

Source
Application:

Principal Developer

INCIDENT DESCRIPTION

ID: 1169

User Endpoint

microsoft sql server Interactive Tool

management studio
- query

Server Details

MsSql Server

DB User:
DB Name:

Laura retrieves an excess of 11.6 million records using ‘microsoft sql server management studio’ from a production
abnormally high. Usually two specific applications would access these records directly.

Personal Account

database which is

3 11688581 [ vse |

Operation
performed on this DB server

DB OPERATIONS (1) 2l
TOTAL
DB NAME DB USER SCHEMA TABLE/STORED TYPE CONTENT TYPE ~ OPERATION NO-OF NO. OF
PROCEDURE QUERIES  pO-OF
SENSITIVE APPLICATION
dbo bet table select 2 11,688,581
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