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About the speaker

• Canaan Kao
• DPI/IDS/IPS engineer since 2001.

• A Ph.D., led the anti-botnet project of MoECC in NTHU (2009-2013).
• Held “Botnet of Taiwan” (BoT) workshops (2009-2014).

• He was a speaker of Hacks in Taiwan conference (HitCon) in 2014, 2015 and 2019.  

• His primary research interests are in network security, intrusion detection system, 
reversing engineering, malware detection, and embedded system
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TXOne CyberSec 2021 系列演講
Time 5/4 5/5 5/6

10:00 - 10:30 你讓人用它看設備，我們研究你的
安全

10:45 - 11:15 Cybersecurity in Digital 
Transformation Journey
(Eva and Terence)

11:30 - 12:00 獵捕 IoT 與 ICS 世界的大聯盟威脅：
深入剖析 IoT 威脅態勢

14:00 - 14:30
(session 
conflict)

重建天堂之門：從 32bit 地獄一路打
回天堂聖地

關於自動生成網路威脅偵測特徵碼
的二三事

14:45 - 15:15 歷史共業 -公開與私有工控
通訊協定的共同缺陷

16:45 - 17:15 知易行難的網路隔離在工控
網路安全的問題與挑戰

關鍵基礎設施的數據洩露大
揭秘 -以台灣為例的深入分析

2021-05-07
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Agenda

• About DPI rules

• The selection method for the unusual honeypot attacks

• IoT Malware? ICS Malware?

• Cross-platform Malware family rule generation with machine Learning
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About DPI rules
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What are DPI (Deep Packet Inspection) rules?

• 以實務面來說，只要是可以對 network packets 及其
衍生資料進行比對的，都可以叫 DPI。
• 常見的有

• 以 packet 為比對標的

• 以 connection為比對標的 (跨 packets)

• 以局部/完整檔案為比對標的
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如果你需要 DPI rule 的背景知識….
(推薦大家一份教材)
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如果你需要 DPI rule 的背景知識….

• https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20w
orkshops/Jack%20Mott%20and%20Jason%20Williams%20-
%20Practical%20Network%20Signature%20Development%20For%20Op
en%20Source%20IDS/

• DEF CON 25 workshops/
• Jack Mott and Jason Williams - Practical Network Signature Development For Open Source IDS

• 含 workbook 與 VM (ova) ☺

https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20workshops/Jack%20Mott%20and%20Jason%20Williams%20-%20Practical%20Network%20Signature%20Development%20For%20Open%20Source%20IDS/
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天下武功 無堅不破 唯快不破
(對於新網路威脅的反應也是如此)
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The timeline of vulnerability

Report Ready
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But…. 去哪裡找新網路威脅/攻擊呢？

• Mass attacks/Malware
• 無特定對象的攻擊

• 把自己裝很弱，暴露在公開網路上，希望壞人來打。
• E.g., Honeypot systems

• Targeted attack/Malware
• 針對特定對象的攻擊

• 攻擊樣本通常只存在於受害者

• APT (一般老百姓，大概不會被這種打)

• (有關係才有樣本)

• 自己挖的 0days ☺



© 2021 TXOne Networks Inc.

Protected by TXOne Signature – TXOne Research
(自己挖 0day,我們的 rules 可以優先反應☺ )



May 7, 2021 Copyright 2019 Trend Micro Inc. | Confidential13

除了自己挖 0day….

• 辦比賽也是一招☺
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General CVE Market Coverage of Vendors 2018
(source: https://cdn.ihsmarkit.com/www/pdf/1019/Vulnerability_Project_Whitepaper.pdf)

TrendMicro with ZDI

https://cdn.ihsmarkit.com/www/pdf/1019/Vulnerability_Project_Whitepaper.pdf
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300+ honeypots
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⚫ Taipei

⚫ Tokyo

San Francisco ●
Toronto ●

⚫ New York

⚫ AmsterdamLondon ●
●

Frankfurt

Mumbai ●

⚫ Sydney

⚫ Singapore

⚫ Sao Paulo

Seoul ●

● Bangalore
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如果你想知道 Honeypot 可以用來做什麼？
https://hitcon.org/2019/CMT/slide-files/d1_s2_r2.pdf
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IoT/ICS Threat Atlas (www.tr.txone-networks.com)
資料收集多了，自然就有些視覺化產物☺

https://www.tr.txone-networks.com/main
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Something interesting found by Honeypot
(不小心也會發現一些有趣的事☺ )
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The selection method for the unusual honeypot attacks
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網路攻擊資料收集太多的困擾是….

• 資料看不完@_@
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The clustering of Honeypot attack payloads

• Try to find the 0day/1day attacks easier.

• Two results
• The clusters

• The outliers

Use DBSCAN method

cluster new payload

Generate report

End
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Density-based spatial clustering of applications with noise (DBSCAN)
(image source: https://github.com/NSHipster/DBSCAN)
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The numbers for unique attack payloads and clusters
(透過 clustering, 讓工人智慧變得比較可行)

Date Time Unique Attack Payload # The clustered # The outlier #

d=2021-05-03_h=05 7064 0 38

d=2021-05-03_h=04 7073 1 41

d=2021-05-03_h=03 7231 1 64

d=2021-05-03_h=02 7931 2 107

d=2021-05-03_h=01 7189 0 47

d=2021-05-03_h=00 7537 9 141

d=2021-05-02_h=23 7576 0 63
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Finding another attack target of CVE-2019-2588
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Finding another attack target of CVE-2019-2588
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這打 Linux 的 CVE-2019-2588 payload 
應該還沒有太多人知道
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The corresponding Snort rule could be
(攻擊 payload 確定後，產 rule 就會比較好處理)
• alert tcp any any -> any 9502 

• (
• sid:1137045; rev:20210504; 

• msg: "WEB Oracle BI Publisher CVE-2019-2588 Remote Security Vulnerability"; 

• flow:to_server,established; 

• content:"/xmlpserver/servlet/adfresource?";

• pcre:"/documentId=[^&]*?\x2e\x2e[\x2f\x5c]/i"; 

• classtype:web-threats;

• )
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The evaluation for the generated Snort rule
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IoT Malware? ICS Malware?
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通常，我們會以為 IoT Malware和 ICS Malware 是兩個不同的領域。
但，我要說個跟 VPNFilter有關的故事
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其實 VPNFilter的樣本比 report 早出現一段時間
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而 ClamAV的 rules 比 Cisco 的 report 大約早 4 個月
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後來發現 VPNFiter的 stage 3 會監聽Modbus traffic

• 不是說它就是打小 routers 的 IoT Malware 嗎？
• 沒事記錄工控 traffic 做什麼?
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The pseudo code of VPNFilter stage 3
(0x1F6 == 502, the default Modbus TCP port)
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故事還沒完，
因為 VPNFilter並不是唯一和Modbus 有關連的 IoT Malware

• 某個版本的Mirai也有
(5df07f14252c68246b1718e34b2b079360a699748d98fce090f84eab149e79af)
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IoT Malware 和 ICS Malware 的界線似乎越來越模糊？
(所以我們持續對 IoT Malware 保持關注)

• 壞人在想什麼？
• 先Mass attack/probe尋找可利用的工控設備？

• 滲透之後，觀察環境再進行 targeted attacks？
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最近 Honeypot Malware 的收穫量
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之前有時候會有家庭式的收穫 (2019)
(這個例子壞人放Malware 的地方權限沒設好….)

40

Honeypots got attacks with this URL since 22th of 
May, and the host is still accessible as of 12th of June
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家庭式的收穫其實算常見 (最近例子)

41
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家庭式的收穫其實算常見(最近例子)
(下載Malware 進 victim 的 script 長這樣 )

• 理論上這種，惡意明確，出自於同一套 source 但不同 cross compilers 
的Malware，應該可以有個自動化的方法產出 DPI rules?

42
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Cross-platform Malware family rule generation 

with 

machine Learning
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關於相近的 sources 在同一種 arch 的Malware 分類

• 以某種MIRAI  MIPS 版本為例

• SHA256 hash list
• Sample A, 02755b1c062b93ef09171c38e55c24563dd966ae76ad4fbb33af410de0d7d7d4

• Sample B, 1aac41f0b44713cba7a0e0765f73d7a1705bd1724409b37be5aa8148703b8234

• Sample C, 5df07f14252c68246b1718e34b2b079360a699748d98fce090f84eab149e79af

• Sample D, 9efdf7ec50236ae7130f029bea86244e178b04bdeb77d8c60496d2b975c65dbc

44
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關於相近的 sources 在同一種 arch 的Malware 分類
一個基本的比對相似度的方法

• The SSDEEP hashes
• A, 768:fOnKCCGVY0Ax3DtM8yyIk8SZsAbtFqzOCptTNPOpIpdIpvpfpSpzNprpUgIvFiHd:mnKxx14AbyXTIvFyEKxUaT3IiTD3Jca

• B, 768:fOnKCCGVY0Ax3DtM8yyIk8SZsAbtFqzOCptTNPOpIpdIpvpfpSpzNprpUgIven+o:mnKxx14AbyXTIveEU6xUaT3piTD3J4a

• C, 768:fOnKCCGVY0Ax3DtM8yyIk8SZsAbtFqzOCptTNPOpIpdIpvpfpSpzNprpUgIvKn+o:mnKxx14AbyXTIvKEU6xUaT3piTD3J4a

• D, 768:PneaeSoehoX4kCAldMCBFy6EaFhP1P2FEFF1AiFPF/F6FZFLFpvkzLH5FjCbCotB:PnedhrCC91AjkzLMFh64aW4wDpiTD3Ja

• The edit distance ratio (Levenshtein.ratio) of the SSDEEP hashes

45

A B C D

A 1 0.9 0.9 0.25

B 0.9 1 0.98 0.26

C 0.9 0.98 1 0.26

D 0.25 0.26 0.26 1
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關於相近的 sources 在不同 arch的Malware 分類

• 以剛剛提過的在 http://31.210.20.138/uwu/的Malware 為例:
• arm 904ed5dc48d1481e4d28838e048c314792a5ff3a4188601b090e26953f303c8c

• mips c8fb3220f1774e2bacdbaaa9ec230e30cba5b1ce5232dead2f89c07300b9032a

• spc b90b48f61748f775069202814eed2d3f5521c953867227cfc06fb12223e96b65

• x86 d7ae4e8d3b231918c77554e3d5f38616b7fddd655e82385b9e8a36a722c26876

• 因為 architecture 不同，指令集不同，所以只看 instructions 或是以全檔
hash做相似度分析的效果並不好。

46

http://31.210.20.138/uwu/
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關於相近的 sources 在不同 arch的Malware 分類

47
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A Malware rule: MIRAI (ClamAV)
(ClamAV採 common strings )

• Unix.Trojan.Mirai-1;
• Engine:51-255,

• Target:6;

• (0&1&2&3&4);

• 2f6465762f7761746368646f67;  #/dev/watchdog

• 2f70726f632f6e65742f746370;   #/proc/net/tcp

• 006f67696e; # .ogin

• 656e746572; # enter

• 00617373776f7264 # .assword

48
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A PoC for generating Malware DPI rules with 
Reinforcement Learning

• Basic idea:
• 1. The same family (the same source) but different binary architectures

• 2. Executable-code-based patterns/rules may become architecture-dependent.

• 3. Try to search common data strings for the same family.

• 4. Use Reinforcement Learning method to refine Malware DPI rules.
• One generated rule for one the-same-source Malware family.

49
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The common data strings for the malware family

• i=64,YourMicrowaveIsAPieceofShit

• i=63,considertogoofflinetyvm

• i=62,your_verry_fucking_gay

• i=61,SEGRJIJHFVNHSNHEIHFOS

• i=60,IWillNullYourToaster

• i=59,niggersonyaforehead

• i=58,TaurusOnYaForhead

• i=57,OogaBoogaLanguage

• i=56,Slav3Th3seD3vices

• i=55,MELTEDNINJAREALZ
50

• i=54,1378bfp919GRB1Q2

• i=53,helpmedaddthhhhh

• i=52,SoraBeReppin1337

• i=51,lyEeaXul2dULCVxh

• i=50,TY2gD6MZvKc7KU6r

• i=49,DeportedDeported

• i=48,FortniteDownLOLZ

• i=47,PownedSecurity69

• i=46,TaurusIsYoMomma

• i=45,NiGGeRd0nks1337
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The common data strings for the malware family

• i=44,pussyfartlmaojk

• i=43,QBotBladeSPOOKY

• i=42,GhostWuzHere666

• i=41,23.254.230.120

• i=40,Ofurain0n4H34D

• i=39,1337SoraLOADER

• i=38,1902a3u912u3u4

• i=37,GrAcEnIgGeRaNn

• i=36,airdropmalware

• i=35,cloqkisvspooky
51

• i=34,JIWERGFJGJWJRG

• i=33,plzjustfuckoff

• i=32,156.96.156.220

• i=31,freecookiex86

• i=30,NiGGeRD0nks69

• i=29,2U2JDJA901F91

• i=28,A023UU4U24UIU

• i=27,ofhasfhiafhoi

• i=26,X19I239124UIU

• i=25,XSHJEHHEIIHWO
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The common data strings for the malware family

• i=24,scanJoshoARM5

• i=23,scanJoshoARM6

• i=22,scanJoshoARM7

• i=21,scanJoshoM68K

• i=20,scanJoshoMIPS

• i=19,JSDGIEVIVAVIG

• i=18,scanJoshoMPSL

• i=17,KuasaBinsMate

• i=16,LOLHHHOHOHBUI

• i=15,hikariwashere
52

• i=14,TacoBellGodYo

• i=13,greek.Helios,

• i=12,niggerssmell

• i=11,LOLKIKEEEDD

• i=10,suckmadick

• i=9,gooffline

• i=8,ovhPwned

• i=7,NfoPwne

• i=6,skidri

• i=5,hello

• i=4,host
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Reinforcement Learning Markov Decision Process 

• FP Checker
• 用 New Rule 比對事先收集好的

benign files。

• Reward:
• 依照 FP Checker 的結果，FP 的數目
給成績。

• State:
• 整個環境目前的狀態。

• Action:
• 依照 reward 調整 New Rule，修改
比對內容。
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The explanation of FP and FN, (e.g., "The Boy Who Cried Wolf")

Source: https://developers.google.com/machine-learning/crash-course/classification/true-false-positive-negative

https://developers.google.com/machine-learning/crash-course/classification/true-false-positive-negative
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The learning results
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Demo?
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Summary

• DPI 的守備範圍，其實可以很寬廣

• 對於 clustering honeypot attack payload，DBSCAN 是個好東西

• IoT Malware 與 ICS Malware 之間的界線有模糊的傾向

• 對於單一 source，cross-compiled 的Malware，有機會用單一 rule 解決
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HITCON 2021 is coming
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