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Cloud and cloud security



Cloud

$$$↓

Speed↑



Cloud security (?)

The good, the bad and the ugly



Good



➔ Compliance ready
➔ Availability
➔ Anti DDoS
➔ Automation & Reviewable infrastructure

Chance



Bad



➔ Responsibility
➔ Lower visibility
➔ Misconfiguration/ Lack of security expertise
➔ Lack of access control

Reality



Ugly



👻
➔ Data breach
➔ Vulnerability
➔ Compromised credential
➔ Old protection/strategy not works here



Prevent

Detect

respond



Prevent

Secure by design

Reduce the surfaces

Vulnerability



Reduce the surfaces

- least privilege access

- Use the strong 2FA 

Vulnerability 

- Patch: responsibility 

model

- Patch: automation

- Review resource 

which has the default 

setting

Secure by design

- Guideline from provider

- New security strategy for 

PaaS and SaaS

Prevent



Detect

Virtual Border

Gateway

Endpoint



Endpoint

- Auth/Access/Audit logs

- EDR

- Container

- Serverless

- PaaS logs

Gateway

- Flow logs

- Gateway logs

- Mirror traffic

Virtual Border

- User access 

- Programmatic access 

Detect



Respond
Manual

Automation



Decision of respond

Respond

Automation

Console/CLI

Platform

Coding

Self managed

MDR, Managed SOAR



Decision of respond

Respond

Automation

Console/CLI

Platform

Coding

Self managed

MDR, Managed SOAR



Go console and click



Demo : 

Google/cloud-forensics-utils



Demo : 

ThreatResponse/aws_ir



Decision of respond

Respond

Automation

Console/CLI

Platform

Coding

MDR, Managed SOAR

Self managed



Demo : Tines



Design and coding by your team

API GW

LM/SIEM
event_parser

DynamoDB

Step function: checker

Check 
internal

Check 
external

Queue

Step function: worker

Queue

Update WAF Slack alert

DynamoDB

Management command:
- List/Delete/Add rule
- Block report

mgmt_event_parser

Update WAFGenerate report



Reference: 
https://docs.aws.amazon.com/solutions/latest/aws-waf3-security-automations



Reference:https://techcommunity.microsoft.com/t5/azure-security-center/how-t
o-isolate-an-azure-vm-using-azure-security-center-s/ba-p/1250985



Reference: 
https://github.com/GoogleCloudPlatform/security-response-automation



Summary



Embrace automationAlways up to date

Summary

Strategy

Awareness Skill

👷❌



Take away

Tools

- Tines.io
- https://docs.aws.amazon.com/solutions/latest/aws-waf3-security-automati

ons
- https://techcommunity.microsoft.com/t5/azure-security-center/how-to-isol

ate-an-azure-vm-using-azure-security-center-s/ba-p/1250985
- https://github.com/GoogleCloudPlatform/security-response-automation
- https://github.com/google/cloud-forensics-utils
- https://github.com/ThreatResponse/aws_ir

Collection

- https://github.com/4ndersonLin/awesome-cloud-security



We Are Hiring

https://github.com/MaiAmis/Careers



Thanks!

Mailto: 4nderson.lin@pm.me


