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Goal:
Break down departmental barriers 
to shorten development cycles.

Increase deployment frequency, 
and enhance the success rate and 
reliability of each release.



Good solution

                                     IaC Security

● Traditionally, security is as an afterthought.

● Too many secure issues come from unhealthy environment architecture. 

● Fix critical bugs or secure issues would delay the release date.

● Development unit look upon security as obstacle and burden.

● Security unit think development unit is irresponsible and release 
vulnerable code.

Why security is so difficult ?



Infrastructure as Code (IaC)

● Definition files (Specification / Configuration)

● Everything codified

● Version control systems (VCS)

● Continuous Integration / Continuous Delivery (CI/CD)



Workflow (IaC)



Benefit (IaC)
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Automation fear spiral (IaC)

source: infrastructure-as-code.com 

https://laptrinhx.com/link/?l=http%3A%2F%2Finfrastructure-as-code.com%2Fbook%2F2015%2F03%2F08%2Fautomation-fear-spiral.html


Security Starts and Ends with Developers

Strengthen security (ex. System configuration settings)
● Security risks
● Implementing Security as Code

○ Security testing
○ Vulnerability testing
○ User and data access policies

● Continuous Workflow

Security as Code



Security risks
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Security risks (other)

Note:
Unauthorised users、Data leakage、Unauthorised access to critical  resources、
Iincreased attack surface.



Security testing



Test-Driven Development (TDD)



Vulnerability testing
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Vulnerability scanning、Static code analysis

Incorrect configuration 、Vulnerability package

SQL injection、XSS、Wrong api call method

Firewall configuration 、ACL



User and data access policy



Continuous Workflow



Popular IaC Tools



Conclusion
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