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Fortinet Designed Security Processing Unit (SPU) 
Industry Leading Hyperscale Security with NP7 

Graphical Processing Unit 
(GPU) 

Network Processor 
(NP)  

Off-Loads Networking  

Functions 

Content Processor 
(CP) 

Off-Loads Security 
Functions 

Security Processing Unit 
(SPU) 

Gaming and AI Systems 

CPU 

CPU 

GPU 
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2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2019 2020 

NP7 Leapfrogs competitors and offers security at a scale that is magnitudes higher 

Redefining Security for Hyper Scale Data Centers 

CP9 

NP7 NP6 NP4 NP2 

CP8 CP7 SOC2 SOC3 SOC4 

FORWARDING 
THROUGHPUT 

200GBPS 
IPSEC 

THROUGHPUT 

75 GBPS 
POWER  

ESTIMATION 

20 W VXLAN 

NVGRE 
NETWORK 

PORTS 

2 X 100 G 

CONCURRENT 

SESSIONS 

100 M 
HARDWARE 

LOGGING 

SESSION  

SETUP RATE  

2 M/SEC 
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NP7 代表第三代 NP 加速晶片 

• 以10倍的性能提升來優化防火牆吞吐量 

• 以10倍的性能提升來優化加密吞吐量 

 

 

 

 

 

High Performance DNA 

NP4 
2008 

NP6 
2014 

NP7 
2020 

IPSec VPN Firewall Throughput 

75 GBPS 200 GBPS 30 GBPS 40 GBPS 10 GBPS 20 GBPS 
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Ultra High Performance 

• 硬體架構的創新拉大了性能上的巨大落差 

• Why SPUs? 規模經濟 

• CPU 將繁重的維護 session table 以及連線初始
建立的工作 offloaded 至 NP7 

• CPU 可以將完整的資源投入至更複雜的應用程
序處理 

 

 

 

 

Optimizing Performance: How it compares? 
General Purpose CPU vs Security Compute: Forwarding/ Dataplane 

Connections per second (K) 

Generic CPU Fortinet NP7 

Firewall Throughput 

專門設計的 ASIC 加速晶片具有無
與倫比的性價比，這是通用平台無
法滿足的 

Firewall Acceleration and Connections/sec 

5x 

35x 

2 M/SEC 200 GBPS 6 GBPS 0.4 M/SEC 
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FortiGate 4400F Key Specifications 

700M 
CC 

Concurrent  

Sessions 

100 
Gbps 

Elephant Flows 

 

1.15 
Tbps 

Zero CPU 
Forwarding 

 

310 
Gbps 

IPSec 

75 
Gbps 

Threat Protect 

86 
Gbps 

SSL Inspection 

2.98 
us 

FW Latency 

10M 
 CPS 

Connections/sec 



The industry’s  
highest-performing 
cybersecurity platform  
What’s New in FortiOS 7.0 
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Fortinet 
Security  
Fabric 

Broad 
• 資訊安全不只是單點防護， 

而是要落實在每個服務層面。 

Integrated  
• 多面向資安防護整合 
• 分享與通報即時資安威脅 
• 提升防護成效並降低維運複雜 

Automated  
• 具備 AI 智能驅動的安全網路 
• 打造自動高效的資安生態系統 

Security-Driven 
Networking 

Zero Trust 
Access 

Adaptive Cloud 
Security 

FORTIOS 

FortiGuard Threat 
Intelligence 

Open 
Ecosystem 

Fabric Management 
Center 

NOC SOC 
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FOS 7 – 300+ New Features Across the Fabric   

Security Driven Networking  

(WAN Edge: SD-WAN) 

• Increased Resiliency (FEC/DUP) 

• Enhanced packet duplication  

• Accelerated Convergence (FWF 80F) 

• Efficient Operations (scalable ZTP, Analytics, 
Passive WAN Measurement) 

• Accelerated convergence for Thin & WAN edge  

 

Security Driven Networking  

(DC Edge: NGFW) 

• Ultra-Scalability with pay as you grow model (FGT 
7121F, 400G) 

• Attack surface Reduction (Video filtering , DNS) 

• Efficient Operations  with network automation (Policy 
Learn mode, automated upgrades)  

 

Security Driven Networking  

(LAN Edge: WiFi/Switch) 

• Unified code base (L3 FortiLink, NAC Visibility and 
Zero trust response) 

• Convergence (WLM and AIOps on FMG, FortiLAN 
cloud) 

• Simplified Operation AI/ML driven wireless easy 
classification and remediation)  

Security Driven Networking  
(SASE Edge - SASE) 

• Securing remote workforce with orchestration portal 
for SASE capabilities   

• Securing thin branch with FEX 200F + 25Mbps 
subscription  

• New Thin Edge line us (LTE/5G)   

• Journey to Zero Trust with extended risk posture 
checking 

Zero Trust Access  

(ZTNA) 

• single policy for on-net / off-net behavior  

• Better & easier VPN with automated setup for 
HW/VM//SASE & cloud  

• Granular access with role based application access   

• Leverage existing products 

Security Driven Networking  

(LTE Edge: 5G) 

• 5G backup (+SD-WAN for WWAN with new dual 
modem)  

• LTE portfolio expansion (+WWAN 
application release, 101F/201F)  

• SASE bundle for Thin edge and remote workers  

Adaptive Cloud Security  

(WAF & Email) 

• Email continuity switch to FortiMail cloud when 
service go down  

• FortiWeb enhanced with ML-based API discovery, 
deeplearining and more. 

• FortiADC/FortiGSLB user experience visibility and 
Auto-Scaling capabilities  

Adaptive Cloud Security  

 (VM, CWP, CASB) 

• Centrally managed hybrid cloud (expended support 
& multi tenant policies) 

• Effective usage of resources with autoscaling  

• Extended application support for CASB  

• Container guardian  

Fabric Management Center   

(SOC) 

• MITRE attack analysis with expansion in cover and 
automated protection across the fabric and 
ecosystem 

• SOAR enhanced AI/ML & out-of-the-box content 
packs. Intergrations. FSR cloud. mobile app. 

• IR unified console, FORTISOAR container, 
FortiCASB connector  

 

Advance Services  

• SOC as a Service to augment organization 
and MSSP's SOC 

• Best Practice Evaluation  

• FortiGuard Consultant  

Fabric Management Center   

(NOC) 

• Insider threat analysis with EUBA support  

• Enhanced visibility with extended product support 
across the Fabric & SD-Branch 

• Efficient and scalable operation with SIEM 

• SaaS management with Unified GUI, easy on 
boarding with ZTP templet and more & efficient full 
branch operations 

 

 

FortiGuard Threat Intelligence 

(Security Services)  

• Increased Attack Surface Coverage – Video Filtering 
enhancement to our web filtering offering  

• Security Rating expended to Fabric Rating 

• IoT real-time query service 
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Zero Trust 
Access 

Adaptive Cloud Security 

FORTIOS 

FortiGuard Threat Intelligence 

Open 
Ecosystem 

Fabric Security 
Operations 

Fabric Mgmt. 
Center 
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Security-driven 
Networking 

Deliver 
Enterprise 
Protection 
And User 
Experience At 
Any Edge 
Network Security 
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Add FortiGuard service that provides 
category rating for videos under new video 
filter profile panel  

• For YouTube, Vimeo and Daily Motion 

• static filter option for YouTube channels 

• With the video filter profile, you can filter YouTube videos by channel ID for a 

more granular override of a single channel, user, or video.  

• The video filter profile is currently supported in proxy-based policies and requires 

SSL deep inspection. 

 

Security-driven Networking 
FortiGuard Video Filtering Service 

The following identifiers are used for YouTube channels: 
www.youtube.com/channel/<channel-id> 

www.youtube.com/user/<user-id> 

www.youtube.com/watch?v=<string> 
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Security-driven Networking 
FortiGuard Video Filtering Service 
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Packet duplication Improvement 

Security-driven Networking 

Packet duplication for dial-up IPsec tunnels 
• To support packet duplication on dial-up IPsec tunnels between sites, each spoke must be configured with a 

location ID.  
• On the hub, packet duplication is performed on the tunnels in the IPsec aggregate that have the same location ID. 
• Multiple dial-up VPN tunnels from the same location can be aggregated on the VPN hub and load balanced based 

on the configured load balance algorithm. In this example, an IPsec aggregate tunnel is formed between two dial-up IPsec tunnels in order to support packet 
duplication. 
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SSL VPN Client on FortiGate 

Security-driven Networking 

FortiGate as SSL VPN Client 
• The FortiGate can be configured as an SSL VPN client, using an SSL-VPN Tunnel interface type.  
• When an SSL VPN client connection is established, the client dynamically adds a route to the subnets that are 

returned by the SSL VPN server.  
• FortiOS can be configured as an SSL VPN server that allows IP-level connectivity in tunnel mode, and can act as an 

SSL VPN client that uses the protocol used by the FortiOS SSL VPN server.  
• This allows hub-and-spoke topologies to be configured with FortiGates as both the SSL VPN hub and spokes. 

For an IP-level VPN between a device and a VPN server, 
this can be useful to avoid issues caused by 
intermediate devices, such as: 
 

• ESP packets (IP protocol 50) being blocked. 
• UDP ports 500 (IKE) or 4500 (IPSEC NAT-T) blocked. 
• Fragments being dropped, causing IKE negotiation 
that uses large certificates to fail if the peer does not 
support IKE fragmentation. 
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Security-driven Networking 
Integrated NAC feature on FortiSwitch 

• You can configure a FortiSwitch network access control (NAC) policy within FortiOS that matches devices with the 
specified criteria, devices belonging to a specified user group, or devices with a specified FortiClient EMS tag. 

•  Devices that match are assigned to a specific VLAN or have port-specific settings applied to them. 

Example 
In this example, NAC settings are enabled and configured so that a Linux PC is automatically moved into a VLAN 
dedicated to Linux PCs after it comes online and gets identified. 

 # diagnose user device get 00:11:32:24:91:90 

     vd root/0  00:11:32:24:91:90  gen 562211  req OUA/34 

    created 6214173s  gen 1393  seen 56s  Server Farm  gen 327622 

    ip 10.1.200.151  src mac 

    hardware vendor 'Synology'  src mac  id 0  weight 120 

    os 'Linux'  src tcp  id 163  weight 128 

    host 'SYNOLOGY_DS213J'  src mwbs 
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When Enabled, device 
connected to defined ports will 
be put into the onboarding 
VLAN, to be match against 
NAC policies for next action 

• NAC can be applied to specific 
switch and/or ports 

• Access mode on the affected 
switch ports are changed from 
“Normal” to “NAC” while the Native 
VLAN is set to the onboarding 
VLAN 

• Various device match methods 
with ability to  

• Redirect to desired VLAN 

• Change port settings 

• Matched device can be viewed 
from drill in NAC policy 
 

 

Security-driven Networking 
Integrated NAC feature on FortiSwitch 
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Use wildcards in a MAC address in a NAC policy 

Security-driven Networking 

When configuring a NAC policy, you can use the wildcard * character when manually specifying a MAC address 

to match the device. 

• In this example, IPCamera-1 and IPCamera-2 both have MAC addresses that start with 08:5b:0e.  
• A NAC policy is created on the FortiGate 601E to match both IP-Camera.  
• After the IP-Cameras are connected to the FortiSwitch units, they are detected by the NAC policy and assigned to 

Camera_VLAN. 

config user nac-policy 

    edit "Camera-Policy" 

        set mac "08:5b:0e:**:**:**" 

        set switch-fortilink "port11" 

        set switch-mac-policy "Camera-LAN" 

    next 

! 

edit “Phone-Policy" 

        set mac "70:4c:a5:**:**:**" 

        set switch-fortilink "port11" 

        set switch-mac-policy “Phone-LAN" 

    next 

 

mac 08:5b:0e:d4:4f:3c 

last-known-switch "S524DN4K16000116" 

last-known-port "port6" 

matched-nac-policy "Camera-Policy" 

mac-policy "Camera-LAN" 

mac 70:4c:a5:a8:0a:1c 

last-known-switch "S248EPTF18001384" 

last-known-port "port8" 

matched-nac-policy “Phone-Policy" 

mac-policy “Phone-LAN" 

IPCamera-1 

IPCamera-2 

IPPhone-1 

IPPhone-2 

FortiSwitch-524D 

FortiSwitch-248E 

FortiGate 601E 

Port11 
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New widget to illustrate real-time app traffic utilization  

• Customers will be able to be filtered to show only interested applications 

• Default filter showing the top X bandwidth-consuming applications 

Security-driven Networking 
Application Bandwidth Utilization Graph 
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Consolidate various Local Out settings to a single page under “Network” for ease-of-use 

• displays all the possible local out setting - those relating to system, logging and external authentication service 

• The settings available may be either global or at VDOM level 

• FortiGuard, System DNS , FortiSandbox, FortiAnalyzer, Syslog, LDAP, RADIUS, TACACS, External Resource ….. 

Security-driven Networking 
Local Out Routing Page 
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Security-driven Networking 
NGFW 

 

HA Failover based 
on memory 
utilization 

 

• Allow user to define a base line and 

threshold of RAM usage for failover 

• Threshold may be referencing 

conserve mode 

• A flip timeout may be implemented 

 

• The (ACME), as defined in RFC 8555, is 

used by the public Let's Encrypt certificate 
authority to provide free SSL server 

certificates 

• The FortiGate can be configured to use 

certificates that are managed by Let's 
Encrypt, and other certificate management 

services, that use the ACME protocol.  

 

ACME Support 
( Automated Certificate 
Management Environment ) 

Extended Netflow 
Visibility of Logical 
Interfaces 

• Add NetFlow visibility for 2 types of  

logical interfaces - FortiExtender and 

VPN tunnel interfaces 

https://tools.ietf.org/html/rfc8555
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FortiGuard Threat Intelligence 

Zero Trust 
Access 

Open 
Ecosystem 

Fabric Security 
Operations 

Fabric Mgmt. 
Center 

Adaptive Cloud Security 

23 

Zero Trust  
Access 

Knowing and 
controlling 
everyone and 
everything on 
and off the 
network 
Users and Device Security 

©  Fortinet Inc. All Rights Reserved 
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Hosted Apps 

(on Public IP) 

Traditional Access Control 

Off-net Auto-Connect 

Employees 
Contractors 

BYOD 

• NGFW 

• VPN 

• MFA 

• SSO / SAML 

EMS & Fabric 
Connectors 

Inside Outside 

Private Apps 

Remote Users 

MFA  
SSO / SAML VPN Optional 

 

MFA 
SSO / SAML 

 

Access Control & Quarantine 

SaaS  
Apps 

Public Cloud  
Apps 

- User MFA authentication / authorization 

- SSLVPN / IPSEC VPN dial-up 

- Device identification and host security check 

- Different sets of rules configure in diff. locations 

- User experience is also affected by multiple VPNs 

- On-net local users and Off-net remote users 

  management is very complicated 
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Introducing ZTNA 

ZTNA-encode all sessions to protected Apps 

No VPN Setup or user interaction 

Access Proxy (Built-In to Security Fabric) 

- Per-session Posture Check 

- Continuous Re-Assessment & Enforcement 

FortiManager 

FortiAnalyzer 

EMS & Fabric 
Connectors 

FortiCloud 

Private Apps 

1 

2 

SaaS  
Apps 

Public Cloud  
Apps 

Hosted Apps 

(on Public IP) 

FOS 

Employees 
Contractors 

BYOD 

Remote Users 

- Device information  
(OS, model, and others) 

- Device ZTNA Certificate 
- Logged on user information 
- Security posture check 
  (On-net/Off-net, Firewall, AV,  
   vulnerability status, and others) 
- Whether it’s On-net or Off-

net 
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Several new features are 
added to support new Zero 
Trust solution 

• HTTPS access proxy with FortiClient 

as ZTNA agent 

• Support trust verification with 

certificate-based authentication  

 

Zero-Trust Network Access 
New Zero Trust Solution  

All Endpoints EMS 

ZTNA Tags 

 Tag endpoints by rules 

 Send Tagged endpoint list 
to FortiGates  

Trust Verification 

 Verify user identity (SSO/MFA) 

 Verify Security Posture (On-net*) 

 Verify Access Permissions 

EMS Certificate 

 Sign & Install 

Device Certificate 

 Certificate signed by EMS CA 

 Install on endpoint 

ZTNA Telemetry 

 Device information (OS, network info, model) 

 Logged-on user information 

 Security Posture (AV software, Vul, detection) 

Device Certificate 

 Verify Device Certificate 

Initiate Traffic to Destination 

 Agent securely forwards traffic to Access Proxy 

 SSL encrypted  

 Certificate with Device ID 
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Evolution from Traditional VPN to ZTNA 

VPN ZTNA 

Client DCFW  

OFF Network 
Cloud 

Client 
Access Proxy  

ON/OFF Network 

DC  

DC 

Access Entire Network 

One Time Trust Check 

Generic Rule Set 

Access Specific Applications 

Continuous Trust Check 

User Contextual Rule Set 
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Secure Application Access Anytime and Anywhere  

Zero Trust Access (ZTA) Vision 

IaaS 

Internet 

SaaS 

DC 
IoT 

Appliance Virtual Cloud 

Users 

WFH 

Campus 

Flexible Access Proxy Location Per Application Access 

Device & User Identity 

Session Segmentation 

EMS Token Authentication 

Continuous Contextual Based Trust  
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FortiGuard Threat Intelligence 

Zero Trust 
Access 

Open 
Ecosystem 

Fabric Security 
Operations 

Fabric Mgmt. 
Center 

Adaptive Cloud Security 

29 

AI-driven  
Security 
Operations 

©  Fortinet Inc. All Rights Reserved 

FortiGuard 
Threat 
Intelligence 
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Replacing the old heuristics detection with the new AI based one 

• The AV Engine AI malware detection model integrates into regular AV scanning to help 

detect potentially malicious Windows Portable Executables (PEs) in order to mitigate             

zero-day attacks.  

• Previously, this type of detection was handled by heuristics that analyzed file behavior.          

With AV Engine AI, the module is trained by FortiGuard AV against many malware samples 

to identify file features that make up the malware.  

• The AV Engine AI package can be downloaded by FortiOS via FortiGuard on devices with 

an active AV subscription. 

 

# config antivirus settings 

set machine-learning-detection {enable| monitor | disable}  

end 

 

AI-driven Security Operations 
AI based Malware Detection 

# get system status 

... 
Firmware Signature: certified 

Virus-DB: 84.00632(2021-03-11 10:16) 

Extended DB: 84.00632(2021-03-11 10:16) 

AV AI/ML Model: 2.00021(2021-03-08 13:56) 

... 
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External Block List (Threat Feed) – Malware Hash 

• The external malware block list is a new feature introduced in FortiOS 6.2.0. 
 

• This feature provides another means of supporting the AV Database by allowing users to add 
their own malware signatures in the form of MD5, SHA1, and SHA256 hashes. 
 

• Using different types of hashes simultaneously may slow down the performance of 
malware scanning. 
 

• For this reason, users are recommended to only use one type of hash                
(either MD5, SHA1, or SHA256), not all three simultaneously. Preference is SHA1 
 

• If the list goes above the maximum size, it will be truncated and a log will be generated. 
 

Antivirus 
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External Block List (Threat Feed) – Malware Hash 
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New: Outbreak Alert  

What is it?  
 

Add on offering to 
FortiAnalyzer, providing 
pre define reports based 
on IoC identified in 
related to Outbreak 
Attack  

 

 

Pre requirements: 

• OS version: 7.0.0 and next 6.4 patch. 

• FortiGate: Active services for AV, IPS, Botnet  

• FortiClient: Endpoint vulnerability   

Why is it needed? 
 

Speed to detection, and 
mitigate for new attacks 
and vulnerabilities in the 
wild 

Who needs it? 
  

SOC and NOC teams 

How to get it ? 
  

Add on to FortiAnalyzer  

• A-la-carte  
• 20% of HW 

• Inside the 
Fortianalyzer 
Enterprise bundle  

• 90% of HW 
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New: Outbreak Alert  
• Current outbreak reports include DearCry Report, Hafnium M.S.Exchange Attack Detection Report, and SolarWinds 

Normalized Report, available in Fabric ADOMs. 

• Right click a report to run the report. Reports can be generated in HTML, PDF, XML, and CSV formats. 
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Zero Trust 
Access 

Adaptive Cloud Security 

FORTIOS 

35 
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Automate 
Security 
Operations 
Across The 
Security Fabric 

Security Operations 

 

Fabric 
Management 
Center 

Security 
Operations Center 

(SOC) 
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Add support to show the 
REST API commands behind 
a particular GUI action 

• API Preview is added to the right-

hand side (gutter) allowing the user 

to see what API calls will be made 

when clicking "OK" or "Apply". 

• If multiple requests are required, this 

would be broken into multiple tabs 

 

Fabric Management Center 
Show equivalent REST API commands for GUI actions  
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Allow a FortiGate with VDOMs to connect to another FortiGate in a Security Fabric 

• Features (as Global scope) include Fabric Topology, Security Rating and Automation 

 

 

Fabric Management Center 
Support for Security Fabric in Multi-VDOM mode 
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Simplify the workflow for managing 
multiple chained actions, and make it 
clearer to the user which order the 
actions will be processed in.  

•Also support  
• triggering on multiple event log IDs in the 

same trigger 

• custom HTTP body code with Slack native 
notification 

• configuring filters on event logs to narrow 
down the trigger 

Fabric Management Center 
Automation Workflow Improvements 

 

New Automation action that provides 

Microsoft Teams notification 
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Automation Workflow 

  

          

FortiAnalyzer 

Detection 

Engine 
FortiGate 

1 

2 

3 

4 

5 

LAN Stations trying to 

access malicious site 

Traffic detected  

by FGT UTM 

Logs sent to FAZ 

FAZ IoC engine 

computing logs 

IoC detected by FAZ 

Notify to FGT 

6 

Station quarantine  

IP Ban 

Disable SSID  

 Botnet C&C IPs 

 Malware Domain 

 Malware URL 

 Crowd Sourced URLs 
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FortiOS 7.0 新增 300 項功能，資安防禦全面升級 

• Fortinet Secure Access Service Edge (FortiSASE) 
• Fortinet Zero Trust Network Access (ZTNA) 
• FortiGuard Video Filtering and IoT Real-time Query 
• Over 300 New Features and Updates Deliver Even More Reasons to Choose Fortinet 




