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• Windows Driver Model (WDM)

• Windows OS driver catalogues :

– bus driver (e.g. USB, PCI)

– function driver (e.g. USB Adaptor)

– filter driver (e.g. Anti-Virus)

• After Windows 7, Filter compiling was migrate into VS, and 
refracture WDF, Minifilter from WDM

• Minifilter is more easier to compile that traditional 
Filter, dynamic install/attach/unload also the new feature 
for minifilter
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• IRP (I/O Request Package) is a data structure in Windows kernel, 
it has been designed to store input/output data

• IRP is a complicate data structurer, there’s 2 major attributes: 
MajorFunction & MinorFunction, which stand for IRP’s major type 
and type’s detail description

• Same MajorFunction will present different behaviors with 
different MinorFunctions & parameters
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• IRP_MJ_CREATE

• IRP_MJ_READ

• IRP_MJ_WRITE

• IRP_MJ_QUERY_INFORMATION

• IRP_MJ_DIRECTORY_CONTROL

• IRP_MJ_SET_INFORMATION

• IRP_MJ_CLEANUP

• IRP_MJ_CLOSE

• IRP_MJ_DEVICE_CONTROL

• IRP_MJ_LOCK_CONTROL

• IRP_MJ_SET_VOLUME_INFORMATION

• IRP_MJ_QUERY_SECURITY

• IRP_MJ_SET_EA

• …….

SetFileInformation.FileInformationClass:
• FileAllocationInformation
• FileBasicInformation (insert、time、

privilege)
• FileDispositionInformation (delete)
• FileEndOfFileInformation
• FileLinkInformation
• FilePositionInformation
• FileRenameInformation (rename)
• FileValidDataLengthInformation

Create.Option.CreateDisposition:
• FILE_SUPERSEDE (exists then replace it, not the create new)
• FILE_OVERWRITE (exists then overwrite it, not then fail)
• FILE_OVERWRITE_IF (exists then overwrite it, not then create new)
• FILE_CREATE
• FILE_OPEN
• FILE_OPEN_IF
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Oringinal IRP

Filter Framework IRP

source: MSDNsource: MSDN
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Most Ransomware use following mechanism to encrypt file: 

1. Open original file into memory

2. Encrypt file content in memory

3. Destroy original file: 

– Overwrite encrypted content on original one 

• IRP_MJ_WRITE

• IRP_MJ_CREATE

– (FILE_OVERWRITE, FILE_OVERWRITE_IF)

– Save file with new name and Delete original one

• IRP_MJ_SET_INFORMATION 

– (FILE_RENAME_INFORMATION, FILE_DISPOSITION_INFORMATION)

– Save file with new name and Replace original one then rename

• IRP_MJ_CREATE

– (FILE_SUPERSEDE)
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Ransomware Encrypt File  "C:\Users\XXX\Desktop\20200904Meeting.pptx"

New Encrypted File "C:\Users\XXX\Desktop\20200904MeetingCrypt.pptx"

IRP_MJ_SET_INFORMATION (FILE_RENAME_INFORMATION) ReplaceIfExists is 
true, then "20200904MeetingCrypt.pptx" replace "20200904Meeting.pptx"

Ransomware remove "20200904Meeting.pptx" succeed with 
"20200904Meeting.pptx" then rename it to "{MD5}.cryptxxx"
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Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx"

New Encrypted File "C:\Users\XXX\Desktop\20200904MeetingCrypt.pptx"

IRP_MJ_SET_INFORMATION (FILE_RENAME_INFORMATION) ReplaceIfExists is 
true, then "20200904MeetingCrypt.pptx" replace "20200904Meeting.pptx"

Ransomware remove "20200904Meeting.pptx" succeed with 
"20200904Meeting.pptx" then rename it to "{MD5}.cryptxxx"

Enviroment
Subsystem/ 

Dlls

I/O System

Kernel Mode

User Mode

I/O Manager

Filter 
Manager

File System 
Manager

File System 
Manager

MiniFilterDriverA

Anti-Malware & Anti-Ransomware

Use FltGetDestinationFileNameInformation
to get the path which Rename request 

target to. 
(e.g. C:\Users\XXX\Desktop\20200904Meeting.pptx)

Then deny the request with modify the 

IRP and set up dirty flag to FilterManager.

MiniFilterDriverB

X
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• RIPlace Evasion Technique 
– Daniel Prizmant, Guy Meoded, Freddy Ouzan, Hanan Natan – Nyotron

Requirements

• EDR, AntiVirus, AntiRansomware use 
FltGetDestinationFileNameInformation()

• DefineDosDevice() symlink for replace source
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Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx"

New Encrypted File "C:\Users\XXX\Desktop\20200904MeetingCrypt.pptx"

IRP_MJ_SET_INFORMATION (FILE_RENAME_INFORMATION) ReplaceIfExists is 
true, then "20200904MeetingCrypt.pptx" replace "ImSymlinkForRIP"

Ransomware remove "20200904Meeting.pptx" succeed with 
"20200904Meeting.pptx" then rename it to "{MD5}.cryptxxx"

DefineDosDevice to create Symlink point "ImSymlinkForRIP"
"C:\Users\XXX\Desktop\20200904Meeting.pptx"



> Enviroment
Subsystem/ 

Dlls

I/O System

Kernel Mode

User Mode

I/O Manager

Filter 
Manager

File System 
Manager

File System 
Manager

MiniFilterDriverA

Anti-Malware & Anti-Ransomware

FltGetDestinationFileNameInformation

cannot get the path from DosDevice path.
Then apply the request because the

IRP_MJ_SET_INFORMATION rename to a

path that seems nothing exists.

MiniFilterDriverB

Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx"

New Encrypted File "C:\Users\XXX\Desktop\20200904MeetingCrypt.pptx"

IRP_MJ_SET_INFORMATION (FILE_RENAME_INFORMATION) ReplaceIfExists is 
true, then "20200904MeetingCrypt.pptx" replace "ImSymlinkForRIP"

Ransomware remove "20200904Meeting.pptx" succeed with 
"20200904Meeting.pptx" then rename it to "{MD5}.cryptxxx"

DefineDosDevice to create Symlink point "ImSymlinkForRIP"
"C:\Users\XXX\Desktop\20200904Meeting.pptx"
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• Assume user will update to latest version

• Check symlink create operation before it be abused

source: 安徽衛視

User
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• Windows 10 Creators Update 32-bit execution of ring-0 
code from NULL page via NtQuerySystemInformation
– Mjurczyk – Google

• Kernel Exploit Demo - Windows 10 privesc via WARBIRD 
– Adam Chester – MDSec

Warbird is a Microsoft technology used to apply 
obfuscation technologies to a binary.

Requirements

• Windows 10 32-bit

• NtQuerySystemInformation() with Warbird Class

• Start NTVDM to support 16-bit
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1. DLL inject to process in NTVDM
– In 32bit CMD: FONDUE.exe /enable-feature:NTVDM

2. Trigger WARBIRD Vul in NtQuerySystemInformation()

3. Copy shellcode to NULL page

4. Fix ebx from original _WARBIRD_EXTENSION

5. Re-Enable APC and remove Locks from thread

6. Enumerate EPROCESS to get cmd.exe EPROCESS

7. Enumerate EPROCESS to get SYSTEM TOKEN

8. Copy SYSTEM TOKEN to cmd.exe
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debug.exe(16-bit,NTVDM)

Exploit.dll

baseAddress[256]

Remote Thread
Invokes

LoadLibrary()

Exploit.exe

OpenProcess()

VirtualAllocEx()

WriteProcessMemory()

CreateRemoteThread()
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debug.exe(16-bit,NTVDM)

Exploit.dll

baseAddress[256]

Remote Thread
Invokes

LoadLibrary()

Exploit.exe

OpenProcess()

VirtualAllocEx()

WriteProcessMemory()

CreateRemoteThread()

Exploit.dll

Shellcode

Payload()

Dllmain()

Enum EPROCESS: CMD

Enum EPROCESS: SYSTEM

Steal SYSTEM TOKEN

Fix WARBIRD_EXT ebx

Re-Enable APC Remove locks

Ntoskrnl.exe

NtQuerySystemInfo()

ExpQuerySystemInfo()

_WARBIRD_EXTENSION
NullPage

Shellcode

WbDispatchOperation()

WbFindWarbirdProcess()

WbFindLookupEntry()
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source: XPN

Verified and setup uninitialized _WARBIRD_EXTENSION

Copy Payload to un-initial memory struct

Trigger Attack
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• KPCR (Kernel Processor Control Region), 
FS:[0] point in Ring 0, point to TEB 
in Ring 3.

typedef struct _EPROCESS

{

……

PVOID UniqueProcessId;

……

PHANDLE_TABLE ObjectTable;

EX_FAST_REF Token;

ULONG WorkingSetPage;

……

PVOID Session;

UCHAR ImageFileName;

LIST_ENTRY JobLinks;

……

}
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• Windows drivers 

– Signed 

– WHQL signed 

– EV signing cert (A Must for Win10 signing process)

> 

source: この勇者が俺TUEEEくせに慎重すぎる
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• Most drivers specify only the FILE_DEVICE_SECURE_OPEN 
characteristic. This ensures that the same security settings are 
applied to any open request into the device's namespace.



source: apple daily
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Maybe FILE_DEVICE_SECURE_OPEN has 
been defined as 0? 
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source: 焼きたて!! ジャぱん
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• I/O control code (IOCTL) need to match the DDK document, structure following:

• DeviceType:
– this value should match to the type when it create (IoCreateDevice), usually 

FILE_DEVICE_XX

• Function: Driver defined IOCTL
– 0x0000-0x7FFF are reserved for Microsoft
– 0x7FFF-0xFFFF are reserved for OEMs and IHVs

• Method:
– METHOD_BUFFERED, METHOD_IN_DIRECT, METHOD_OUT_DIRECT, METHOD_NEITHER

• Access : 
– usually FILE_ANY_ACCESS

CTL_CODE(

DeviceType,

Function,

Method,

Access

);

source: IOActive
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• ASRock Drivers
– CVE Name:

• CVE-2018-10709, CVE-2018-10710, CVE-2018-10711, CVE-2018-10712

• ASUS Drivers
– CVE Name:

• CVE-2018-18537, CVE-2018-18536, CVE-2018-18535

• GIGABYTE Drivers
– CVE Name:

• CVE-2018-19320, CVE-2018-19322, CVE-2018-19323, CVE-2018-19321

• ......

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10710
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10711
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10712
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18537
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18536
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18535
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19320
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19322
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19323
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19321
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Windows Internal 7th

Windows 7 Device Driver

source: Tom and Jerry
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• MinimumRequiredLength
– The minimum buffer size, in bytes, that 

the driver needs to process the I/O 
request.



source:張軼挾屍要價
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• Model specific registers (MSR) exist in CPUs. Contrary to the name, some 

MSRs are actually part of the official x86 or x64 architecture and not 

"model specific", "IA32_LSTAR", for example.

• The transition to kernel-mode is done via an MSR

– syscall -> read MSR -> call MSR pointer (Ring-0) 

-> kernel function handles the syscall logic

– MSR usually store function entries like: "KiFastCallEntry()", 

"KiFastSystemCallEntry()", SSDT entries, according to the OS Ver.

• After Windows XP use ntdll!KiFastSystemCall which will call SYSENTER, 

SYSENTER doesn’t support passing parameters on the stack, use MSR to help 

ENV setting.
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• Call Flow

– Typical SYSENTER 

1. IA32_SYSENTER_CS to CS 

2. IA32_SYSENTER_EIP to EIP

3. IA32_SYSENTER_CS+8 to SS

4. IA32_SYSENTER_ESP to ESP

5. Switch to Privilege level 0

6. Clear VM flag in EFLAGS

7. Execute CS:EIP

• None of the setup that we saw with interrupts is performed.

– Driver Usage

1. RDMSR 

2. WRMSR 

3. SYSCALL (IA32_LSTAR MSR / IA32_FMASK MSR)

4. {Execute MSR_LSTAR function entry}

– Return

1. SYSRET

2. SYSEXIT
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• Default on modern systems we only care about MSR_LSTAR (0xc0000082)

• Can inspect via rdmsr command in windbg
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• You can probably see where this is going

• Exposed wrmsr (__writemsr) instruction gives us a pointer 

to overwrite primitive

– Function pointer is called when any syscall is issued

– Called from Ring-0

source: Fireeye
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source: Fireeye
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• Device Driver Debauchery and MSR Madness 
– Ryan Warns & Tim Harrison - FireEye

Requirements:

• IoCreateDevice.DeviceCharacteristics = 0

• MSR instruction wrmsr exposed

• Needs to be only one running while target MSR is corrupted

• Must not be switched off in the middle of our execution

• Needs to keep running on the same processor entire time
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source: Fireeye
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

IOCTL (WRMSR)

Processor A

Ntoskrnl.exe
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

Ntoskrnl.exe



> 

Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()
IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

Ntoskrnl.exe
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()
IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

Ntoskrnl.exe
syscall()



> 

Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()
IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

Ntoskrnl.exe
syscall()

KiSystemCall64

swapgs # setup stack
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

KernelShellCode

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

syscall()
Ntoskrnl.exe

KiSystemCall64

swapgs # setup stack
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

KernelShellCode

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE

syscall()
Ntoskrnl.exe

KiSystemCall64

swapgs # setup stack

KiSystemExit

swapgs # sysretq



> 

SMEP

• Supervisor Mode Execution Prevention - BSODs if CPU detects 

execution of a user-mode VA while in Ring-0

• Like DEP, bypassing SMEP is done via Return Oriented 

Programming

• SMEP is enabled via the CR4 register

source: Fireeye



Ntoskrnl.exe

KiKernelExit
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

swapgs # setup stack

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets
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KiKernelExit
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

swapgs # setup stack

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KeFlushCurrenTbImmediatly

Modify CR4 gadget



Ntoskrnl.exe

KiKernelExit
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

swapgs # setup stack

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KeFlushCurrenTbImmediatly

Modify CR4 gadget

KernelShellCode



Ntoskrnl.exe

KiKernelExit
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Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

swapgs # setup stack

KernelShellCode

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KeFlushCurrenTbImmediatly

Modify CR4 gadget

KiKernelExit

swapgs # sysretq
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KPTI

• As a response to Spectre and Meltdown Microsoft added 

Kernel Page Table Isolation (KPTI)

• SMEP is enabled via the CR3 register

• KPTI maintains a separate set of page tables for user- and 

kernel-mode 
– While in user-mode, you have a user-mode CR3 value 

(KPROCESS.UserDirectoryTableBase)

– While in kernel-mode, you have a kernel-mode CR3 value 
(KPROCESS.DirectoryTableBase)

source: Fireeye



Ntoskrnl.exe

> 
Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KVASCODE KiKernelExit

swapgs # setup stack
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IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KVASCODE KiKernelExit

swapgs # setup stack

KVASCODE KiKernelIstExit

Modify CR3 gadget



Ntoskrnl.exe
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IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KVASCODE KiKernelExit

swapgs # setup stack

KVASCODE KiKernelIstExit

Modify CR3 gadget

KeFlushCurrenTbImmediatly

Modify CR4 gadget



Ntoskrnl.exe

> 
Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KVASCODE KiKernelExit

swapgs # setup stack

KVASCODE KiKernelIstExit

Modify CR3 gadget

KeFlushCurrenTbImmediatly

Modify CR4 gadget

KernelShellCode



Ntoskrnl.exe

KVASCODE KiKernelExit

> 
Vul.sys

IoCreateDevice()
IoCreateSymbolicLink()

Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()

Sleep()

swapgs # setup stack

KernelShellCode

IOCTL (WRMSR)

Processor A

MSR_LSTAR (IA32_LSTAR)

MSR_CSTAR (IA32_CSTAR)

MSR_STAR (IA32_STAR)

IA32_KERNEL_GS_BASE
syscall()

Calc/Deal ROP Gadgets

KeFlushCurrenTbImmediatly

Modify CR4 gadget

KiKernelExit

swapgs # sysretq

KVASCODE KiKernelIstExit

Modify CR3 gadget
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• Win8+ Supervisor Mode Execution Prevention (SMEP) - BSODs if CPU 
detects execution of a user-mode VA while in Ring-0

• As a response to Spectre and Meltdown Microsoft added Kernel Page 
Table Isolation (KPTI), KPTI maintains a separate set of page 
tables for user- and kernel-mode 

EZ MODE ~Win8 SMEP Win8+ Spectre+Meltdown KPTI
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• HyperV & PatchGuard catches MSR and CR3/CR4 
modifications

• Adding some sort of cookie check post-CR3 
restoration could raise the bar
– Require attackers to also have arbitrary kernel reads

• More driver install notifications
– Hardware drivers have confirmation prompts on install –
but not software drivers?

• Windows Driver Samples should import their 
security advises on MSDN
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• Device Driver Debauchery and MSR Madness 

– Ryan Warns & Tim Harrison - FireEye

• Get off the kernel if you can’t drive 
– Jesse Michael - DEFCON 27

• Reverse Engineering and Bug Hunting On KMDF Drivers 
– Enrique Nissim - IOActive

• Windows Drivers Attack Surface 
– Ilja Van Sprundel

• Windows Internals 6,7, MSDN
– Microsoft

• Practical Malware Analysis
– Michael Sikorski & Andrew Honig

• The Rootkit Arsenal
– Reverend Bill Blunde
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• VXD (Virtual X Driver) 
– Windows 95、Windows 98

• KDM (Kernel Driver Model)
– Windows NT

• WDM (Windows Driver Model) 
– Windows 2000 ~ Windows 8.1

– DDK (Driver Developer Kit)

• WDF (Windows Driver Frameworks) 
– Windows 7 ~ Windows 10

– WDK (Windows Driver Kit)
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Windows  
~= Microkernel + LibOS
~= Monolithic Like

source: Wikipedia
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Applicaton
Windows 
Servicce

UserMode PnP 
Manager

Setupapi.dllWMI Service

WDM WMI 
Routine

PnP Manager Power Manager I/O Manager

function filter

HAL

．．．

．．．

.inf

.cat
registry

I/O system

Driver

Kernel Mode

User Mode
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• Example, CreateFileA();

ProcessXXX.exe.CreateFileA()

Kernel32.dll.CreateFileA()

KERNELBASE.dll.CreateFileA()

KERNELBASE.dll.CreateFileW()

KERNELBASE.dll.CreateFileInternal()

Ntdll.dll.KiFastSystemCall.NtCreateFile()

Ntoskrnl.exe.KiFastCallEntry.NtCreateFile()

Ntoskrnl.exe.KiSystemService.NtCreateFile()

DriverXXX.sys.PreOperationCallback()
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• In Windows OS kernel-mode is stack-like architecture, this kind 
Layered driver Architecture also been called Driver Stack.

source : MSDNsource: MSDN



> 
Enviroment Subsystem/ 

Dlls

I/O System

Kernel Mode

User Mode

I/O Manager

IRP header

IRP stack
location

File 
Object

Device 
Object

Driver 
Object

Start I/O Routine

ISR
DPC 

Routine

Driver
Entry &
Dispatch 
Routine

Unload 
Routine

Create Read Write …



> 

Enviroment Subsystem/ 
Dlls

I/O System
Kernel Mode

User Mode

I/O Manager

KMDF Manager

I/O target

KMDF DriverA

KMDF DriverB

KMDF DriverC

KMDF0  / wdf01000.sys



> 

Kernel Mode

User Mode

Reflector(Filter)

Kernel Mode Driver

Kernel Mode Driver

Windows Kernel

Driver Manager

Applications

Win32 API

UMDF Driver

UMDF Framework

UMDF Runtime

Reflector(Filter)

Kernel Mode Driver

UMDF Driver

UMDF Framework

UMDF Runtime

UMDF Host Process UMDF Host Process

Local Device Stack Local Device Stack

WUDFx02000.dll

UMDFCtrlDev



> 
IRP

FiDO

FiDO

FiDO

FDO

FiDO

FiDO

PDO

Upper Filter Driver C

Upper Filter Driver B

Upper Filter Driver A

Lower Filter Driver B

Lower Filter Driver A

Function Driver

Bus Driver

source: Windows Internals



> 
• IRP(I/O Request Packets) work flow in Windows OS：

source : MSDN

Calculate drivers 
number and 
allocate IRP, 
then dispatcher to 
• WDF
• function driver



> 

• Extension Register
• Kernel Dispatcher
• CommunicationUK
• Degree (Altitude)
• Events
• Handlers



> 

• IRP_MJ_DIRECTORY_CONTROL

• IRP_MJ_READ

• IRP_MJ_WRITE

• IRP_MJ_QUERY_INFORMATION

• IRP_MJ_SET_INFORMATION

• IRP_MJ_CREATE

• IRP_MJ_CLEANUP

• IRP_MJ_CLOSE

• IRP_MJ_DEVICE_CONTROL

• IRP_MJ_LOCK_CONTROL

• IRP_MJ_SET_VOLUME_INFORMATION

• IRP_MJ_QUERY_SECURITY

• IRP_MJ_SET_EA

• ……



> 

Write Buffer

Prevent ransomware,  we can use these information 
to compare entropy & sdhash



> Use these information to determine file should be 
backup or not (size, position, format)

source: MSDN
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> 



> 



> 

• Copy .pdb and add 
srv*c:\MyServerSymbols*https://msdl.microsoft.com/download/symbols 

to WinDBG symbol path.



> 

• !analyze -v



> 
• Windbg (Host) + VM (OS & Driver) + serial port



> 
• bcdedit /debug on

• bcdedit /dbgsettings serial debugport:{PortNumber} baudrate:{Number}

• bcdedit /dbgsettings

• .sympath srv*c:\Symbols*http://msdl.microsoft.com/download/symbols;



> 


