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Who is TeamT5 oo | EAMTS
o Founder and CEO, TeamT5

; + 18+ years in security industry and hacker community

\E- + Co-founder / chief director, HITCON
“ + Adviser, several Taiwanese government agencies.

s
‘)‘:“ Team — Experienced Cyber Threat Hunters and Top Hackers
“"{' + 15+ years cyber incident handling and threat research
ae + 50+ research presentations/publications
TEAMTS + Frequent global CTF winner

W IR 2 + Members volunteer and organize HITCON conference

Persistent Cyber Threat Hunters



100+ ADVERSARY GROUPS

700+ MALWARE FAMILIES

Huapi ¢

Origin: China

Target Country: HK, JP, TW, US,

KR

Target Industry: Media, Military,
Dissidents, Telecommunication,
Think tank, IT, Political Party,
Heavy Industry, Education &
Research Institutions

Nian

DragonOK

Origin: China
Target Country: JP, KR

Target Industry: Military, Defense,

Telecom, Aerospace,
Manufacturing

Origin: China

Target Country: JP, TW

Target Industry: Military,
Government, Defense, Research
Institutes, High-tech companies

Menupass

Amoeba

MENIIPASS
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Origin: China

Target Country: JP, SG, TW, US
Target Industry: NGO,
Government, Defense, Telecom,
Think tank, Research Institutes

Origin: China

Target Country: JP, TW, US, KR
Target Industry: Media, Telecom,
Gaming, Chemicals

DarkHotel

Origin: South Korea

Target Country: CA, CN, IN, ID, JP,
PH, TH, AE, US, KR

Target Industry: Media, Education,
Military, Government, Defense,
Technology, Telecom, Financials,
Pharmaceutical, Think Tanks,
NGOs
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The Museum of Modern APT
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Latest Politics Cross-Strait Business Society Sports Science & Tech Culture Vi

Society

CORONAVIRUS/Taiwan ranked 3rd
worldwide for COVID-19 performance
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CNA file photo

Taipei, Jan. 28 (CNA) Taiwan has been listed among the top three countries in the world
for its successful handling of the COVID-19 pandemic, ranking third behind New Zealand
and Vietnam, according to an index published Thursday by the Lowry Institute of
Australia.

What Taiwan can teach the world on fighting

the coronavirus

Analysis: Taiwan put le: ring the 2003 SARS outbreak to gooc

nment and pes
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Home = Society

Taiwan one of safest countries during
coronavirus pandemic

Netizens show their appreciation for Taiwan government'’s coronavirus prevention measures
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Many Taiwanese are proud of the country's anti-virus measures. (Tourism
Bureau photo)
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Asia China India

Covid-19: Virus ‘success’ Taiwan to
keep restrictions despite vaccine

© 11 December 2020

Coronavirus pandemic
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TALENT MANAGEMENT L&D HRTECH REWARDS MOBILITY LEGAL LEADEF

The best places to be as the world
battles COVID-19: Singapore, Taiwan,
Hong Kong in top 10

—_

Written by Aditi Sharma Kalra  Category: Mobility & Published: 28 April 2021

Covid Resilience Ranking
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BFH2RIR . https://www.cna.com.tw/news/firstnews/202102180100.aspx
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NIST Cyber Security Framework
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ZIEEE|  —) ZHIEF (access control)
SEfhE =) Awareness & Training
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Major Threats for Enterprises

&

Targeted
Ransomware Attack

APT
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Zero Trust




Block Suspicious
Behavior
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