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The Global Risks
Report 2021
16th Edition

INSIGHT REPORT

Risk categories

& Economic

& Environmental
& Geopolitical
@ Societal

€ Technological

Impact —

Global Risks Landscape

How do respondents perceive the impact 1 and likelihood — of global risks?

‘ Weapons of mass destruction

IT infrastructure breakdown ‘ ‘
Interstate conflict

Social security collapse ’

Industry collapse

lllicit economic activity

2.5 3

Infectious diseases ‘
0 Climate action failure

’ Biodiversity loss

’ Natural resource crises ‘ Human environmental damag

Livelihood crises

Debt crises

e .

Prolonged
stagnation

’ Involuntary migration

> gomes ’ Interstate relations fracture
840 Asset bubble burst ’ ‘ Digital power concentration
‘ Resource geopolitization
Public g
‘ State collapse infrastructure ’ Youth disillusionment
failure
‘ Geophysical disasters
Backlash against science ’ "Adverse toch niveaces
Commodity shocks

Tech governance failure

Digital inequali
Price instability’ ‘ ’Mumlate(alism collapse ‘ gital inequality

’ Mental health deterioration

’Terrorist attacks

4

A 35

Likelihood —

Average |

3.28
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Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. *
e $500 Billion a Month.

e $115.4 Billion a Week.

e $16.4 Billion a Day.

e $684.9 Million an Hour. N\ AL
e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

* SOURCE: CYBERSECURITY VENTURES @ VENTURES
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NEXT-GENERATION HUMAN

ERROR INSIGHT SYSTEM
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Frequency of Security
Awareness Training

pethict training
to just once
a year

mm Twice per month mmm Monthly

mm Twice per year

mm Yearly
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Devices
Applications
Networks
Data

Users

Degree of RrYSiTelellele)Y

Dependency

Cyber Defense

Matrix ( CDM )

Identify Protect Detect Respond Recover
|
Config Mgt, IAM Endpoint Detection & Response
Vuln Scanner AV, HIPS || ' "EP Forensics |
;-
SAST, DAST, RASP.
SW Asset Mgt, 4
Fuzzers - WAF 1l
Netflow, Network ™ DDoS Mitigation
Network Vuln SecuntY) —
Scanner (FW, IPS/IDS) NW Forensics
Data Audit, Encryption,:’r Deep Web,
Discovery, Tokenization, Brian Krebs, DRM Backup
Classification DLP, DRM FBI
-y Phishing &: Insider Threat /
Sirrt]ljl?ggiré)gns Security Behavioral
! Awareness Analytics
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Cyber Defense Matrix ( CDM ) by Product Portfolios

Identify Protect Detect Respond Recover

———
Devices  G—
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Applications
Networks
Data -
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Security is a process, not a product.

AZ QUOTES




U EFENREEZ G
Building a healthy security culture

?ﬁ.’?.'

1. Instill the concept that security belongs to everyone

2. Focus on awareness and beyond

3. If you do not have a secure development lifecycle, get one now

4. Reward and recognize those people that do the right thing for security

5. Build security community

6. Make security fun and engaging

https://techbeacon.com/security/6-ways-develop-security-culture-top-bottom
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