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Legal Disclaimer
This content is for educational purposes only.  

No one was harmed during the making of this content.  
Testing was done in my own private network and myself do not support any 

type of hacking and am not responsible for any damage done henceforth

The responsibility of the misuse of the techniques and methods taught in 
this session should be taken solely by the perpetrator. IBM Taiwan and the 

presenter do not hold any liability if the participants misuse the information 
against the law and inflicts damages



According to Docker, over 3.5 million applications have been placed in containers using 
Docker technology and over 37 billion containerized applications have been downloaded



Gartner predicts that by 2023,  
70% of organizations will be running three or more containerized applications in production
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Security Issues



Host OS Risk

Orchestration System Risks Image Risks

Container Runtime RisksRegistry Risks

• Improper user access rights  
• OS vulnerabilities

• Unbounded admin access  
• Weak or unmanaged credentials 
• Unmanaged inter-container network 

traffic 
• Mixed of workload sensitivity levels

• Insecure connections to registries  
• Stale images in registries

• Image vulnerabilities 
• Image configuration 
• Embedded malware 
• Embedded secrets 
• Image trust

• Vulnerabilities within the runtime 
software 

• Unbounded network access from 
containers 

• Insecure container runtime 
configurations 

• Shared kernel

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf



Container should not run as ROOT

https://youtu.be/50WMuV15g1U



Use non-root user

https://youtu.be/fyTOt67SziA



Privileged Container is so BAD

https://youtu.be/MajXwnz9UgU



croups release_agent feature

https://youtu.be/Ms5BczechT0



docker.sock exposed

https://youtu.be/FkhfZEc8Dlk



Bad Image

https://youtu.be/ARVvuEK95ks



Open Docker API

https://youtu.be/raSC1M48kMc



Attack Scenario



Attack Scenario I

Vulnerable Container1. Attack vulnerable container 
2. Compromise the host

Docker Host or K8s Cluster



Attack Scenario II

Bad Container

1. Push bad image 
2. Deployed by admin 
3. Create bad container

Docker Host or K8s cluster



Attack Scenario III

Privileged Container
1. Find out open docker host or unauthenticated kubelet K8s cluster 
2. Create privileged container 
3. Compromise the host

Open Docker Host 
or 

Unauth kubelet K8s Cluster 



Shodan Way



Scariest Search Engine on the Internet













https://youtu.be/hg-53lCs4EA



https://github.com/jieliau/cybersec2021_poc



Thank You !!!


