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eSecurityPlanet > Products > 10 Top Unified Threat Management Vendors

10 Top Unified Threat Management Vendors

By Drew Robb, Posted July 23, 2018

UTM appliances offer a quick path to comprehensive security for SMBs, but features differ
among vendors. Here's a comprehensive look at top UTM solutions.

XXX

See user reviews of Stormshield Network Security

Zyxel ZyWall Security

Taiwan-based Zyxel focuses on the smallest companies, from 5 to 500 employees, and as you'd expect, the product
gets good marks for ease of implementation and use once you figure out its logic. Users report solid performance.
Application-aware capabilities in ZyWall Security can granularly block viruses, malware, Web content, spam and other
potential threats. The solution also includes gateway antivirus, gateway content Web filtering, gateway IDP and
application control, gateway anti-spam, NGFW, and VPN (including IPSec, SSL and L2TP for remote client-to-site and

site-to-site access).

See our in-depth look at Zyxel ZyWall Security

Sponsored

dgme

III Excellence in Information
Security Testing Award
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people, device, and
being identified as malicious applications

Anyone attempting to access
a resource must authenticate
first with strong authentication
method
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Level Up Security with
2FA Network Access

1 2

« Add an exira two-step user identity verification for
network access across all premises

« 2ndfactor by Google Authenticator, which is
extremely popular and cost-effective

+ Adaptive — Google Authenticator also works in
offline environment

« Easy to deploy with self-service enrollment portal*

‘ user@example.com I 51 5462
[kkkkkkkk Rk | + 986155 i

-2
,
@
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Detection & Response
E&3:1Y)
.
D
D

Challenges

BYOD trend brings more
security risks. Ransomware
worm-like behavior
damage entire network,
e.g. WannaCry

SMB needs a cost-
effective yet automated
solution to address
prevailing security risks
raised by BYOD
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What kind
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Who is the
targete

when?

Who is the
attackere

Where is the
aftack from?

SecuReporter

Alert Detected

Security Indicator

ADP Hits Virus / Malware Hits

2065 1569

IDP Hits Email Spam Hits

173 88

Traffic Usage
Top 3 Bandwidth IP

1921671150

—_— 1425 GB (35%)

1921671151
_— 108 GB (25%)
1921671153

75 GB (15%)

Top 3 Destination Country

United States

Organization: £¥ SVD Demo v Device

License Status

Hsinchu Office v
& 2 Unclaimed Devices

Threat History in 7 Days on Map

-+ China
Expiring Soon - 30 Days Remaining

Las

URL Threat Hits

76

Sandboxing Alerts

10

Las

t7Days v

Threat IP Hits

52

Top 3 Application Usage

Google Chrome
Facebook

icmp

Top 3 Destination Port

DN Filter Hits Top Attack Origins Top Attac
6 B United States 2128 Hits (55%) B0 France
W Germony 956 Hits (22%) Bl chino
T 741 Hits (16%) ® Japon
ited Kingdom 603 Hits (5%) witzo
£7Days o United Kingd Hits (5%) EX swit
Others 522 Hits (2%) Others
Top Attack Types Top Attach
368 (35%)

Intrusion 2128 Hits (55%) 100 - 400

15GB (25%) Malware 956 Hits 2100 - 2400
Email Spam 741 Hits (16%) 1500 - 1800
656 MB (15%)
URL Threat 603 Hits (5%) 5:00 - 8:00
Others 522 Hits (2%) Others
Top Attackers' IP Address. Top Attacl
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USG FLEX Firewalls
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USG FLEX 700
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Business
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e Astra service for Endpoint Security

S i
Eﬁfﬁ#i e SaaS Application Management
Empowered by SWG e Security Backend for AP and
Gateways
= = 2
= 1E 1I ZZ é o MFA

Same Security Everywhere * NAC (2H21)

I-‘-I
ﬁi H’J ..ﬂ Eg e Cloud-Managed Network Security
Evolved to Cloud-centric * Secure Remote Working
. e SD-WAN
Perimeters
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